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Axidian CertiFlow

Automate the lifecycle of digital certificates,
smart cards and USB tokens

Centralized management of Public Key Infrastructure (PKI)

Strengthen the cybersecurity Minimize manual overhead
of your organization and reduce operational costs
e Centralized PIN policy enforcement e Automation of certificate issuance,
e Regular rotation of PIN codes renewal, blocking and revocation
e Flexible role-based access model e Automatic inventorization and tracking
e Compliance with Zero Trust Policy of smart cards and certificates
e Monitoring of USB token usage on e System event notifications
user PCs e  Self-service portal for users
Simplify the workflow with Accelerate incident
e-documents investigation
Sign and approve certificate forms and Each certification authority (CA) has its
revocation requests using the internal own event log. Axidian aggregates
e-document service. This improves PKl-related events in the admin console.
process transparency and ensures For investigations, it is easy to generate
compliance with regulations: employees a report using filters such as users,
must confirm each time they have events, card types, dates, and service.
received a certificate. Export the report for convenience.

Compliance with local and international regulations

ISO/IEC 27001/ 27002 ISO/IEC 15408 elDAS (EU 910/2014) PCI DSS
NIST SP 800 Series IT Act India RBI NCA ECC And others
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Why choose Axidian CertiFlow:

Certification Authorities (CAs)

e Microsoft Enterprise CA

Seamless migration from legacy card o Ehrelen

>> management systems (CMS)
CA Operations
>> A self-service portal for users &
reduction of manual overhead Obtain certificate templates
Create and send out
>> Token-free digital signature, certificate requests
encryption and authentication Approve certificate requests
. Issue and renew certificates
> Flexible role-based model for Suspend and revoke

access control certificates

° Check certificate status

Customer success cases: Smart cards and tokens

° Hardware smart cards and

. tokens
AB InBev ¢ Manufacturing e 2800+ employees A Miaeest wircome INT
>> Easy-to-use 2FA that is fit for a large R§g|stry .
’ manufacturing environment e  Microsoft Virtual Smart Card
(TPM)

N\

>> Effective management of hybrid smart
cards and PKI, even in complex scenarios

Microsoft Windows Hello for
Business
Axidian AirCard Enterprise

Hardware smart cards and

Bankart e Finance e 200+ employees tokens
>> The Axidian CertiFlow Dashboard gives ACOS (ACS)
visibility over complex PKI processes e clokenand ID Prime
>> |nfrastructure administrators are notified (Thalles) .
. . Yubikey (Yubico)
on events related to digital certificate usage .
ePass (Feitian)
>> Policies are implemented for automatic Crescendo Series (HID)
management of PKI operations
Integration with infrastructure
components
Email: HQ:
sales-mena@axidian.com Jewellery and Gemplex © MM
' 3, JLT, Dubai, UAE SIEM (syslog)
sales-asia@axidian.com o AP
o Phone: e Mail (SMTP)
sales-europe@axidian.com +971 4 540-13-68 e  Smart card printers
e |dM solutions
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TECHNOLOGIQUE

g N\ VIRTUALISATION
POUR DES INFRASTRUCTURES IT ; CLOUD

et sécurisés

EXPERTISE
Des solutions adaptées
a chaque environnement

CONFIANCE

Un partenaire fiable
a vos cotés
PERFORMANCE

Des infrastructures
sécurisées et évolutives

SUPPORT
Un accompagnement
technique de qualité

HAFS

Distributeur a valeur ajoutée

. Des solutions IT innovantes pour
\ " un monde connecté et sécurisé .

SECURISEES ET PERFORMANTES N & i v \ ) Des solutions Cloud

flexibles et évolutives

CYBERSECURITY
Protéger vos données
et vos systemes

\\ VIDEO
| PROTECTION

Solutions de vidéosurveillance
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. HCI STOCKAGE

SAUVEGARDE
Stockage, sauvegarde
et haute disponibilité
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HAFS

Distributeur a valeur ajoutée

Vous accompagne

HAFS NETWORKS WCA HAFS NETWORKS FRANCE
+225 07 89 82 56 49 / +225 07 59 05 85 82 +33(0)7 4992 62 57 / +33(0)9 73 89 20 39

-] sales-ci@hafs-networks.com [) sales@hafs-networks.com
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