WIRELESS
RADIO

Connectivité sans fil
haute performance

HAFS

Distributeur a valeur ajoutée
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........ o ) SECURITE IT
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et sécurisés
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SECURISEES ET PERFORMANTES  |:%

EXPERTISE
Des solutions adaptées
a chaqgue environnement

VIRTUALISATION
o ) CLOUD
Des solutions Cloud
flexibles et évolutives

4 ‘ CYBERSECURITY
e ) \ ) Protéger vos données

Distributeur a valeur ajoutée SENO SVERMIRS

CONFIANCE =
@ Un partenaire fiable Des solutions IT innovantes pour VIDEO
_ & vos cOtés . ¥ . unmonde connecté et sécurisé e N PN ) PROTECTION
bz \ Solutions de vidéosurveillance
M PERFORMANCE intelligentes
[l Des infrastructures =
ol sécurisées et évolutives
e i : ; HCI STOCKAGE
SUPPORT | ~ ' | | SAUVEGARDE
@ Un accompagnement . \ Stockage, sauvegarde
technique de qualité ! et haute disponibilité
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Introducing the Hillstone Future-Ready
A-Series Next Generation Firewall

> N Integrative Cybersecurity

fi ’ Visionary. Accessible.

Hillstone Networks All Rights Reserved.
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What’s the New Reality for NGFW?
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What's the New Reality for NGFW? Hillstone

Performance becomes a Devices have to be more Policy overload
bottleneck compact creates risk and complexity

Storage space limits analytical Security landscape is constantly
capability changing dramatically

4 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone

N ETWOR K S

A Future-Ready NGFW

5 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



A Future-Ready NGFW
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The Hillstone A-Series: An Overview Hillstone

Product Highlights

© Product name:
SG-6000-A-Series NGFW

© Built on a new generation of firewall hardware
architecture.

—— © Excellent application security protection performance,
e high-density ports, large-capacity local and optional
I - g:m:mmg expansion storage, at a better TCO.

© Based on Hillstone innovative operating system,
StoneOS.

© Hilistone’s evolution in Al will continue to provide robust
advanced threat detection in the future.

7 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



A Future-Ready NGFW - Extraordinary Performance Hillstone
Based on Advanced Hardware Architecture
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Advanced NGFW Hardware Architecture Hillstone

N ETWORK S

ﬁ“ -83 ﬂ % T

Powerful computing Friendly software ecology SSL decryption hardware Hillstone proprietary hardware High-density interfaces,

foundation guarantees highfor third-party integration acceleration capability: acceleration engine: and front and rear-end
performance alleviates CPU intensive tasks significantly improves packet air ventilation in
from servers fast forwarding capability by compact design

offloading traffic from CPU

Note: the SSL decryption hardware acceleration capability will be available via software upgrade in phase 2. A200(W)-IN series do NOT support hardware acceleration; the Hillstone proprietary hardware acceleration engine is only available for A6800-IN and A7600-IN.

9 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Outstanding Hardware Design Hillstore

SSL Decryption Hardware

Acceleration Compact Design Front and Rear-end Air Ventilation

10 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




Hillstone Proprietary Hardware Acceleration Hillstane

Engine

High Throughput Fast Packet
Forwarding
« Enable high-end models to * Free up CPU by offloading
cover the throughput IPv4/1Pv6 traffic, to process
requirements of high-traffic comprehensive security
scenarios services

CPU Offload

Ultra-low latency in packet
forwarding within a few
microseconds, fully meet the
needs of latency-sensitive
scenarios

11 | Integrative Cybersecurity
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Hillstone

N ETWORK S

High Firewall Throughput
« High firewall throughput up to 280 Gbps

© Meet the high-traffic needs in scenarios like data centers

High Application-Layer Performance
« High IPS throughput up to 70 Gbps with 2QSFP+ module

H ig h I ig hts & Va I u es « High level of concurrent sessions up to 42 Million

© Meet real-world network security needs

High Performance

Powerful Fast-forward Capability

« Ultra-low latency in packet forwarding within a few
microseconds

© Meet the requirements of latency-sensitive scenarios

12 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




A Future-Ready NGFW - Excellent Expansion

Capability
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Platform

Excellent Access Capability with Advanced Interface

Interface
Highlights

Large amount of fixed, high-speed 1/O ports (high-density
up to 4 QSFP28)

A2715-IN/A2815-IN/A3615-IN/A3700-IN/A3800-IN/A3815-
IN/A5K-IN/A6800-IN/A7600-IN models support expansion

Native bypass pairs in A1100-IN/A2K-IN/A3K-IN/ASK-IN
rackmount models

O O O O

All rackmount models provide two USB3.0 interfaces

A200-IN A200W-IN A1000-IN

A1100-IN  A2000-IN A2600-IN A2700-IN A2715-IN A2800-IN A2815-IN

Benefits

©
©

NGFW can also act as a switch and router; fast data rate support

Throughput increase by adding expansion module :
A3700-IN/A3800-IN: 20 Gbps -> 30 Gbps, A5100-IN/A5155-IN: 25 Gbps
-> 50 Gbps, A5200-IN/A5255-IN: 32 Gbps -> 65 Gbps, A5500-IN/A5555-
IN: 40 Gbps -> 80 Gbps, A5600: 60 Gbps -> 85 Gbps, A5800-IN: 80 Gbps
-> 95 Gbps, A7600: 280 Gbps -> 320 Gbps

Bypass capability ensures business continuity

4G access capability

©

A3000-IN A3600-IN  A3615-IN A3700-IN A3800-IN A3815-IN A5100-IN A5155-IN

O © O

V)

A5200-IN

Hillstone

N ETWORK S

Cost Savings

Increased Performance

High Availability

Future Ready

A5255-IN  A5500-IN A5555-IN A5600-IN AS5800-IN A6800-IN

A7600-IN

2 * . 2* 2w * * *
g * g * 8*SFP 8 10GE(SFP+) 1OGI§(SFP+) 10GE(SFP+) 10GE(SFP+) 6 * SFP+, 16 2% QSFP+ 6 * SFP+, 16 2% QSFP+ 6 * SFP+, 16 2 * QSFP+, 2 * QSFP+, ?LS SSSE::' 4 (OCI):SZFEZB 4 (::SZFEZS
. . R 8 * GE(R45) 2 * SFP+ '© 2*SFP+ 8*SFP,8* 8*GE(SFP) 8*SFP,8* 8*GE(SFP) 8* GE(SFP) 8*SFP,8* *SFP,8* ' *SFP,8* ' *SFP,8* 16*SFP+, 16* SFP+, AL . .
Fixed1/O 5*GE,1* 5*GE, 1 o GE(RJ45) GE(RJ45) e * GE (2 I . 8 * GE(SFP) * PN 16 * SFP+, 8 16 * SFP+, 8 o o 8 QSFP+,2 QSFP+,2
" 4* GE (1 bypass 8 * SFP 8 * SFP  GE (2 bypass 16 " GE (2bypass 16 16 GE (2 bypass GE (2 . GE (2 . GE (2 8*GE(4 8*GE(4
Ports SFP SFP (1 bypass h (1bypass | , bypass . . 16 * GE(RJ45) : : . GE (4 . GE (4 ) GE(RJ45)  QSFP28) QSFP28)
: pair) : 8* GE R 8 * GE pairs) GE(RJ45) pairs) GE(RJ45)  GE(RJ45) pairs) bypass pairs ., bypass pairs ., bypass pairs  bypass bypass
pair) pair) pairs) (2 bypass (2 bypass (2bypassi (2lbypass ) bypass pairs) ) bypass pairs) ) i irs) (4 bypass 12 * SFP+ 12 * SFP+
v pair) e b pairs PaIFS) " pairs) 8% SFP+/SFP 8 * SFP+/SFP
pair) pair) pair)
Wi-Fi/ IEEES02.11 4G
4G 4G Dongle a/b/g/n/ac, 4G Dongle Dongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4G Dongle 4G Dongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle N/A N/A
Dongle 4G Dongle g
Expansio . . . . - . - 1 . 1 . . 2 1 1 2 1 1 1 1 1 1 1 1 1 1
n Slots
I0C-A-F- 10C-A-F-
4SFP+-IN 4SFP+-IN
I0C-A-F- 10C-A-F-
8SFP+-IN 8SFP+-IN
X I0C-A-F- (OCA-F-ASFP+- |0C-A-F-8GE- 'Olﬁ'ﬁgéipf" 'OIE"AIS‘CS_ZP_*’ I0C-A-F-8GE- 10C-A-4SFP+- |OC-A-4SFP+- I0C-A-4SFP+- |0C-A-4SFP+- |0C-A-4SFP+- 4;‘25;’1;\‘ 4;?:;% 4;?;:;’3;\‘ 10C-A-4SFP+-IN, 10 C-A-4SFP+-IN,
Expansio 4SFP+-IN N IN 20SFP AN, 2QSFP-IN IN IN,IOC-A- N, 10C-A-  IN,I0C-A-  IN,10C-A- IN, I0C-A- OCA 0CA. 0CA.  |0CA-2QSFP+ 10C-A-205FP+
n I0C-A-F- 1O CA-F-8SFP+- . 10C-A-4SFP+- IOC-A-ZI\—/H\/;- IOC-A-ZI\-/IMl- IOC-A-4SFP+-  2QSFP+-IN,  2QSFP+-IN,  2QSFP+-IN,  2QSFP+-IN,  2QSFP+IN, ZQSFP-+-IN ZQSFP-+-IN ZQSFP-+-IN IN, 10C-A- IN, 10C-A-
Module 8SFP+-IN N IN BEIN BEIN IN IOCA-2MM-  I0CA-2MM- 10C-A-2MM-  10C-A-2MM-  10C-A2MM- 70 Dm0 DT 2MM-BEIN,  2MM-BE-IN,
Option I0C-A-F- IOCA-F-8GE-IN I0C-A- IOCAISM-  10CA2SM IOCA-  BEIN,I0C-A- BEIN,I0C-A- BE-IN,I0C-A- BEIN,I0C-A- BEIN, I0C-A- o 7 7 o s o e o T 10C-A-2SM-BE- I0C-A-25M-BE-
8GE-IN TR 2QSFP+IN l;E-IN : l:‘-iE-IN " 2QSFP+IN  2SM-BE-IN  2SM-BEJIN  2SM-BE-IN  2SM-BE-IN  2SM-BE-IN Z;M'BEI'N' Z;M‘BEI;\I-A Z;M‘BEI-N IN IN
10C-A-2MM- ) . 10C-A-2MM- - - e
BE-IN BE-IN
10C-A-25M- 10C-A-25M-
BE-IN BE-IN
1x 2x 2% 2x 2 x
B 1 x USB2. 2 B3.0 2 B3. 2 B3.0 2 B3. 2 B3. 2 B3. 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3. 2 B3.
us USB2.0 uUsB2.0 USB3.0 x USB3.0 2 x USB3.0 USB3.0 USB3O  USB3.0 x USB3.0 2 x USB3.0 x USB3.0 x USB3.0 x USB3.0 2 x USB3.0 x USB3.0 x USB3.0 2xUSB3.0 x USB3.0 2x USB3.0 x USB3.0 2xUSB3.0 2 x USB3.0 2x USB3.0 2 xUSB3.0 2 x USB3.0 x USB3.0

14 | Integrative Cybersecurity
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Better Analytics and Visibility with Increased

Hillstone

N ETWOR K S

eMMC Hard Drive
(4/8/64GB) (8/64GB) &= (256GB to 1.92TB)

Standard Standard Optional
» Store configuration files, signature databases, images, etc. » eMMC stores:
» Store network/event/configuration logs, reports configuration files, signature databases, images, etc.
? Cloud Sandbox logs or threat logs should be sent to HSM, > Hard drive stores:
HSA or CloudView for longer term storage Network/eventiconfiguration/

% The storage size of each module is specified by the

system and cannot be configured
> , including IPS threat packet capture

> The is specified by the system by default,
and it

Platform A200-IN A200W-IN A1000-IN A1100-IN A2000-IN A2600-IN A2700-IN A2715-IN A2800-IN A2815-IN A3000-IN A3600-IN A3615-IN A3700-IN A3800-IN A3815-IN A5100-IN A5155-IN A5200-IN A5255-IN A5500-IN A5555-IN A5600-IN A5800-IN A6800-IN A7600-IN

;:‘.)::ge 8GB 8GB 8GB 8GB 8GB 8GB 8GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB

480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/

960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/
192TB  192TB  192TB  192TB  192TB  192TB

SSD SSD SSD SSD

Exs'li?:me 256 GB 256 GB
e ssD ssD  192TB  192TB 192TB  192TB  192TB 192TB 192TB 192TB 192TB  192TB 192TB 192TB 192TB 192TB 192TB  192TB

Opti
s SSD ) SSD SSD SSD SSD ) SSD SSD SSD SSD ) SSD SSD SSD SSD ) SSD

Hillstone Networks All Rights Reserved.
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A Future-Ready NGFW - Advanced Threat Protection
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Advanced Threat Protection for Known and
Unknown Malware
blocks vulnerability exploitation

Hillstone
blocks risky IPs from accessing servers

T W OR K §
controls user access to specified websites

filters viruses in files of different types and
over different protocols

responds to known
viruses
classifies and prevents potential spam

Pre-breach

= &

responds to blocks the control channel
and catches intranet bots
Breach

Post-breach
Intrusion IP URL
Prevention Reputation

Anti-Spam Anti-Virus Cloud Botnet C2
Filtering Sandbox Prevention
Application Control
17 | Integrative Cybersecurity
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Anti-Spam for Real-time
Spam Classification and
Prevention

Global Spam Collection (Partner)

]

Cloud-Based Spam Database

Email Checksum Query } ‘ Spam Classification

& 2 4

18 | Integrative Cybersecurity

Hillston

T WO R K §

Key Features

>

® Supported Spam classification: Confirmed Spam,
Suspected Spam, Bulk Spam, Valid Bulk

>

® Works on both SMTP(S) and POP3(S) email protocols

» Inbound and outbound detection

» Whitelisting permits emails from trusted domains

» Support multiple languages, formats, or content of the

message

Hillstone Networks All Rights Reserved.



Cloud _Sandbox for Ma_licious File Hillstone
Detection and Prevention v

T WOR K S

Static Analysis/ Behavior
Pre-Processing Analysis Intelligence

URL whitelist, file signature © Android/Linux simulation

verification

Identify malicious files

© Analysis of behaviors including
file process, registry action,
network activities

Generate threat logs and
reports

Cloud-based suspicious
samples

Share threat intelligence

MD5 query for file behavior; © Evasion detection

verification and report

Block threats

Malicious
Files

Signature

Reporting Update

NGFW

19 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Complete Botnet C&C Prevention Hillstone

N ETWORK S

. can
e W omn
. (- o

C&C Server Hacker

C2 Address DGA Domain
Database Detection

20 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



ML-based

Intelligent Treat
Detection and
Protection

‘ Hillstone

Encrypted Traffic Detection

* Leverage ML technology to analyze and detect encrypted
traffic without decryption

Improve the efficiency and accuracy of abnormal
encrypted traffic detection

o

ML-based

DGA Detection QeCtlon

* Auto-configuration for

DoS/DDoS
Defense

e Build, train, and real-time flood protection
update the detection model threshold via ML-based

« Better defend against baseline establishment
unknown threats with * Accurate and effective
higher effectiveness DDoS protection with

automated configuratigh

21 | Integrative Cybersecurity




A Future-Ready NGFW - Smart Policy Operation
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Smart Policy Operation Hillstone

N ETWORK S

Efficient policy management based on business requirements

* Radius Dynamic Authorization Combining a set of individualized policies into one unified

* Automatically issue user policy via CoA message

policy
'-ifeCVcIe Ensures consistent policy enforcement on all firewall security feature:
Management with extreme scalability

* Discover redundant or conflict FW/NAT policies for deletion

* Provide detailed insights and remediation advices ) . /
Generate and refine granular policies based on traffic

patterns
Adjust policies by observing hit counts and hit trends 03
Easy Rapid Launch of New Dynamic Policy Increased Efficiency
Deployment Services Adjustment & Reduced Overhead

23 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




A Future-Ready NGFW - Multiple Deployment
Scenarios

—@—
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Multiple
Deployment
Scenarios
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Zero Trust Network Access (ZTNA) Solution Hillstone

W\ Cxs
Agent- based ZTNA & %,,
Never Always @
Trust Verify g) Devices @
o SO R
Ny m—— Data Networks
> N~ ) === N
Hillstone L&
Any request A-Series Apps
from anywhere Authentication NGFW 000 —
on any device based on identity 29& o o
and context Users Workload
Highlights

Zero Trust

f

© Identity-Based, Least-Privileged Secure Access € Centralized and Efficient Management

)

© Context-Aware, Adaptive Access Control € Award-Winning Enterprise-Grade Security Foundation

25 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



NGFW Fits into Hillstone Solutions Hillstone

The integration of NGFW and other Hillstone security products enables multiple Hillstone solutions

SD-WAN solution XDR solution

_______________________________________

1
{
I
V Threat hantlng plugin

\

1

1

1

1

1

1

1

1

1

1

'\ I
‘ y :
|Soxroe X
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1
\
Illll Hillstone threat
intelligence center

Intelligence sharing

Branch 1 Branch 2 Alert notification/policy disposal
(NGFW) (NePWVH) v v &8s ineligencecenter | --------- >
- 4 \ _/ Security logsttraffic metadata

- = e = e e e e e e e e e e e e e e e ——

e e

————————————————————————————————————————————————————————————————————————————————

0 Promote joint protection against new types of attacks
through integration with iSource and deployment in
XDR solution

© Efficient centralized management for multiple NGFW
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Enable Multiple Use Cases with High

Performance

-

Powerful network security
capabilities to defend against
more advanced threats

Expedited execution of
various security services with
strong CPU power

27 | Integrative Cybersecurity

@

High throughput to handle
massive volumes of traffic
in data center

Twin-mode HA maintains
high reliability of data
center communication

é;e

High security performance
of built-in NGFW brings
faster, lower-cost and
secure local internet
connections at remote
location

Hillstone

N ETWOR K S

Remote Access with
ZTNA

Context and identity-
aware, and least-
privileged secure access
control guarantee the
security and effectiveness
for the remote access

Hillstone Networks All Rights Reserved.



Fast, Effective, Efficient Future-Ready Security Hillstone
Protection with Hillstone A-Series NGFW

N ETWORK S

Leading application layer performance meets \ Future
) EFFECTIVE i
real network security needs Protect against known and unknown threats Ready

RDI

Security operations made easy k N High-density ports ensure excellent access
EFFICIENT FUTURE capability

Large storage options allow for deeper

A-Series

analytics and better visibility

@

EXTENSION

Security
Enables multiple Hillstone solutions and deployments That Works
scenarios with high performance

Better TCO

28 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone Networks is Your Trusted Security Partner Hillstone

T WOR K S

Figure 1: Magic Quadrant for Network Firewalls

Gartner

@ Fortinet
Cisco. [ ] [ ] [
— ol A Visionary in the Gartner
Huawei Juniper. ® [
e Magic Quadrant for
Amazon Web Servicessonicwa" ° [

HIC@ @ Barracuda

Sophos. Hillstone Networks

@ Sangfor Technologies

—>

Forcepoint @

Consecutive in Gartner Magic Quadrant

for Network Firewalls

Years

ABILITY TO EXECUTE

COMPLETENESS OF VISION —_— As of September 2022 © Gartner, Inc

Source: Gartner (December 2022)
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The Product Introduction
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A-Series Product Positioning !'!"!%é'—"!l‘i

280G

3ndysnouay] |jlemauaiy

o ————

SMB/ Branch office Midsize/ Large Organizations Large Enterprises/ Service Providers
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The Hillstone A-Series NGFW: Specifications

Desktop

SG-6000-A200-IN

S$SG-6000-A200W-IN

SG-6000-A1000-IN

Hillstone

N E TWOR K S

SG-6000-A1100-IN

Firewall Throughput
Maximum Concurrent Sessions
New Sessions/s

IPS Throughput

NGFW Throughput

Threat Protection Throughput
AV Throughput

IPsec VPN Throughput

Virtual Systems (Default/Max)
SSL VPN User Number

IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle

Available Slots for Expansion Modules

Expansion Module Option

Twin-mode HA
Local Storage
Expansion Storage Options

Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidity

1 Gbps
450,000
14,000
610 Mbps
400 Mbps
200 Mbps
550 Mbps
590 Mbps
N/A

128
2,000

1 * Console Port, 1 * USB 2.0 Port
1*SFP,5* GE

4G Dongle

N/A

N/A

N/A
4GB
N/A
24W, Single AC (default)

AC 100-240V, 50/60 Hz

Desktop

2.21b (0.6 kg)

32-104°F (0-40°C)
10-95% non-condensing

1 Gbps
450,000
14,000
610 Mbps
400 Mbps
200 Mbps
550 Mbps
590 Mbps
N/A

128
2,000

1 * Console Port, 1 x USB 2.0 Port
1*SFP,5*GE
IEEE802.11a/b/g/n/ac, 4G Dongle
N/A

N/A

N/A
4GB
N/A
24W, Single AC (default)

AC 100-240V, 50/60 Hz

Desktop

2.21b (0.6 kg)

32-104°F (0-40°C)
10-95% non-condensing

4 Gbps
450,000
48,000

3 Gbps
1.5 Gbps
800 Mbps
1.8 Gbps
2.5 Gbps
N/A

128
2,000

1 * Console Port, 2 * USB3.0 Ports
4 * GE
4G Dongle

NA

NA

NA
8GB
256 GB SSD

36W, Single AC

AC 100-240V, 50/60 Hz

Desktop

3.11b(1.4kg)

32-104°F (0-40°C)
10-95% non-condensing

5 Gbps

450,000

48,000

2.8 Gbps

1.7 Gbps

800 Mbps

1.8 Gbps

2.7 Gbps

N/A

128

2,000

1 * Console Port, 2 * USB3.0 Ports, 1
* MGT Port (RJ45)

8 * GE (including 1 bypass pair)
4G Dongle

NA

NA

NA
8GB
256 GB SSD

65W, Single AC

AC 100-240V, 50/60 Hz

Desktop

3.11b (1.4 kg)

32-104°F (0-40°C)
10-95% non-condensing

32 | Integrative Cybersecurity
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A200 Front and Rear Panel Hillstone

N ETWORK S

Hillstone

$G-6000 4200

Power LED Status LED

USB port Console port SFP GE ports

DC POWER

CLR
12V DC= 2.0A
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A200W Front and Rear Panel Hillstone

T WOR K S

USB port Console port SFP

GE ports

Hillstone

SG-6000

Power Status WLAN
LED LED LED
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A1000 Front and Rear Panel Hillstone

N ETWORK S

Hillstone

T STA /\/\T 0/t .l €03 0%

Power LED GE ports LED
Status LED SSD LED
Alarm LED
DC power

Grounding screw  interface Power button  CLR button Console port USB ports GE ports . Security keyhole

F —_ —— - - - o )

12V DC=3.0A
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A1100 Front and Rear Panel Hillstorie

N ETWORK S

Hillstone

AM @®e00 @c02 @04 @ el

; STA$ r e0/1 . 03 ®e05 @e07 @SSD

B e b e R N e R S O

Power LED GE ports LED
Status LED Alarm LED SSD LED
Manager'nent port LED
I?C power Management port .
Grounding screw  interface  power button CLR button USB ports Console port GE ports  Security keyhole
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The Hillstone A-Series NGFW: Specifications

Firewall Throughput
Maximum Concurrent Sessions

New Sessions/s
IPS Throughput
NGFW Throughput

Threat Protection Throughput

AV Throughput
IPsec VPN Throughput

Virtual Systems (Default/ Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle
Available Slots for Expansion
Modules

Expansion Module Option

Twin-mode HA
Local Storage

Expansion Storage Options

Power Specification

Power Supply
Form Factor
Weight
Temperature
Relative Humidi

SG-6000-A2000-IN
| 5 Gbps

1.5 Million

| 48,000
| 3Gbps
| 1.7 Gbps

1 Gbps

| 2 Gbps
| 3 Gbps

1/5
| 1,000
| 4,000

1 * Console Port, 2 * USB3.0 Ports, 1
* MGT Port (RI45)

8 * GE (including 1 bypass pair)

| 4G Dongle
N/A

N/A

| N/A
| sGB

480GB / 960GB / 1.92TB SSD
60W, Single AC (default), Dual AC
(optional)

| Ac 100-240 v, 50/60 Hz
| Rackmount, 1U
|
|

8.61b (3.9kg)
32-104°F (0-40°C)
10-95% non-condensin,

SG-6000-A2600-IN
5 Gbps

1.85 Million

120,000
3.5 Gbps
3 Gbps

2.5 Gbps

3 Gbps
3 Gbps

1/5
2,000
6,000

1 * Console Port, 2 * USB3.0 Ports, 1
* MGT Port (RI45)

8 * GE (including 1 bypass pair)

4G Dongle
N/A

N/A

N/A
8GB

480GB / 960GB / 1.92TB SSD

60W, Single AC (default), Dual AC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

8.61b (3.9 kg)

32-104°F (0-40°C)

10-95% non-condensing

Rackmount
SG-6000-A2700-IN SG-6000-A2715-IN
| 10 Gbps | 10 Gbps
2.2 Million 2.2 Million
| 130,000 | 130,000
| 8 Gbps |9 Gbps
| 5 Gbps | 6Gbps
3 Gbps 3 Gbps
| 5 Gbps | 6 Gbps
| 5Gbps | 5.2 Gbps
1/5 1/5
| 4,000 | 4,000
| 6,000 | 6,000

1 * Console Port, 2 * USB3.0 Ports,
1* MGTPort (RJ45)

2 * SFP+

8 * SFP

8 * GE

| 4G Dongle

N/A

N/A

| n/A
| sGB

480GB / 960GB / 1.92TB SSD

60W, Single AC (default), Dual AC
(optional)

I AC 100-240 V, 50/60 Hz

| Rackmount, 1U

| 9bl(4.1kg)

| o°cra0°C

10-95% non-condensing

1 * Console Port, 2 * USB3.0
Ports, 1 * HA Port (RJ45), 1 * MGT
Port (RJ45)

8 * SFP
8 * GE (including 2 bypass pairs)

| 4G Dongle

1
|0C-A-F-4SFP+-IN
10C-A-F-8SFP+-IN
10C-A-F-8GE-IN

| Yes

| sGB

480GB / 960GB / 1.92TB SSD

60W, Single AC (default), Dual AC
(optional)
I AC 100-240 V, 50/60 Hz
| Rackmount, 1U
| 10.01b (4.55 kg)
| oecra0°C
10-95% non-condensin

36 | Integrative Cyber Security

SG-6000-A2800-IN
| 16 Gbps

2.4 Million

| 130,000
| 10 Gbps
| 6.5Gbps

3 Gbps

| 6.5Gbps
| 6 Gbps

1/5
| 4,000
| 6,000

1 * Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45)

2 * SFP+

8 * SFP

8 * GE

| 4G Dongle

N/A

N/A

| N/A
| sGB

480GB / 960GB / 1.92TB SSD

(optional)

I AC 100-240 V, 50/60 Hz
| Rackmount, 1U

| 9bl(4.1kg)

| oeca0°c

10-95% non-condensin,

Hillstone

60W, Single AC (default), Dual AC

SG-6000-A2815-IN
| 16 Gbps

2.4 Million

| 130,000
| 9 Gbps
| 6.5Gbps

2.8 Gbps

| 6.5Gbps
| 5.3 Gbps

1/5

| 4,000
| 6,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HA Port (RJ45), 1 *
MGTPort (RJ45)

8 * SFP

8 * GE (including 2 bypass
pairs)

4G Dongle

1

I0C-A-F-4SFP+-IN
I0C-A-F-8SFP+-IN
I0C-A-F-8GE-IN

| Yes

| sGB

480GB / 960GB / 1.92TB SSD

150W, Single AC (default),
Dual AC (optional)
I AC 100-240 V, 50/60 Hz
| Rackmount, 1U
| 10.01b (4.55 kg)
| oeca0°c
10-95% non-condensing
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A2000/ A2600 Front Panel Hillstore
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A2000 / A2600 Rear Panel

b s acadan . ol A ¢ Y s ’;/ ‘?/
/ QOOO @ U R &) Q.G.....Q.O.f%@“
o VIR .Qﬁ@......o.—)\_{‘ A
A2600 L el | SO e 0 Ve Yo L a0 0% o
: oveve e "o aVeve e o Ve e

Hillstone

N ETWORK S

Grounding screw Fan tray

39 | Integrative Cybersecurity

Power socket
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A2700 / A2800 Front Panel Hillstone

N ETWORK S
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A2700 / A2800 Rear Panel Hillstone
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Power socket Power socket
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A2715/ A2815 Front Panel Hillstone

N ETWORK S
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Status LED
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A2715/ A2815 Rear Panel Hillstorie
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The Hillstone A-Series NGFW: Specifications

Hillstone

N ETWORK S

Firewall Throughput
Maximum Concurrent Sessions

New Sessions/s
IPS Throughput
NGFW Throughput

Threat Protection Throughput

AV Throughput
IPsec VPN Throughput

Virtual Systems (Default/ Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle
Available Slots for Expansion
Modules

Expansion Module Option

Twin-mode HA
Local Storage

Expansion Storage Options

Power Specification

Power Supply
Form Factor
Weight
Temperature
Relative Humidi

S$SG-6000-A3000-IN
20 Gbps

3 Million

135,000

10 Gbps

5.5 Gbps

3 Gbps

5 Gbps

6 Gbps

1/50

4,000

8,000

1 * Console Port, 2 * USB3.0 Ports,
1* MGT Port (RI45), 1 * HA Port
(RJ45)

2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)

4G Dongle

N/A

N/A

Yes
8GB

480GB / 960GB / 1.92TB SSD

150W, Single AC (default), Dual AC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.2Ib (6 kg)

32-104°F (0-40°C)
10-95% non-condensin

S$SG-6000-A3600-IN

20 Gbps

4.5 Million

135,000

10 Gbps

5.5 Gbps

3 Gbps

5 Gbps

6 Gbps

1/100

8,000

10,000

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)

2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)
4G Dongle

N/A

N/A

Yes
8GB

480GB/ 960GB / 1.92TB SSD

150W, Single AC (default), Dual
AC (optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.21b (6 kg)

32-104°F (0-40°C)
10-95% non-condensing

Rackmount
SG-6000-A3615-IN SG-6000-A3700-IN
20 Gbps | 20/30Gbps
4.5 Million | 7 Million
135,000 | 140,000
11 Gbps | 11 Gbps
6.5 Gbps | 6.5Gbps
3 Gbps | 3.1 Gbps
6.5 Gbps | 6.5Gbps
6 Gbps | 6 Gbps
1/100 | 1/250
8,000 | 10,000
10,000 | 20,000

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)

8 * SFP, 8 * GE (including 2
bypass pairs)

4G Dongle

2

10C-A-F-4SFP+-IN, I0C-A-F-8SFP+-
IN, 10C-A-F-8GE-IN, IOC-A-4SFP+-
IN, I0C-A-2QSFP+-IN, IOC-A-
2MM-BE-IN, I0C-A-2SM-BE-IN
Yes

8 GB

480GB / 960GB / 1.92TB SSD

150W, Single AC
(default), Dual AC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.71b (6.2 kg)
32-104°F (0-40°C)
10-95% non-condensing

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)
2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)

4G Dongle

1

I0C-A-4SFP+-IN, I0C-A-2QSFP+-
IN, I0C-A-2MM-BE-IN, I0C-A-
2SM-BE-IN

Yes
8 GB

480GB / 960GB / 1.92TB SSD

150W, Single AC (default), Dual
AC (optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.41b (6.1 kg)
32-104°F (0-40°C)
10-95% non-condensin

SG-6000-A3800-IN
20/30 Gbps
8 Million

20 000
1 * Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)
2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)

4G Dongle |

1
IOC-A-4SFP+-IN, I0C-A-2QSFP+-

IN, I0C-A-2MM-BE-IN, IOC-A-
2SM-BE-IN

<

€S

480GB/ 960GB /1.92TB SSD

OO

550W, Dual AC (default), Dual DC
(optional), hot swappable power

AC 100-240 V, 50/60 Hz I
Rackmount, 1U |
151b (6.8 kg) |
32-104°F (0-40°C) |
10-95% non-condensin,

SG-6000-A3815-IN
20 Gbps
8 Million

310,000
14 Gbps
13 Gbps

6.5 Gbps

11 Gbps
12 Gbps

1/250

10,000
20,000
1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)
8 * SFP, 8 * GE (including 2
bypass pairs)

4G Dongle

2

|0C-A-F-4SFP+-IN, |IOC-A-F-
8SFP+-IN, I0OC-A-F-8GE-IN, IOC-A-
4SFP+-IN, I0C-A-2QSFP+-IN, 10C-
A-2MM-BE-IN, I0C-A-2SM-BE-IN
Yes

8GB

480GB / 960GB / 1.92TB SSD

550W, Dual AC
(default), Dual DC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

19.81b (8.98 kg)
32-104°F (0-40°C)
10-95% non-condensin




A3000/ A3600/A3700/ A3800 Front Panel
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Alarm LED

~

SSD LED

Console port

USB ports

HA port

GE ports

SFP ports SFP+ ports
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A3000/ A3600/A3700/ A3800 Rear Panel Hillstone
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Hot swappable power
supply modules
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A3615/ A3815 Front Panel Hillstore
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A3615 Rear Panel Hillstorie
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A3815 Rear Panel Hillstorie
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The Hillstone A-Series NGFW: Specifications Hillstore

N E TWOR K S

S$G-6000-A5100-IN

S$G-6000-A5155-IN

SG-6000-A5200-IN

Ra
SG-6000-A5255-IN

mount
SG-6000-A5500-IN

Firewall Throughput
(without/with expansion
module)

Maximum Concurrent
Sessions

New Sessions/s

IPS Throughput
NGFW Throughput
Threat Protection
Throughput

AV Throughput

IPsec VPN Throughput
Virtual Systems
(Default/Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed 1/0O Ports

Wi-Fi/ 4G Dongle
Available Slots for
Expansion Modules
Expansion Module Option
Twin-mode HA

Local Storage

Expansion Storage Options
Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidit
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25/50 Gbps

9 Million

| 480,000
| 20/30 Gbps
| 20 Gbps

12 Gbps

|15 Gbps
| 15 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 *
USB3.0 Ports, 2 * HA Ports
(SFP+), 1 * MGT Port (RJ45)

6 * SFP+, 16 * SFP, 8 * GE
(including 2 bypass pairs)

4G Dongle

1
I0C-A-4SFP+-IN, IOC-A-

I0C-A-2SM-BE-IN

Yes
| 6acB
480GB / 960GB / 1.92TB
SSD
550W, Dual AC (default),
Dual DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
| Rackmount, 1U
| 1871b(8.5ke)
| 32-104°F (0-40°C)
10-95% non-condensin

2QSFP+-IN, 10C-A-2MM-BE-IN

25/50 Gbps

9 Million

| 490,000
| 21/30 Gbps
| 20 Gbps

12 Gbps

| 15 Gbps
| 18 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HAport (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1
I0C-A-4SFP+-IN, IOC-A-

|0C-A-2SM-BE-IN
Yes
| 64cB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default),
Dual DC (optional)

AC 100-240V, 50/60 Hz
DC-36~-72V

| Rackmount, 1U

| 18.71b (8.5 ke)

| 32-104°F (0-40°C)
10-95% non-condensin

2QSFP+-IN, 10C-A-2MM-BE-IN,

1 * Console Port, 2 * USB3.0
Ports, 2 * HA Ports (SFP+), 1 *
MGT Port (RJ45)

6 * SFP+, 16 * SFP, 8 * GE
(including 2 bypass pairs)

4G Dongle

1

|0C-A-4SFP+-IN, I0C-A-
2QSFP+IN, I0C-A-2MM-BE-IN
|0C-A-25M-BE-IN

Yes
| 64cB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default),
Dual DC (optional)

AC 100-240V, 50/60 Hz
DC-36~-72V

| Rackmount, 1U

| 18.71b(8.5kg)

| 32-104°F (0-40°C)
10-95% non-condensin

32/65 Gbps 32/65 Gbps
15 Million 15 Million

| 600,000 | 650,000

| 25/35 Gbps | 27/40 Gbps

| 25 Gbps | 25 Gbps
14 Gbps 15 Gbps

| 20 Gbps | 25 Gbps

| 25 Gbps | 25 Gbps
1/250 1/250

| 10,000 | 10,000

| 20,000 | 20,000

1* Console Port, 2 * USB3.0
Ports, 1 * HAport (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

IN, 10C-A-2MM-BE-IN, IOC-A-
2SM-BE-IN

Yes
| 6acB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
| Rackmount, 1U
| 1871b(8.5kg)
| 32-104°F (0-40°C)

10-95% non-condensin

I0C-A-4SFP+-IN, IOC-A-2QSFP+-

40/80 Gbps

18 Million

700,000
35/45 Gbps
30 Gbps

17 Gbps

30 Gbps
30 Gbps

1/250

10,000
20,000

1 * Console Port, 2 * USB3.0
Ports, 2 * HA Ports (SFP+), 1 *
MGT Port (RJ45)

6 * SFP+, 16 * SFP, 8 * GE
(including 2 bypass pairs)

4G Dongle

1

10C-A-4SFP+-IN, |OC-A-2QSFP+-
IN, I0C-A-2MM-BE-IN, I0C-A-
2SM-BE-IN

Yes

64 GB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
Rackmount, 1U
18.7 b (8.5 kg)
32-104°F (0-40°C)

10-95% non-condensing I 10-95% non-condensing

$G-6000-A5555-IN

40/80 Gbps

18 Million

| 700,000
| 35/50 Gbps
| 30 Gbps

17 Gbps

|29 Gbps
| 30 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HAport (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

|0C-A-4SFP+-IN, I0C-A-
2QSFP+IN, I0C-A-2MM-BE-IN,
I0C-A-2SM-BE-IN

Yes
| 6aGB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
| Rackmount, 1U
| 1871b(8.5kg)
| 32-104°F (0-40°C)

S$G-6000-A5600-IN

60/85 Gbps

25 Million

| 900,000
| 45/65 Gbps
| 40 Gbps

25 Gbps

| 35 Gbps
| 40 Gbps

1/500

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

|0C-A-2MM-BE-IN, I0C-A-2SM-
BE-IN

| Yes

| 6acB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36~-72V
| Rackmount, 1U
| 1871b(8.5kg)
| 32-104°F (0-40°C)
| 10-95% non-condensing

Ports, 1 * HA Port (SFP), 1 * MGT

10C-A-4SFP+-IN, I0OC-A-2QSFP+-IN

$G-6000-A5800-IN

80/95 Gbps

30 Million

| 1,000,000
| 50 Gbps
| 50 Gbps

25 Gbps

| 35 Gbps
| 45 Gbps

1/500

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HA Port (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

|0C-A-4SFP+-IN, |0C-A-2QSFP+-
IN, 10C-A-2MM-BE-IN, IOC-A-
2SM-BE-IN

Yes
| 6aG8

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual

DC (optional)
AC 100-240V, 50/60 Hz
DC-36~-72V

| Rackmount, 1U

| 1871b(8.5kg)

| 32-104°F (0-40°C)

| 10-95% non-condensing
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A5100 / A5200 / A5500 Front Panel Hillstone

N ETWORK S
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A5100 / A5200 / A5500 Rear Panel Hillstone

T WOR K S

A5100 Sl e ’o’o:o:o:o' o

A5200 = 8:”""'
| ole®e

A5500 e\

| Hot swappable fan Hot swappable power
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A5155 / A5255 / A5555 / A5600 / A5800 Front Hillstone

Panel
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A5155 [/ A5255 | A5555 / A5600 / A5800 Rear Hillstone
Panel
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General expansion slot Removable fan tray trays modules
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The Hillstone A-Series NGFW: Specifications

Firewall Throughput (without/with expansion module)
Maximum Concurrent Sessions
New Sessions/s

IPS Throughput

NGFW Throughput

Threat Protection Throughput
AV Throughput

IPsec VPN Throughput

Virtual Systems (Default/Max)
SSL VPN User Number

IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle
Available Slots for Expansion Modules

Expansion Module Option

Twin-mode HA
Local Storage
Expansion Storage Options

Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidity

Hillstone

N E TWOR K S

Rackmount
SG-6000-A6800-IN SG-6000-A7600-IN
| 200 Gbps | 280/320 Gbps
| 35 Million | 42 million
| 900,000 | 900,000
| 80 Gbps | 80 Gbps
| 80 Gbps | 80 Gbps
| 30 Gbps | 30 Gbps
| 45 Gbps | 45 Gbps
| 45 Gbps | 45 Gbps
| 1/500 | 1/500
| 10,000 | 10,000
| 20,000 | 20,000

1 * Console Port, 2 * USB3.0 Ports,

1 * MGT Port (RI45), 1 * HA port (SFP)
4 * QSFP28 (or 2 * QSFP+, 2 * QSFP28)
12 * SFP+

8 * SFP+/SFP

N/A

1

I0C-A-4SFP+-IN, IOC-A-2QSFP+-IN, I0C-A-2MM-BE-IN, I0C-A-2SM-BE-IN

Yes

64 GB

480GB /960GB / 1.92TB SSD

550W, Dual AC (default), Dual DC (optional)
AC 100-240V, 50/60 Hz

DC-36~-72V

Rackmount, 1U

20.31b (9.2 kg)

32-104°F (0-40°C)

10-95% non-condensing

1 * Console Port, 2 * USB3.0 Ports,
1 * MGT Port (RI45), 1 * HA port (SFP)
4 * QSFP28 (or 2 * QSFP+, 2 * QSFP28)

12 * SFP+

8 * SFP+/SFP
N/A
1

IOC-A-4SFP+-IN, IOC-A-2QSFP+-IN, IOC-A-2MM-BE-IN, 10C-A-2SM-BE-IN

Yes

64 GB

480GB /960GB / 1.92TB SSD

550W, Dual AC (default), Dual DC (optional)
AC 100-240V, 50/60 Hz

DC-36~-72V

Rackmount, 1U

20.31b (9.2 kg)

32-104°F (0-40°C)

10-95% non-condensing
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A6800 / A7600 Front Panel Hillstone

N ETWORK S

Power LED
Power

Alarm LED supply LED

SSD expansion slot
Fan LED U38 ports Airinlet

VaVaVaYaVaVaVaY Av Av‘v AY Av‘v AVAVAVAVAVAVAV VAV AV AVAV A VA Va7 A VaVAV,Y AV/AV AV Av‘v AY. Av/Av AVAVAVAVAVAV,V AvAv A
v v v v v v v v v 7 v

© PWR ALM @ PSO .F

,‘(') s a\ @ psi osso

\ HA LED Console port
Power button Status LED Management

SSD LED

° ClR

| |
I
SFP/SFP+ ports SFP+ ports QSFP28/QSFP+

ports
HA port

CLR button
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A6800 / A7600 Rear Panel Hillstone

N ETWORK S

‘ Hot swappable power

Power socket supply modules

Hot swappable

Grounding screw
Removable fan tray fan trays

General expansion slot
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Expansion Modules Hillstone

I0C-A-2SM-BE-IN |I0OC-A-2QSFP+-N

- | E =

) \

IOC-A4SFP+IN I0C-A-2MM-BE-IN
® omme 8 @ |

10C-A-4SFP+

oRK C-A-2QSFP+

llllll-lll

VA VAIVA VA| INK® ©® ACT INK @ OACT
PWR @

_
DEVICE PWR@
4SFP+ expansion module for rear panel Multi-mode bypass expansion module for Slngle -mode bypass expansion module for 2QSFP+ expansion module for rear
(adaptive to SFP module) rear panel rear panel EE

I0C-A-F-8GE-IN IOC-A-F-4SFP+-IN

4SFP+ expansion module for front panel
SGE (mc":(:';ﬁ,t ?Zf farfn':a';;s,:;’(pans'on 8SFP+ expansion module for front panel
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Expansion SSD: Images Hillstone

N ETWORK S

480 GB / 960 GB / 1.92 TB SSD
For A2000, A2600, A2700, A2715, A2800, A2815, A3000, A3600, A3615, A3700, A3800, A3815, A5100, A5155, A5200,
A5255, A5500, A5555, A5600, A5800, A6800, A7600

256 GB SSD
For A1000, A1100
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Hillstone

N E TWOR

Hillstone Network Intrusion
Prevention System (NIPS) S-Series

> N Integrative Cybersecurity

> < ‘ Visionary. Accessible.
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Hillstone

N ETWOR K S

Business Problem

Hillstone NIPS Value Proposition

Agenda

Hillstone NIPS Portfolio

Deployment Scenarios & Winning Cases
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Hillstone

N E TWOR K S

1 Business Problem
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High-risk Vulnerabilities Emerge Explosively Hillstone

N E T W R K

Windows Vulnerability Submissions

800

700

Heartbleed Bug Shellshock Bash Vulnerability e
500
400
300
200
G - -1l |I| |
{ e & redis ,
—_— ava B Rpm—’ § \Q @ 00 QQ QQ Q?‘ Qo & Q@ & & \ \“’%Q\?‘ & P Q';\
2me O It "v ’\'
Java Deserialization [IS 7 HTTP.sys Redis Unauthorized . ‘ . _
Vulnerability Access Vulnerability The number of vulnerabilities submitted for the Windows operating

system has entered an explosive growth trend
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IDPS is Even More Relevant in Today’s Network Hillstone

N ETWOTR K S

Security Landscape

® Dedicated IDPS ® 85% of new stand-alone IDPSs will be in data centers

(cloud or on-premises).
® Layered defense
@® More than 40% of new IDPS deployments are not on
> High performance levels with sustained the perimeter. Gartner believes that,
throughput by YE21, 80% of new stand-alone IDPSs will be
deployed for internal use cases, up from about

S
® For internal network segmentation 0% Tiggp8

> IDPS solution from different vendor

Market Guide for Intrusion Detection and Prevention Systems | 1 July 2019
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When Do You Use an IDPS Versus an NGFW? Hillstone

N ETWOTR K S

Intrusion Detection and Prevention System Next-Generation Firewall

«” When Best-of-Breed protection is desired «” When asingle view of network threats is
required
« When different staff manage the IPS from the
/ :
firewalls «/ When performance and throughput is not a
priority
«/ When high-performance throughput is / . : :
«” When application awareness is required

required (traffic visibility and control)

/4 .
«/ To enable network segmentation on parts of « When malware monitoring is a requirement
the internal network

« Asan IDS solution on parts of the internal «/ When user identity awareness is required
network
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Hillstone

N E TWOR K S

2 Hillstone NIPS Value Proposition
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Hillstone is Representative Vendor in Gartner Market Hillstone
Guide for Intrusion Detection and Prevention rermenes
Systems

Market Guide for Intrusion Detection and
Prevention Systems

“ABD is Hillstone’s analytics approach that does
network baselining, looking for abnormal

Published: 1 July 2019  ID: G00385800

Analyst(s): Craig Lawson, John Watts behaVior_
IDPS offers the best detection efficacy and performance network security,
but firewalls are absorbing IDPS on the perimeter. Security and risk
management leaders should seek innovation in advanced analytics, The sandbox is also interesting for the IDPS
augmenting vulnerability management and internal segmentation from their , “ 1
IDPS solution. market because it allows for “fuzzy” malware

behavior signatures to be used to help convict

Key Findings new iterations of existing families of malware.”

Advanced threat detection and IDPSs continue to combine into products offering both
capabilities, broadening potential use cases.

Intrusion detection and prevention systems (IDPSs) remain a popular use case for threat
detection (IDS mode}, while blocking threats and protecting laaS instances continues to drive
adoption (IPS mode) for new deployments.

Source: Gartner (July 2019)
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Hillstone NIPS — A Comprehensive Network Hillstone
Intrusion Prevention System

New Hardware Platform

Complete Network Threat Advanced Threat
Detection and Defense Protection Throughout
° " the Threat Lifecycle

Better Understanding
with Rich and Granular
Reporting

Easy Deployment with
Minimum Network
Interruption

Hillstone

Simplified and Centralized High Reliability to Ensure
Management for Efficient Py ° Reliable Operation of the
Security Operation Network
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High Performance of SSL Encrypted Traffic Hillstone

T W OR K

Improved hardware acceleration capability of SSL decryption

HTTPS traffic increasing ©

NIPS provide comprehensive

New attacking methods [>) threat protgction (o) SSL. |
encrypted traffic through built-in

encryption/decryption module

Lower cost Security and visibility
With SSL decryption hardware Provide detection of systems,
acceleration capability applications, malware and clients
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Massive Processing Guarantee

High performance application layer throughput

01

02

03

04

High-density interface
S5500-IN comes with 8 xGE (4 pairs of bypass) + 16 xSFP+ + 2 x
QSFP+ fixed I/O Ports

Most models support expansion slot

Support optical/electrical interface hardware
bypass

Built-in large-capacity storage, storage can be
expanded on demand

12 | Integrative Cybersecurity

Hillstone
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Ethemet Eheme

MAC

Fully support bypass, guarantee
the business continuity in serial
deployment

Hillstone Networks All Rights Reserved.



Context-Aware Detection Hillstorie

2 o

User awareness Application awareness Risk awareness

Accurately identify defined and undefined Accurately identify 3000+ network applications, Provide multi-dimensional information including

users, and analyze user traffic and hundreds of mobile/cloud applications, including risk level, known vulnerabilities, large bandwidth
concurrent connections applications with SSL encrypted traffic consumption, file transfer behavior

DDoS attack Brute force attack Vulnerability Botnet C&C Malware XSS attack

) () (j) @) l¢)

Nearly 10,000 intrusion rules and tens of millions of virus signature database to detect and prevent different attacks
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Advanced Threat Protection Throughout the Hillstone
Threat Lifecycle

Hot Threat Intelligence Proactively avoid threats

Anti-Virus responds to known Botnet C&C Prevention blocks

IPS blocks vulnerability exploitation viruses the control channel and catches
intranet bots
IP Reputation blocks risky IPs from accessing servers Cloud Saqdbox responds to
N unknown viruses
URL Filtering controls user access to specified
websites

Anti-Virus prevents users from visiting malicious sites
and phishing sites

Anti-Spam classifies and prevents potential spams

Intrusion IP URL Botnet C2
Prevention Reputation Filtering Prevention

D

Anti-Spam Anti-Virus Cloud
Sandbox

Works in conjunction with Hillstone NGFW
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Anti-Spam for Real-time Hillstone

Spam Classification and

Prevention
Global Spam Collection (Partner) Key Features

® Supported Spam classification: Confirmed Spam,
Suspected Spam, Bulk Spam, Valid Bulk

» Regardless of the language, format, or content of
the message
>

Works on both SMTP and POP3 email protocols
Email Checksum Query ; ‘ Spam Classification > Inbound and outbound detection

White lists to allow emails from trusted domain

& 4 4 4

Drop Drop
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IP Reputation — Multiple Risk IP Identification Hillstone
and Blocking

« |P Threat Intelligence: record all types of risky IP traffic logs and block risky IP access to the intranet
« Multiple risk IP identification: zombie hosts, spammers, etc.

« Update IP reputation signatures every hour to get the latest features of IP threat intelligence

Spam sender

CCOYODND®

IP or IP

Brute-force
attacker

Scanning DDoS
initiator attacker
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Virus Filtering Service — Effectively Detects and Hillstone

Blocks Ransomware

- Efficient flow detection engine: performance of single device protection against virus up to 24Gbps

« Tens of millions of virus signatures: daily real-time update to effectively detect and block all types of malware

Effective ransomware protection : effectively detect and block the spread of malware and ransomware, filter and block virus of
files transferred with SMB protocol when resuming from breakpoint

1050 0901001
s lasat! 11010011 01001001 010
0

Ransomware within malware incidents

40%
30%

20%

Incidents

10%

0%
2012 2013 2014 2015 2016 2017

Ransomware events are growing rapidly; protection measures against viruses are essential
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Static Analysis/
Pre-Processing

URL whitelist, file signature
verification

Cloud-based suspicious samples

MDS5 query for file behavior;
verification and report

Malicious
Files

18 | Integrative Cybersecurity

Cloud Sandbox for Malicious File Detection and
Prevention

Behavioral
Analysis

Windows/Android/MacOS
simulation

Behavioral analysis to file process,

Registry action, network behavior

Evasion detection

1
|

NGFW

Hillstone

N E T WOR K $§

Intelligence

|dentify malicious files
Generate threat log and report
Share threat intelligence

Block threats

Signature

Reporting Update

Hillstone Networks All Rights Reserved.



Complete Botnet C&C Prevention Hillstone

E (@ o
.lnternet..........;fi&...., (@ o]
; . K

N 4""7 Core Switch Hillstone NGFW C&C Server Hacker

C2 Address DNS Sinkhole DGA Domain
Database Detection Detection
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Al Technology
Enables

Intelligent and
Efficient Threat
Protection

20 | Integrative Cybersecurity

Hillstone

N ETWOTR K S

Encrypted Traffic Detection

» Leverage Al technology to analyze and detect encrypted traffic
without decryption

0 Improve the efficiency and accuracy of abnormal encrypted traffic
detection

Intelligent Anti-DDoS

» Auto-configuration for flood protection threshold via ML-based
baseline establishment

e Accurate and effective DDoS protection with automated
configuration

Domain Generation Algorithm (DGA) Detection

« Build, train, and real-time update the detection model

0 Better defend against unknown threats with higher effectiveness

Hillstone Networks All Rights Reserved.



Unknown Threat Mitigation Hillstone

Artacker

Internal intelligence: FW, IPS,
WAF, cloud sandbox, traffic controts | A
collection, CloudView .

IP
Intelligence

\e 4

= 3 Contrallor

Domain
Intellige nce

Incident
intelligence

1 - External intelligence: business bots
intelligence, open source
File intelligence
reputation . IMe::iZLence e Vietim

intelligence

e Rich threat intelligence data o Multi-source intelligence integration 0 Intelligence based threat mitigation

E Prevention in advance n Continuous Enablement E Minimization of threat

Before attack: In attack: After attack:
Hot threat intelligence is actively Enabling security device to improve Under the help from the intelligence,
pushed to prevent threats in advance. threat detection capabilities. the NIPS could detect the compromised

hosts and help mitigate the threat.
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Cloud-Based Intelligence Interaction Hillstone

Support linkage with Hillstone’s firewall,

CloudView, HSM, HSA Hillstone Cloud

Operations Center

01 Hot threat monitoring -

Cloud Sandbox CloudView
02 Incident handing . ________________________________
: A A A |
: = o= — :
: NGFW NIPS WAF i
| A i
| D =) l
03 signature update . BDS
B e e PP Network S
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Cloud-Based Security Monitoring & Analytics Hillstone

Centralized Threat Monitoring Threat Analysis and Alarm
* Threat monitoring » Threat and event logs

» Comprehensive reports * 24/7 monitoring and alerts

» System status monitoring
& - Real-time message and alarms * Threatanalysis and reports
» Mobile/web access

CloudWiew

Ar * No deployment required
* No maintenance
« Easy and instant subscription

& _ w5 ul » Free to initiate (Includes essential features)

\ + Pay to subscribe (For advanced features,
= - L — Professional Version)
i R — « Security as a Service (SaaS)

Hillstone NIPS Hillstone NIPS

Hillstone NIPS
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Integration with Hillstone XDR Hillstone

\y q
n ecl/ . Intelligence Cloud
@ eoege 75 N~

- €2 PR
‘ ZI \\ ~ !// p@rih) Y

p/o;‘r -~ W et CloudEdge

theS < ~

¥y ~ A CloudHlve
e~
o q v
Management l'eeos. NIPS WAF

Platf 7, 0
orm Soollity NGFW (30N s T = 4’?
devices Data BDS S5%
v Center
Try NGFW
- 60,,, §d g, WAF
(e = ’7@
it 2y, 't
j

CloudHive

NIPS uploads threat data (threat event / forensic Pcap) to iSource, strengthening correlative threat analysis
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Better Understanding with Rich and Granular Hillstone
Reporting

Q o o @ TH

Network Traffic Application and System Security Risk Threat
Analysis Risk Operating Status Overview Assessment
The health status Assessment Display of system Comprehensive Attacks and
of traffic Application status hardware and display of the abnormal

and risk of the computing security risks and behavior

core assets resources their importance

Reports based on User Profile
Management/C-levels, Application Owners, Network Security Administrators



High Reliability to
Ensure Reliable
Operation of the
Network

26 | Integrative Cybersecurity
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Hillstone

N E T WOR K S

Reliable system
Safe and stable operating system, Hillstone StoneOS

Reduce hardware failures with reliable components
Stable hard drive
Redundant power supply

Stable device with real-time device status monitoring
Monitors CPU/memory utilization, processes, Network port status,
Threat information, etc.

High reliable networking
Supports AP / AA mode

Bypass deployment guarantees business continuity
Provides default bypass pairs
Supports expansion of bypass interfaces

Hillstone Networks All Rights Reserved



Efficient Security Operation: Smart Policy

Operation

Efficient policy management based on
business requirement
Radius Dynamic Authorization

Automatically issue user policy via CoA message
A set of policies act as one single policy

Lifecycle
Management

Discover redundant policies for deletion
Refine a general policy into detailed policy

Adjust the policies by observing the
hit counts and hit trends

Easy Rapid Launch of New Dynamic Policy Increased Efficiency
Deployment Services Adjustment & Reduced Overhead
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Efficient Security Operation: Simplified and
Centralized Management Platform

Intuitive management interface

HSM
Hillstone Security
Management Platform

ity

Hillstone NIPS

Hillstone NGFW

Hillstone ADC

Hillstone BDS
28 | Integrative Cybersecurity

I A R —-
. ® = N SR ﬁ A

Hillstone
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* NIPS can be managed by HSM hardware
appliance and virtual appliance (VvHSM)

» Support NIPS device registration management
via HSM/VHSM

» Support NIPS image upgrade via HSM/vHSM

» Support NIPS configuration, monitoring and
reporting, NIPS signature online/offline update

Support RESTful API

Hillstone Networks All Rights Reserved.



Easy Deployment with Minimum Network

Interruption

Plug-and-play with three easy
steps:
* Connect the line

+ Select the mode
* Bundle the policy as applicable

Minimum network disruption

* No network topology change
* No network configuration needed
* No network traffic interruption

Support VSYS
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Internet
|

2 " Hillstone
- NIPS

DMZ

Web Mall

Directory Databas

=y =
Internet

DMZ Hillstone
2] Tap _lPS

Web Mail

Directory Databas
A—
[0 eco] ﬁ

= =

Hillstone

N ETWOTR K S

Inline Mode:
Blocking/monitoring

Real time monitoring
and blocking

L2 transparent or L3
routing

Two ports requirement

Passive Mode:
Monitoring Only

Real time monitoring
and alerts

Mirroring/ TAP

One port requirement



Hillstone
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3 Hillstone NIPS Portfolio
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Hillstone NIPS Portfolio Hillstone

50G 7'55560-1N Y
45G
=z
U F'S3900-INY
gl) 21G
-
g )
Y 9G
-
©
=1

& New Platform
& Old Platform

Small Business/Branch Medium Business m
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S5600/S1060/S51560 Hillstone

PWR, HDD, ALM
Indicators

4*GE (2 pair bypass) 1 Expansion slot

Hilstone

NIPS throughput 1 Gbps 3 Gbps 4 Gbps
0.9 Gbps 0.9 Gbps 1.4 Gbps
1 Million/ 2 Million (AEL) 1 Million/ 2 Million (AEL) 1 Million/ 2 Million (AEL)
12,000 25,000 30,000
N/A N/A Yes
960 GB HDD 960 GB HDD 960 GB HDD
| Fomfacter | 1U 1U 1U
2 x USB Port , 1x Console Port 2 x USB Port , 1x Console Port 2 x USB Port , 1x Console Port
R R ey SRRl
1 x Generic Slot 1 x Generic Slot 1 x Generic Slot
IOC-S-4SFP-L-IN, I0C-S-4GE-B-IN IOC-S-4SFP-L-IN, I0C-S-4GE-B-IN IOC-S-4SFP-L-IN, I0C-S-4GE-B-IN
4/8 4/8 418
AC 100-240 V 50 / 60 Hz AC 100-240 V 50 / 60 Hz AC 100-240 V 50 / 60 Hz

1 x AC power supply 1 x AC power supply 1 x AC power supply
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S1115 Hillstone

N E T WOR K $§

Hard disk

Power LED usSB 8xGE 8x SFP  Expansion Grounding
switch port (RJ45) ports slot protection screw Fan tray Power socket
Console port Management Ports
slot

. Mode Y
2 Gbps
1.5 Gbps
1.2 Million
30,000
@ storage ] 480 GB SSD
1U
2 x USB port, 1 x MGT port, 1 x Console port, 1 x HA
8 x GE (including 2 pairs Bypass port), 8 x SFP
1 x Generic Slot
|OC-S-F-4SFP+-A-IN, I0C-S-F-8SFP+-A-IN, I0C-S-F-8GE-B-A-IN
4/12
- PowerSupply ] AC: 100-240V 50/ 60 Hz

60W

Maximum Power Consumption 1 x AC power supply
2 x AC power supply
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N E T WOR K S

Management slot

S1200 Hillstone

Hillstone v avavatava {ravavatava ﬁmvﬁm A‘lﬁ; e

con
e o an @00 .
SO e wun @

AN

8 x SFP

- 8 x GE
Hard.dlskl . E\f,:f[vcer: LED ;JlgtB 2 x SEP+ Grounding Fan tray Power connector
éxpansion slo protection screw
Console slot

IPS throughput (HTTP) 3 Gbps

IPS throughput (realworld, IPS on 1.8 Gbps

Maximum Concurrent Connections (TCP 1.2 Million
New connections per second (HTTP 40,000

g 480 GB SSD
1U

Form factor
Management Ports
Fixed I/O Ports

2 x USB Port , 1x Console Port, 1 MGT Port
2x SFP+, 8x SFP, 8x GE

Available Slots for Expansion Modules N/A
Expansion Module Option N/A
N/A

Bypass Ports (Default / Max.

Maximum Power Consumption

AC: 100-240V 50 /60 Hz
50W 1 x AC power supply 2 x AC power supply

Hillstone Networks All Rights Reserved.
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S1215 Hillstone

N E T WOR K $§

Hard disk

Power LED usSB 8xGE 8x SFP  Expansion Grounding
switch port (RJ45) ports slot protection screw Fan tray Power socket
Console port Management Ports
slot
. Model | - S115N |
3 Gbps
1.8 Gbps
1.2 Million
40,000
- storage ] 480 GB SSD
1U
2 x USB port, 1 x MGT port, 1 x Console port, 1 x HA
8 x GE (including 2 pairs Bypass port), 8 x SFP
1 x Generic Slot
IOC-S-F-4SFP+-A-IN, I0C-S-F-8SFP+-A-IN, I0C-S-F-8GE-B-A-IN
4/12
- PowerSupply ] AC: 100-240 V 50 /60 Hz
60W 1 x AC power supply 2 x AC power supply
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S1900 Hillstone

N E T WOR K S

Management slot

Hard disk Power LED USB

i , Grounding Fan tray Power connector
expansion slot  switch slot

protection screw

Console slot

IPS throughput (HTTP) 3.8 Gbps
IPS throughput (realworld, IPS on 2 Gbps
Maximum Concurrent Connections (TCP 1.2 Million
New connections per second (HTTP 60,000
480 GB SSD
1U

Management Ports
Fixed I/O Ports

2 x USB Port , 1x Console Port, 1 MGT Port
8x GE (including 1 pair Bypass port)

Available Slots for Expansion Modules N/A
Expansion Module Option N/A
Bypass Ports (Default / Max. 2/2

DC: -36~ -72 V; AC: 100-240 V 50 / 60 Hz
50W 1 x AC power supply 2 x AC power supply

Maximum Power Consumption
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S2100 Hillstore
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Management slot

vivavavava (vavavavava Aimn’:sn A:navL:A o O
et om . i - _ s@.%'.%"&.'.':’:
- / \ 8 x GE 8 x SFP
Hard_dlsk POYVer LED USB Grounding Fan tray Power connector
expansion slot  switch slot 2 x SFP+ protection screw
Console slot

IPS throughput (HTTP) 5 Gbps
IPS throughput (realworld, IPS on 2.4 Gbps
Maximum Concurrent Connections (TCP 1.2 Million
New connections per second (HTTP 60,000
. 480 GB SSD
1U
2x USB Port, 1x Console Port, 1 MGT Port
2x SFP+, 8 x SFP, 8 x GE
N/A
N/A
N/A
. PowerSuppy | AC: 100-240 VV 50 / 60 Hz
50W 1xAC power supply 2 x AC power supply

37 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



52115

Hillstone

N E T WOR K $§

Hard disk

Power LED USB 8x GE 8x SFP  Expansion
switch port (RJ45)  ports slot
Console port Management Ports
slot

IPS throughput (HTTP)
IPS throughput (realworld, IPS on
Maximum Concurrent Connections (TCP
New connections per second (HTTP

Management Ports
Fixed I/O Ports
Available Slots for Expansion Modules
Expansion Module Option
Bypass Ports (Default / Max.

Maximum Power Consumption

38 | Integrative Cybersecurity

Grounding
protection screw Fan tray Power socket

5 Gbps
2.4 Gbps
1.2 Million
60,000
480 GB SSD
1U
2 x USB port, 1 x MGT port, 1 x Console port, 1 x HA
8 x GE (including 2 pairs Bypass port), 8 x SFP
1 x Generic Slot
IOC-S-F-4SFP+-A-IN, IOC-S-F-8SFP+-A-IN, I0C-S-F-8 GE-B-A-IN
4/12
AC: 100-240 V 50/60 Hz
60W 1 x AC power supply 2 x AC power supply

Hillstone Networks All Rights Reserved.



S2300 Hillstone

N E T WOR K S

Hard disk Management slot
expansion slot

IAARRARAXARARAARARRARRA R AN
$A tafley it v vt v uﬁyv

M AR Sis
>

G >
<

ava, Bviva
~ «
>
“r

Power
switch

port 2x SFP+ Grounding Fan tray Power connector

USB slot port protection screw

slot

IPS throughput (HTTP) 9 Gbps
IPS throughput (realworld, IPS on 2.4 Gbps
Maximum Concurrent Connections (TCP 3 Million
New connections per second (HTTP 60,000
480 GB SSD
Form factor 1U

2 xUSB 3.0 Port , 1x Console Port, 1 MGT Port, 1 HA Port
2x SFP+, 8 x SFP, 16 x GE(including 2 pairs Bypass port)

Management Ports
Fixed I/O Ports

Available Slots for Expansion Modules N/A
Expansion Module Option N/A
Bypass Ports (Default / Max. 4/4

AC: 100-240 V 50 / 60 Hz
100W 1 x AC power supply 2 x AC power supply

Maximum Power Consumption
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S2700 Hillstore

N E T WOR K S

Hard disk Management slot Universal

expansion slot expansion slot

x SF .
Power LED Console ot 2X Grounding Fan tray Power connector
switch slot  USB SFP+ protection screw
slot port
S$2700-IN
IPS throughput (HTTP) 11 Gbps
IPS throughput (realworld, IPS on 2.4 Gbps
Maximum Concurrent Connections (TCP 6 Million
New connections per second (HTTP 60,000
0 480 GB SSD
1U
Management Ports 2 x USB 3.0 Port , 1x Console Port, 1 x MGT Port, 1x HA Port

2 x SFP+, 8 x SFP, 16 x GE (including 2 pairs Bypass port)
1 x Generic Slot
I0C-S-4SFP+-A-IN, 10C-S-2QSFP+-A-IN, IOC-S-2MM-BE-A-IN, IOC-S-2SM-BE-A-IN
4/4
DC: -36~ -72 V; AC 100-240 V 50 / 60 Hz
100W 1 x AC power supply 2 x AC power supply
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Power
switch

S3500

Hard disk

. Management slot
expansion slot
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HA slot '
LEp Console 16 x GE hy 2 x
slot USB p SFP+
slot port

Hillstone

N E T WOR K S

Universal
expansion slot

o
=
© o

Grounding
protection screw

Removable
fan tray

Power connector

IPS throughput (HTTP)
IPS throughput (realworld, IPS on
Maximum Concurrent Connections (TCP
New connections per second (HTTP

Management Ports

Fixed 1/O Ports
Available Slots for Expansion Modules
Expansion Module Option
Bypass Ports (Default / Max.
Power Supply
Maximum Power Consumption
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15 Gbps
4.5 Gbps
8 Million
140,000
960 GB SSD
1U

2 x USB 3.0 Port , 1x Console Port, 1 x MGT Port, 1x HA Port

2 x SFP+, 8 x SFP, 16 x GE (including 2 pairs Bypass port)
1 x Generic Slot
I0C-S-4SFP+-A-IN, I0C-S-2QSFP+-A-IN, I0C-S-2MM-BE-A-IN, IOC-S-2SM-BE-A-IN
4/4
DC: -36~ -72 V; AC: 100-240 V 50 / 60 Hz

100W 2 x AC power supply 2 x DC power supply

Hillstone Networks All Rights Reserved.



S3805/S3915 Hillstone

Hard disk

Grounding Expansion

Power HA port 8 x GE ports 16 x SFP+ 2x40G _
switch ports QSFP+ protection screw slot Fan tray Power socket
Console Management ports
port port
M . s3SN_ | __s35N |
20 Gbps 30 Gbps
10 Gbps 14 Gbps
12M 15M
250,000 380,000
960 GB SSD 960 GB SSD
1U 1U
2 xUSB Port, 1 X MGT port, 1 x Console Port , 1 HA port 2 xUSB Port, 1 X MGT port, 1 x Console Port , 1 HA port
2 X QSFP+, 16 X SFP+, 8 x GE (including 4 pairs Bypass port) 2 X QSFP+, 16 X SFP+, 8 x GE (including 4 pairs Bypass port)
1 x Generic Slot 1 x Generic Slot
I0C-S-4SFP+-A-IN, I0C-S-2QSFP+-A-IN, IOC-S-2MM-BE-A-IN I0C-S-4SFP+-A-IN, I0C-S-2QSFP+-A-IN, IOC-S-2MM-BE-A-IN
I0C-S-2SM-BE-A-IN I0C-S-2SM-BE-A-IN
8/8 8/8
DC: -36~ -72 V; AC: 100-240 V 50 / 60 Hz

DC: -36~ -72 V; AC: 100-240 V 50 / 60 Hz

280W 2 x AC power supply 2 x DC power supply 280W 2 x AC power supply 2 x DC power supply

Hillstone Networks All Rights Reserved.
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S3900

Hard disk
expansion slot Management slot

8 x GE 16 x SFP

Power LED Console slot
switch usB
slot

IPS throughput (HTTP)
IPS throughput (realworld, IPS on
Maximum Concurrent Connections (TCP
New connections per second (HTTP

Management Ports
Fixed /O Ports
Available Slots for Expansion Modules
Expansion Module Option
Bypass Ports (Default / Max.

Maximum Power Consumption

43 | Integrative Cybersecurity

R AN AR AANRNARARARR AR AR AR R AR AR RN RN RRANRNR
& v v A Vs i v v v v v v v

6 x SFP+

Hillstone

N E T WOR K S

Universal
expansion slot

Grounding
protection screw

Power connector

Removable
fan tray

25 Gbps

14 Gbps

12 Million

380,000

960 GB SSD
1U
2 xUSB 3.0 Port , 1x Console Port, 1 x MGT Port, 2 x HA Port (SFP+)
6 x SFP+, 16 x SFP, 8 x GE (including 2 pairs Bypass port)
1 x Generic Slot
IOC-S-4SFP+-A-IN, I0C-S-2QSFP+-A-IN, 10C-S-2MM-BE-A-IN, I0C-S-2SM-BE-A-IN
4/4
DC: -36~ -72 V; AC 100-240 V 50 / 60 Hz
280W 2 x AC power supply 2 x DC power supply

Hillstone Networks All Rights Reserved.



S5500 Hillstone

N E T WOR K S

Hard disk Universal
expansion slot Management slot expansion slot
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8 x GE
Power LED Console slot 16 x SFP+ Grounding Removable

switch UIStB protection screw fan tray
slo

Power connector

IPS throughput (HTTP)

45 Gbps
IPS throughput (realworld, IPS on 25 Gbps
Maximum Concurrent Connections (TCP 24 Million
New connections per second (HTTP 550,000
0 960 GB SSD
1U

Management Ports
Fixed I/O Ports
Available Slots for Expansion Modules
Expansion Module Option
Bypass Ports (Default / Max.

Maximum Power Consumption
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2 xUSB 3.0 Port , 1x Console Port, 1 x MGT Port, 1 x HA Port (SFP+)
2 x QSFP+, 16 x SFP+, 8 x GE (including 4 pairs Bypass port)
1 x Generic Slot
IOC-S-4SFP+-A-IN, I0C-S-2QSFP+-A-IN, 10C-S-2MM-BE-A-IN, I0C-S-2SM-BE-A-IN
8/8
DC: -36~ -72 V; AC 100-240 V 50 / 60 Hz
320W 2 x AC power supply 2 x DC power supply
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S5560 Hillstone

N E T WOR K S

PWR, HDD, _
ALM Indicators 4 Expansion slot

NIPS throughput 50 Gbps
IPS throughput (realworld, IPS on) 31.4 Gbps
Maximum Concurrent Connections (TCP) 8 Million / 10 Million (with AEL)
New connections per second (HTTP) 700,000
StoneShield Yes
Storage 960 GB HDD
2U
Management Ports 2 xUSB Port, 2 x GE MGT, 1x Console Port
Fixed I/O Ports N/A
Available Slots for Expansion Modules 4 x Generic Slot

I0C-S-4GE-B-H-IN, IOC-S-4SFP-IN,|OC-S-8 GE-B-H-IN, I0C-S-8SFP-H-IN,|OC-S-4GE-4SFP-H-IN,|OC-S-2SFP+-H-IN,
I0C-S-4SFP+-H-IN, IOC-S-4SFP-B-H-IN, I0C-S-2SFP+-B-H-IN

Bypass Ports (Default / Max.) 0/32
Power Supply AC 100-240 V 50 / 60 Hz
Maximum Power Consumption 350W 2 x AC power supply

Expansion Module Option
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Expansion Modules (1)

10C-S-4SFP-L-IN

10C-S-4GE-B-IN

IOC-S-F-4SFP+-

A-IN

IOC-S-F-8SFP+-

A-IN

I0C-S-F-8GE-B-
A-IN

IOC-S-4SFP+-A-
IN

10C-S-2MM-BE-

A-IN

Hillstone

N E T WOR K S

I0C-S-2SM-BE- I0C-S-2QSFP+-
A-IN A-IN

I/O Ports

Dimension

Weight

Applicable
Models

4 x SFP Ports

1U (Occupies 1
generic slot)

0.221b
(0.1 kg)

4 x GE Bypass
Ports

1U (Occupies 1
generic slot)

0.33 b
(0.15 kg)

S600-IN
S1060-IN
S1560-IN
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4 x SFP+ Ports
(for Front Panel)

1U

0.55 Ib (0.25 kg)

8 x SFP+ ports
(for Front Panel)

1U

0.62 Ib (0.28 kg)

S1115-IN
S1215-IN
S2115-IN

8 x GE, including
4 bypass pairs
(for Front Panel)

1U

0.6 Ib (0.27 kg)

4 X SFP+, SFP+
module not
included

1U

2.09 Ib (0.96 kg)

4 X SFP, MM
bypass (2 pairs
of bypass ports)

1U

2.09 Ib (0.96 kg)

4 X SFP, SM
bypass (2 pairs 2 X QSFP+
of bypass ports)

1U 1U

2.091b(0.96kg)  2.09 Ib (0.96 kg)

S2700-IN
S3500-IN
S3900-IN
S3805
S3915
S5500-IN
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Expansion Modules (2)

I0C-S-4GE-B-H-

IN

10C-S-4SFP-H-IN

I10C-S-8GE-B-H-

IN

10C-S-8SFP-H-IN

I0C-S-4GE-
4SFP-H-IN

I0C-S-2SFP+-H-

IN

I0C-S-4SFP+-H-

IN

10C-S-4SFP-B-H-

IN

I0C-S-2SFP+-B-H-

IN

4 x GE Bypass 8 x GE Bypass 8 x SFP 4 x GE and 4 x 4 x SFP Bypass 2 x SFP+ Bypass
I/O Ports Ports 4 x SFP Ports Ports Ports SFP Ports 2 x SFP+ Ports 4 x SFP+ Ports ports ports
Di . 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1
imension : : X X ; - X ; X
generic slot) generic slot) generic slot) generic slot) generic slot) generic slot) generic slot) generic slot) generic slot)
Weight 0.33 Ib (0.15 kg) 0.33 b (0.15 kg) 0.55 b (0.25 kg) 0.55 Ib (0.25 kg) 0.55 Ib (0.25 kg) 0.33 b (0.15 kg) 0.44 1b (0.2 kg) 0.88 b (0.4 kg) 0.88 b (0.4 kg)
Applicable
Models S5560-IN
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Deployment Scenarios
& Winning Cases
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Deployment Scenarios Hillstone
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Customers: Government, Financial Sectors, Deployment Scenarios: inline deployment after
Enterprises customers who need standalone IPS/IDS perimeter firewall, DMZ/Internal network/Remote access

appliance for better protection/internal network segmentation, Tapping mode by core switch/access
segmentation/Threat monitoring etc. switch for threat monitoring/detection
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S-Series Deployment in Enterprises Hillstore

Internet

Requirements

* Protection against sophisticated attacks
% * Insight into network environment

HI'I_IL
g

+ Strong defensive capabilities
bMZ * Deep visibility from L2 — L7
* Unknown threat detection
* Automated analysis and mitigation

e S Series

e  Education
* Enterprises
e Government

y

Il < |

Office zone Server zon
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S-Series Deployment in Service Provider/Data  HI=RtH0E

Center

Internet
* Protection against sophisticated attacks
» High performance

* Integrate with ADC

+ Strong defensive capabilities
*  Deep visibility from L2 — L7

‘ ‘ ‘ ‘ +  Unknown threat detection

|-€

* Automated analysis and mitigation
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Using Cloud Sandbox to Detect Advanced Hillstone
Threats

Requirements

®

& g 3% - Protection against advanced threats
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LT N T « Static and dynamic analysis

~G = i «  Unknown threat detection
. < Cloud Sandbox: Observe malicious behavior of the
uploaded file

Cloud-Sandbox

« E/T Series with Sandbox enabled
» S-Series with Sandbox enabled
*  CloudEdge with Sandbox enabled

CloudEdge

HIN
3

Tg— ¢ ‘T . = - Education

1 'L ! -~ ol o8 « Enterprises
. e % o L — +  Government
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Solution Against Ransomware
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Server zone
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Protection against ransomware

» Antivirus against known ransomwares, 10,000,000+
signatures. In breaching stage.

« Sandbox against unknown ransomwares. In
breaching stage.

C&C server detection based on behavior analysis. In
post-breaching stage.

» Abnormal behavior analysis in post-breaching stage.

« S/T Series with AV, Sandbox, StoneShield
» E-Series/CloudEdge with AV, Sandbox

Education

* Enterprises
* Government
* Finance
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Winning Case 1: Protect Critical Business for a  Hillstone
Commercial Bank

Network Switch1 Network Switch2

Hillstone NIPS Offerings and Benefits

Inline deployment in transparent mode, between core
switch and critical servers (SMBs business) in Tier 1
branch network, with the objective to detect and block
attacks in real-time.

Hillstone S1060

Hillstone FW1 BFo—es: s en -] Hillstone FW2

Business availability and continuity for SMB customers
have enhanced significantly after the deployment

Two pairs of bypass interfaces ensure network connection
even in the face of power outages.

Expansion capability protects customer investment during
network upgrades.

SW1 Sw2

Server Server2
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Winning Case 2: Protect a National
Supercomputing Center

x x
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IDNS service I

Hillstone
NIPS
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Hillstone NIPS Offerings and Benefits

The complete solution includes the Hillstone high-end E-
Series NGFW and NIPS solution, providing a 360 degree
protection to the supercomputing center’s internal network
and business servers.

The Hillstone NGFW is deployed as an internet gateway,

with the Hillstone NIPS deployed in tapping mode in the
business server zones, continuously detecting threats and
protocol abnormality in real-time.

After being in production for one year, the system has
detected and prevented several large-scale worm,
injection and C&C attacks, which ensured network
connectivity and business continuity for the customer.

Hillstone Networks All Rights Reserved.



Winning Case 3: Hillstone
Protect DMZ for a Local Government Agency

Internet
@ Hillstone NIPS Offerings and Benefits

== Deployed inline between DMZ and the internet to detect
O Borcer and block threats real-time

Router

Meets compliance requirement from the government
Prevents public information leakage, and ensures public
service continuity

Firewall

& 725 Inside NIPS

Internal
Network

. i
§
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NIPS Customers

Royal Thai Armed Forces
Government
Thailand, SEA, S2160

uuuuuuuu

Huaxia Bank
Finance
China, S2160

Anhui University of Finance &
Economics
Education

China, S1560

57 | Integrative Cybersecurity

2

PLN

Perusahaan Listrik Negara

Energy
Indonesia, SEA, S1560

&) FEES

CHINA GUODIAN

China Guodian
Energy
China, S1060

‘9« BESLARRS 5

Sunshine Insurance Group

Sunshine Insurance Group
Finance
China, S1060

Nanjing University
Education
China, S2060

R & A R BT

People's Government of Shandong Province

People’s Govemment of
Shandong Province
Government
China, S1060, S2060

VY e B 17

BANK OF TIBET

Bank of Tibet
Finance
China, $S1060, S3860

) |

HiBEE
CAITONG FUNDS
Caitong Fund
Finance
China, S2060

Hillstone
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Shanghai Ministration of Civil
Service
Government
China, $2560, S3560

© Fae

China Telecom
Internet Carrier
China, S3560

r}dﬂ/ﬁz

CHANGJIANG DAILY

Changjiang Daily
Media
China, $2160
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Département
Commercial

HAFS

Distributeur a valeur ajoutée WCA

Vous accompagne

sales-ci@hafs-networks.com (+225) 07 69 3213 55 (+225) 07 59 05 85 82
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