WIRELESS
RADIO

Connectivité sans fil
haute performance

HAFS

Distributeur a valeur ajoutée

RESEAUX &
........ o ) SECURITE IT

Des réseaux fiables
et sécurisés

VOTRE PARTENAIRE
TECHNOLOGIQUE B
POUR DES INFRASTRUCTURES IT "&:;

SECURISEES ET PERFORMANTES  |:%

EXPERTISE
Des solutions adaptées
a chaqgue environnement

VIRTUALISATION
o ) CLOUD
Des solutions Cloud
flexibles et évolutives

4 ‘ CYBERSECURITY
e ) \ ) Protéger vos données

Distributeur a valeur ajoutée SENO SVERMIRS

CONFIANCE =
@ Un partenaire fiable Des solutions IT innovantes pour VIDEO
_ & vos cOtés . ¥ . unmonde connecté et sécurisé e N PN ) PROTECTION
bz \ Solutions de vidéosurveillance
M PERFORMANCE intelligentes
[l Des infrastructures =
ol sécurisées et évolutives
e i : ; HCI STOCKAGE
SUPPORT | ~ ' | | SAUVEGARDE
@ Un accompagnement . \ Stockage, sauvegarde
technique de qualité ! et haute disponibilité
8 S
—— SOLUTIONS IT | CYBERSECURITE | CcLOUD | INFRASTRUCTURE RESEAU | STOCKAGE | PROTECTION
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Introducing the Hillstone Future -Ready
A-Series Next Generation Firewall

»< N Integrative Cybersecurity

> < ‘ Visionary. Accessible.

Hillstone Networks All Rights Reserved.



Hillstone
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What 0s t he New Real
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Wh a ttldesNew Reality for NGFW? Hillstore

Performance becomes a Devices have to be more Policy overload
bottleneck compact creates risk and complexity

Storage space limits analytical Security landscape is constantly
capability changing dramatically

4 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone
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A Future -Ready NGFW
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A Future -Ready NGFW

—@—

High
Performance

;——/
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The Hillstone A-Series: An Overview Hillstone

Product Highlights

© Product name:
SG-6000-A-Series NGFW

© Built on a new generation of firewall hardware
architecture.

p— © Excellent application security protection performance,
LI high-density ports, large-capacity local and optional
et B oo expansion storage, at a better TCO.

© Based on Hillstone innovative operating system,
StoneOS.

© Hill stoneds evolution in Al v
advanced threat detection in the future.

7 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



A Future -Ready NGFW - Extraordinary Performance
Based on Advanced Hardware Architecture

High
Performance

8 | Integrative Cybersecurity
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Advanced NGFW Hardware Architecture Hillstone

'Q'a ,83 ﬂ % T T

Powerful computing Friendly software ecology SSL decryption hardwareHillstone proprietary hardwareHigh-density interfaces,

foundation guarantees highr third-party integration acceleration capability: acceleration engine: and front and reatend
performance alleviates CPU intensive taskiignificantly improves packet air ventilation in
from servers fast forwarding capability by compact design

offloading traffic from CPU

Note: the SSL decryption hardware acceleration capahilitybe availableviasoftware upgradein phase2. A200(WAJIN series do NOT support hardware acceleration; the Hillstone proprietary hardware acceleration engine is oblg Evafl&800IN and A7600N .

9 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




Outstanding Hardware Design Hillstone

P 0%e®a®ee®e®a®.
e :7:3333050:0: 'T.
= a

SSL Decryption Hardware

. Compact Design Front and Rear -end Air Ventilation
Acceleration

10 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




Hillstone Proprietary Hardware Acceleration Hillstane

Engine

High Throughput Fast Packet CPU Offload
Forwarding
A Enable high-end models to A Free up CPU by offloading A Ultra-low latency in packet
cover the throughput IPv4/IPV6 traffic, to process forwarding within a few
requirements of high-traffic comprehensive security microseconds, fully meet the

needs of latency-sensitive

scenarios services
scenarios

11 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone

N ETWORK S

High Firewall Throughput
A High firewall throughput up to 280 Gbps

© Meet the high-traffic needs in scenarios like data centers

High Application -Layer Performance

H Ig h Performa’nce A High IPS throughput up to 70 Gbps with 2QSFP+ module
H |g h“ghts & ValueS A High level of concurrent sessions up to 42 Milliam

€ Meet real-world network security needs

Powerful Fast -forward Capability

A Ultra-low latency in packet forwarding within a few
micnasseonads

€ Meet the requirements of latency-sensitive scenarios

12 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




A Future -Ready NGFW - Excellent Expansion

Capabillity

—@—

High
Performance

;——/
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Excellent Access Capability with Advanced Interface Hillstone

N ETWORK S

Interface
Highlights

Large amount of fixed, higspeed 1/0 ports (higdensity o NGFW can also act as a switch and router; fast data rate support o

up to 4 QSFP28) © Throughput increase kyddingexpansiomodule :
A3700IN/A3800IN: 20 Gbps> 30 Gbps, A510N/A5155IN: 25 Gbps o
A2715IN/A2815IN/A3615IN/A3700IN/A380GIN/A3815

: -> 50 Gbps, A520N/A5255IN: 32 Gbps> 65 Gbps, AS56IIN/A5555

Benefits

Cost Savings

Increased Performance

O O O

Native bypass pairs in A1108/A2KIN/A3KIN/ASKIN -> 95 Gbps, A7600: 280 Gbps320 Gbps © High Availability
rackmount models o Bypass capability ensures business continuity
© Allrackmountmodels provide two USB3.0 interfaces © 4G access capability © Future Ready
Platform  A20GIN A200WAHN A1006IN A1100IN A2000IN A2600IN A2700IN A2715IN A280GIN A2815IN  A3000IN  A3600IN  A3615IN  A3700IN A3800IN A3815IN  A5100IN A5155IN  A5200IN  A5255IN  A5500IN  A5555IN  A5600IN A5800IN  A6800GIN A7600IN
2* * 2* 2* * o * *
o o S 10GE(SFP+ 10GE(SFP+ 10GE(SFP- 10GE(SFP: 6% SFP+ 1,4 ogrps 87 SFP+ 15, opp, 6% SFP+, 12 QSFP-2* QSFP- 216?;5; - (éfSZEPZ{ & (g“zfm
Fixedl/O 5*GE, ¥ 5*GE, 1 GE(RI45)E T CERIMH op pyge 2% SFPHT op (o 2% SFP+8*SFP, 8° 8% GE(SFF 5. op qpp 8% SFP, 8'8* GE(SFF 8* GE(SFF 8 SFP, 8" *SFP, 8 1o, o, *SFP.8 (o oy, - *SFP, 8 16* SFP+16% SEP+ ™ g SFP+2 QSFP+2
e ' )" 4*GE (RID)” 1 pypass SERIA g« gpp (2 5+SFP GE 2bypas  16* GE (2bypas  16* 16*  GE (2bypa: GE 2 ' GE 2 " GE 2 8*GE(4 8*GE(4 SRR
Ports SFP * SFP (1 bypass 4 (1 bypass , bypass . ’ N 16* GE(RJ4! A ) ; ) . *GE (4 . *GE 4 . GE(RJ45 QSFP28) QSFP28)
h pair) h 8* GE p 8* GE pairs) GE(RJ45) pairs) GE(RJ45) GE(RJ45) pairs) bypass pair, . bypass pair, . bypasgairs bypass  bypass . .
pair) pair) pairs) (2 bypass (2 bypass (2 bypass (2 bypass bypass pair: bypass pair: airs) airs) (4bypass 12* SFP+ 12* SFP+
pai’i'[r’) pair) p;’:) pgff’) P P pairy 8% SFP+/SF 8* SFP+/SF
Wi-Fil IEEE802.1 4G
4G 4G Donglea/b/g/n/ac, 4G Dongle Dongle 4G Dongle 4G Dongle4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4G Dongle 4G Dongle 4G Dongle N/A N/A
Dongle 4G Dongle
Expansio - : . = . = 1 - 1 - - 2 1 1 2 1 1 1 1 1 1 1 1 1 1
n Slots
I0GA-F IOGA-F
4SFP4N 4SFP4N
IOGA-~ IOGA-F
8SFP4N 8SFP4N
IOGA-4SFP+ IOGA-4SFP+ IOGA- I0GA- I0GA-
O0ARIE o s | 1OATIOE I90AISTPr CAISTE I0GA ST IOCALSTDS I0GMSTES i, asre, asreay SSATSTEANIOSH ST
IN 2QSFP4N,  2QSFP-N, Pty Uiy Py il i I0GA- I0GA- I0GA- >A2Q >A2Q
n . . i ) i i i I0GA-F i |OGA-F8SFPs . i I0GA4SFP+ |0 M 10GAoMM. 'OCA4SFP+ 2QSFPN,  2QSFPN,  2QSFPAN,  2QSFPN,  2QSFPN, o Zoh 0ot ooty N 10GA- IN, 10GA-
Module 8SFP4N N IN BEIN BEIN IN IOGA-2MM- I0GA-2MM- IOGA-2MM- I0GA2MM- |0GA-2MM- IO%A MM |0QGA MM |0QGA2MM 2MM-BEIN,  2MM-BEIN,
Option I0GA-F |OGA-RBGEIN I0GA- |OGA2SM  10GA2SM IOGA-  BEIN, IOGA- BEIN, IOGA- BEIN, IOGA- BEIN, IOGA- BEIN, IOGA- BEIN-IOCA-BEIN-IOGA- BE”\; |oc— I0OGA-2SMBE I0GA-2SMBE
8GEIN 2QSFP4N BEIN BEIN 2QSFP4N  2SMBEIN  2SMBEIN  2SMBEIN  2SMBEIN  2SMBEIN oo 7 o O MBEIN IN IN
I0GA-2MM- I0GA-2MM-
BEIN BEIN
I0GA-2SM I0GA-2SM
BEIN BEIN
1x 2% 2% 2x 2%
usB USB2.0 1xUSB2. USB3.0 2xUSB3.C 2xUSB3.0 USB3.0 USB3.0 USB3.0 2xUSB3. 2x USB3.0 2xUSB3.0 2xUSB3.0 2x USB3.0 2xUSB3.0 2xUSB3.0 2x USB3.C 2xUSB3.0 2x USB3.C 2xUSB3.0 2x USB3.C 2xUSB3.C2x USB3.12xUSB3.(2xUSB3.( 2x USB3.0 2x USB3.0

14 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Better Analytics and Visibility with Increased
Storage Hillstane

N ETWOR K S

eMMC eMMC Hard Drive
= (4/8/64GB) (8/64GB) = (256GB tal.92TB)

Standard Standard Optional
» Store configuration files, signature databases, images, etc. » eMMC stores:
» Store network/event/configuration logs, reports configuration files, signature databases, images, etc.
#» Cloud Sandbox logs or threat logs should be sent to HSM, > Hard drive stores:

HSA or CloudView for longer term storage Network/eventiconfiguration/

®» The storage size of each module is specified by the
system and cannot be configured
> , including IPS threat packet capture

v

The is specified by the system by default,
and it

Platform A200IN A200WAN A100CGIN A110GIN A200CIN A260CIN A2700IN A2715IN A2800IN A2815IN A3000IN A3600IN A3615IN A3700IN A380CIN A3815IN A5100IN A5155IN A5200IN A5255IN AS5500IN A5555IN A5600IN A5800IN A680CIN A7600IN

Local

Storage 4GB 4GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 64GB 64CGB 64GB 64GB 64GB 64GB 64GB 64GB 64GB 64GB

Expansio 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/
n Storage 256 GB 256 GB 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/
Options SSD SSD 192TB 192TB 192TB 192TB 192TB 192TB 192TB 1.92TB 1.92TB 1.92TB 1.92TB 192TB 1.92TB 192TB 192TB 192TB 192TB 192TB 192TB 192TB 192TB 1.92TB

SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD SSD

15 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




A Future -Ready NGFW - Advanced Threat Protection

—@—

High
Performance

;——/
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Advanced Threat Protection for Known and
Unknown Malware
blocks vulnerability exploitation

Hillstone
blocks risky IPs from accessing servers

T W OR K §
controls user access to specified websites

filters viruses in files of different types and
over different protocols

responds to known
viruses

classifies and prevents potential spam

responds to
unknown viruses
Pre-breach

blocks the control channel
and catches intranet bots
Breach Postbreach
Intrusion
Prevention

URL
Reputatlon

Anti -Spam Anti -Virus Cloud Botnet C2
Filtering Sandbox Prevention
Application Control
17 | Integrative Cybersecurity

Hillstone Networks All Rights Reserved
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Anti -Spam for Real-time
Spam Classification and
Prevention

Global Spam Collection (Partner)

ture Patterns

Cloud -Based Spam Database

Email Checksum Query } ‘ Spam Classification

& 2 4

18 | Integrative Cybersecurity

Hillston

T WO R K §

Key Features

>

® Supported Spam classification: Confirmed Spam,
Suspected Spam, Bulk Spam, Valid Bulk

>

® Works on both SMTP(S) and POP3(S) email protocols

» Inbound and outbound detection

> Whitelisting permits emails from trusted domains

» Support multiple languages, formats, or content of the

message

Hillstone Networks All Rights Reserved.



Cloud Sandbox for Malicious File Hillstore

DeteCtlon and Preventlon NETWOTRKS

Static Analysis/ Behavior
Pre-Processing Analysis Intelligence

URL whitelist, file signature © Android/Linux simulation

verification

Identify malicious files

© Analysis of behaviors including
file process, registry action,
network activities

Generate threat logs and
reports

Cloud-based suspicious

samples : :
Share threat intelligence

MD5 query for file behavior; © Evasion detection

verification and report Block threats

Malicious
Files

Signature

Reporting Update

NGFW

19 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Complete Botnet C&C Prevention Hillstone

N ETWORK S

Internet ... k= o
. (- o

C&CServer Hacker

C2 Address . DGA Domain
Database DNS Sinkhole Detection

20 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



ML-based
Intelligent Treat
Detection and
Protection

21 | Integrative Cybersecurity

‘ Hillstone

EncryptedTraffic Detection

A Leverage ML technology to analyze and detect encrypte
traffic without decryption

A Improve the efficiency and accuracy of abnormal
encrypted traffic detection

ML-based
DGA Detection \Detectmn

A Auto-configuration for

DoSDDoS
Defense

A Build, train, and realime flood protection
update the detection model threshold via Mibased
A Better defend against baseline establishment
unknown threats with A Accurate and effective
higher effectiveness DDoSprotection with

automated configuraton




A Future -Ready NGFW - Smart Policy Operation

—@—

High
Performance

;——/

22 | Integrative Cybersecurity

— P

Excellent
Expansion
Capability

Nl el o LY/

= I

Advanced
Threat
Protection

;——/

=8

Smart Policy
Operation

Hillstone

N ETWORK S

= B

Multiple
Deployment
Scenarios

;——/

Hillstone Networks All Rights Reserved.




Smart Policy Operation Hillstone

N ETWORK S

Efficient policy management based on business requirements

A Radius Dynamic Authorization

Combining aet of individualized policies into one unified
A Automaticallyissueuserpolicyvia CoAmessage

policy
Lifecycle Ensures consistent policy enforcement on all firewall security fe
Man ageme Nt with extreme scalability
A Discoveredundantor conflictFW/NATpoliciesfor deletion 2y A OQ
o o q . D\ o Q /o X9 Q
77 Proviele detailed insigiiSndicmedistian adviees @69’ QO\\ ('Q{\? Generate and refine granular policies based on traffic
%% oQ"\ patterns
Adjust policies by observing hit counts and hit trends 03
=Y Rapid Launch of New Dynamic Policy Increased Efficiency

Deployment Services Adjustment & Reduced Overhead

23 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




A Future -Ready NGFW - Multiple Deployment
Scenarios

—@—

High
Performance

;——/
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Zero Trust Network Access (ZTNA) Solution

L
[E——

Any request
from anywhere
on any device

Zero Trust

25 | Integrative Cybersecurity

Hillstone

N ETWOR K S

Q\\ Cxs
2 &,
Agent - based ZTNA A\g\ °,
N[EVLET Always @
Trust Verify g) Devices @
| & A
APpi ‘ :::::: Data gS_I Networks
Hillstone I—@
A-Series APpsS
Authentication NGFW EOE =
based on identity £> ST
and context Users Workload

© Identity -Based, Least -Privileged Secure Access

© Context -Aware, Adaptive Access Control

Highlights

) Centralized and Efficient Management

€ Award -Winning Enterprise -Grade Security Foundation

Hillstone Networks All Rights Reserved.



NGFEW Fits into Hillstone Solutions Hillstone

The integration of NGFW and other Hillstone security products enables multiple Hillstone solutions

SD-WAN solution XDR solution

_______________________________________

1

:

I il

v Threat hunting plugin

A

N

N

N -
A -

A/

g v
- -

~
~

\
1

1

1

S -
1

1

1

1

1

1

1

o NeR '
1

A .

! 1

1

1

1

1

1

1

1

1

1

1

1

1

I

N
N

1
\
| | Hillstone threat
intelligence center

Intelligence sharing

Branch 1 Branch 2 Alert notification/policy disposal
(NGFW) NP8y v v B&&8 ineligencecenter | --------- >
N o S _/ Security logstraffic metadata

- = e = e e e e e e e e e e e e e e e ——

e e

————————————————————————————————————————————————————————————————————————————————

© Promote joint protection against new types of attacks
through integration with iSource and deployment in
XDR solution

© Efficient centralized management for multiple NGFW
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Enable Multiple Use Cases with High

Performance

i? -

Powerful network security
capabilities to defend against
more advanced threats

Expedited execution of
various security services with
strong CPU power

27 | Integrative Cybersecurity

@

High throughput to handle
massive volumes of traffic
in data center

Twin-mode HA maintains
high reliability of data
center communication

é;g

High security performance
of built-in NGFW brings
faster, lower-cost and
secure local internet
connections at remote
location

Hillstone

N ETWOR K S

Remote Access with
ZTNA

Context and identity-
aware, and least-
privileged secure access
control guarantee the
security and effectiveness
for the remote access

Hillstone Networks All Rights Reserved.



Fast, Effective, Efficient Future -Ready Security Hillstone
Protection with Hillstone A -Series NGFW

N ETWORK S

a Leading application layer performance me: \ Future
FAST _ EFFECTIVE _
real network security needs Protect against known and unknown threats Ready

RDI

e} Security operations made easy k High-densityports ensureexcellentaccess
EFFICIENT FUTURE capability
Largestorageoptionsallow for deeper
analytics andbetter visibility

@ Security

EXTENSION Enables multipléillstonesolutions and deployments That Works
scenarios with high performance

A-Series

Better TCO

28 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone Networks Is Your Trusted Security Partner Hillstorie

T WOR K S

Figure 1: Magic Quadrant for Network Firewalls

Gartner

@ Fortinet
Cisco @ Y " . ]
S ot A Visionary in the Gartner
) - Juniper. ecl T oftware Technologies .
uawei @
Microsoft @ M ag I C Q u ad ra.nt .
Amazon Web Services \ ~ ~ - ~ ~
SonicWall @ A A
HIC@ @ Barracuda
T WatchGu:rdh. ~
opnes @ Sangfor Technologies
Forcepoint @
% Consecutive InGartner Mgglc Quadrant
s for NetworkFirewalls
Years
COMPLETENESS OF VISION —_— As of September 2022 © Gartner, Inc

Source: Gartner (December 2022)
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A-Series Product Positioning Hillstone

280G

200G

********************

80G

40G

'A30001N WA360GIN
A280CIN WAZG15IN
A270GIN W A2715IN

B ~1100IN §A2006IN WA2600IN,

doim

SMB/ Branch office Midsize/ Large Organizations Large Enterprises/ Service Providers
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The Hillstone A-Series NGFW: Specifications

Firewall Throughput
Maximum Concurrent Sessions
New Sessions/s

IPS Throughput

NGFW Throughput
ThreatProtection Throughput
AV Throughput

IPsec VPN Throughput
Virtual Systems (Default/Max)
SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed I/O Ports
Wi-Fi/ 4G Dongle

Available Slots for Expansion Modules

Expansion Module Option

Twinmode HA
LocalStorage
ExpansiorStorage Options

Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidity

SG600GA20GIN
| 1Gbps

| 450,000

| 14,000

| 610 Mbps
| 400Mbps
| 200 Mbps
| 550 Mbps
| 590 Mbps
| Nn/A
| 128
| 2,000

1 * Console Port, 1 * USB 2.0 Port

1* SFP, 5 GE
4G Dongle

N/A

N/A

N/A
4GB
N/A

24W, Single AC (default)

|
|
|
| AC 100240V, 50/60 Hz
|
|
|
|

Desktop

2.21b (0.6 kg)

32-104°F (B40°C)
10-95% norcondensing

Des ((0]0)

SG600GA200WAN SG600GA100GIN
| 1Gbps | 4 Gbps
| 450,000 | 450,000
| 14,000 | 48,000
| 610 Mbps | 3Gbps
| 400 Mbps | 1.5Gbps
| 200 Mbps | 800 Mbps
| 550 Mbps | 1.8Gbps
| 590 Mbps | 2.5Gbps
| N/A | NA
| 128 | 128
| 2,000 | 2,000

1 * Console Port, 1 x USB 2.0 Port

1* SFP, 3 GE
IEEE802.11a/b/g/n/ac, 4G Dongle

N/A

N/A

N/A
4GB
N/A

24W, Single AC (default)

|
|
|
| AC 10@240V, 50/60 Hz
|
|
|
|

Desktop

2.21b (0.6 kg)

32-104°F (B40°C)
10-95% norcondensing

1* Console Port, 2 USB3.0 Ports
4* GE

4G Dongle

NA

NA

NA
8 GB
256 GB SSD

36W, Single AC

AC 10€r40V, 50/60 Hz

Desktop

3.11b (1.4 kg)

32-104°F (640°C)
10-95% norcondensing

Hillstone

N E TWOR K S

SG6000A110GIN
5 Gbps
450,000
48,000
2.8 Gbps
1.7Gbps
800Mbps
1.8 Gbps
2.7 Gbps
N/A
128
2,000
1* Console Port, 2 USB3.0 Ports
* MGT Port (RJ45)

8* GE (including 1 bypass pair)
4G Dongle
NA

NA

NA
8 GB
256 GB SSD

65W, Single AC

AC 10er40V, 50/60 Hz

Desktop

3.11b (1.4 kg)

32-104°F (040°C)
10-95% norcondensing

32 | Integrative Cybersecurity
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A200 Front and Rear Panel Hillstorie

N ETWORK S

Hillstone

$G-6000 4200

Power LED StatusLED

USB port Console port SFP GE ports

DC POWER

CLR
12V DC= 2.0A
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A200W Front and Rear Panel Hillstone

T WOR K S

USB port Console port

Hillstone

SG-6000

Power Status  WLAN
LED LED LED
34 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



A1000 Front and Rear Panel Hillstone

N ETWORK S

Hillstone

SG-6000

t OAM  @e0  ®el2
C st —

Power LED GE ports LED
Status LED SSD LEC
Alarm LED
DC power
Grounding screw inter

ce Power button CLR button Consoleport USBports GE ports Security keyhole

12V DC==3.0A
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A1100 Front and Rear Panel Hillstone

N ETWORK S

Hillstanc

AM @®e00 @c02 @04 @ el

; STA$ r e0/1 . e03 @ e0/5 1 e07 @®S$SD

Power LED GE ports LED
StawsLED  Ajam LED SSD LED
Manage'ment port LED
[.)C power Management port _
Grounding screw Interface  Power button CLR button USB ports Console port GE ports  Security keyhole

12V DC==5.0A
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The Hillstone A-Series NGFW: Specifications

Rackmount

Firewall Throughput |

Maximum Concurrent Sessiong

New Sessions/s

I
IPS Throughput |
I

NGFW Throughput
ThreatProtection Throughput

AV Throughput I
IPsec VPN Throughput |

Virtual Systems (Default/Max)

SSL VPN User Number |
IPsec Tunnel Number |

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle |

Available Slots for Expansion
Modules

Expansion Module Option

Twinmode HA
LocalStorage

ExpansiorStorage Options

Power Specification

Power Supply
Form Factor
Weight
Temperature
Relative Humidity

SG6000-A2000IN
5 Ghps I

1.5 Million

48,000
3Gbps
1.7 Gbps

1 Gops

2 Gbps |
3 Gbps I

15

1,000 I
4,000 I

1* Console Port, 2 USB3.0 Ports,
* MGT Port (RJ45)

8* GE (including 1 bypass pair)

4G Dongle I
N/A

N/A

N/A I
8 GB I

480GB/ 960GB /1.92TB SSD

N
L

60W, Single AC (default), Dual A(

(optional)

AC 106240 V, 50/60 Hz |

Rackmount 1U |

8.6Ib (3.9 kg) I
I

32-104°F (G40°C)
10-95% norcondensing

SG6000-A2600IN
5 Gbps

1.85 Million

120,000
3.5 Ghps
3 Gbps

2.5 Gbps

3 Gbps
3 Gbps

1/5

2,000
6,000

1* Console Port, 2 USB3.0 Ports
* MGT Port (RJ45)
8* GE (including 1 bypass pair)

4G Dongle
N/A

N/A

N/A
8 GB

480GB/ 960GB /1.92TB SSD

60W, Single AC (default), Dual A(

(optional)

AC 10e240 V, 50/60 Hz
Rackmount, 1U

8.6 Ib (3.9 kg)

32-104°F (640°C)
10-95% norcondensing

SG6000-A2700IN
| 10 Gbps

2.2 Million

| 130,000
| 8 Gbps
| 5 Gbps

3 Gbps

| 5 Gbps
| 5 Gbps

1/5
| 4,000
| 6,000

1* Console Port, 2 USB3.0 Port
1* MGT Port RJ45

2* SFP+
8 * SFP
8*GE

| 4G Dongle

N/A

N/A

| n/a
| scB

480GB / 960GB /1.92TB SSD

(optional)

| AC 10240 V, 50/60 Hz
I Rackmount 1U

| 9bl(4.1kg)

| 03 ~40

| 10-95% norcondensing

C 60W, Single AC (default), Dual A

SG6000-A2715IN
| 10 Gbps

2.2 Million

| 130,000

| 9 Gbps

| 6Gbps

3 Gbps

| 6 Gbps

| 5.2 Gbps

1/5

| 4,000

| 6,000

1* Console Port, 2USB3.0

Port RJ45

8 * SFP
8 * GE (including 2 bypass pai

| 4G Dongle
1

|IOGA-F4SFP4N
|IOCA-F8SFP4N
|IOCA-F8GEIN

| Yes

| sGB

480GB/ 960GB /1.92TB SSD

@OW, Single AC (default), Dual
(optional)

| AC 10240 V, 50/60 Hz

I Rackmount 1U

| 10.0lb (4.55 kg)

| 03 ~405

| 10-95% norcondensing

Ports, 1 * HA Port (RJ45) MGT

SG6000-A280CGIN
| 16 Gbps

2.4 Million

| 130,000
| 10 Gbps
| 6.5 Gbps

3 Gbps

| 6.5 Gbps
| 6Gbps
1/5

| 4,000
| 6,000

1* Console Port, 2 USB3.0
Ports, I* MGT Port RJ45

2* SFP+
8* SFP

8* GE

| 4G Dongle

N/A

N/A

| na
| scB

480GB/ 960GB /1.92TB SSD

60W, Single AC (default), Dual
(optional)

| AC 10240 Vv, 50/60 Hz

I Rackmount 1U

| 9bl(4.1kg)

| 03 ~405

| 10-95% norcondensing

Hillstone

SG6000-A2815IN
| 16 Gbps

2.4 Million

| 130,000
| 9 Gbps
| 6.5 Gbps

2.8 Ghps

| 6.5 Gbps
| 5.3 Gbps

1/5

| 4,000
| 6,000

1* Console Port, 2USB3.0
Ports, 1 * HA Port (RJ45); 1
MGT Port RJ45

8 * SFP

8 * GE (including 2 bypass
pairs)
| 4G Dongle

1

IOGA-F4SFP4N
|IOCA-F-8SFP4N
|IOCA-F8GEIN

| Yes

| sGB

480GB/ 960GB / 1.92TB S

150W Single AC (default),
Dual AC (optional)

| AC 10240 V, 50/60 Hz
I Rackmount 1U

| 10.01b (4.55 kg)

| 05 ~405

| 10-95% norcondensing
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A2000 / A2600 Front Panel Hillstone

N ETWORK S

Power button pPower LED Alarm LED USB ports Air inlet
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SSD expansion slot |
Console port
CLR button GE ports

Status LED SSD LED Power

supply LED Management port
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A2000 / A2600 Rear Panel Hillstone

N ETWORK S

200 | © i © 6QcR0000eCat-cx
=0 FEA T @O 00 W 4
A2600 7; | | G ee®e? ¢ 0wy

Grounding screw Fan tray Power socket
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A2700 / A2800 Front Panel Hillstone

N ETWORK S

Power button Power LED Alarm LED USB ports

Air inlet

[ ——=

YAVAVAVA' NAVAVAVYA ¥ AVAVAYAYAYA AVAVAVAY = Y—V‘—T]—. - T L ——— -t Y: ;&-':
A2700 A\ I il ;‘ ﬂ = i =00 Oy
A2800 R Z— WMON pm a= om_ NN st o s Sl L B

SSD expansion slot

N |
CLR button Consold porNE ports SFRorts SFP-ports

supply LED
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A2700 / A2800 Rear Panel Hillstorie

N ETWORK S

Grounding screw Fan tray

Power socket Power socket
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A2715 /| A2815 Front Panel Hillstone

N ETWORK S

RJ45 ports SFP ports

Power supply O LED

FAN LED Console port

Power LED
|

Power Button

SSDLED USB ports

Status LED
HALED Management Expansion Slot (front panel)

Alarm LED port
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A2715 /| A2815 Rear Panel Hillstorie

N ETWORK S

A2715 p—
A2815 - R T

Grounding screw Fan tray Power socket
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The Hillstone A-Series NGFW: Specifications

Firewall Throughput

SG6000-A3000IN
| 20 Gbps

Maximum Concurrent Sessionls 3 Million

New Sessions/s

IPS Throughput

NGFW Throughput
ThreatProtection Throughput

AV Throughput
IPsec VPN Throughput

Virtual Systems (Default/Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle
Available Slots for Expansion
Modules

Expansion Module Option

Twinmode HA
LocalStorage

ExpansiorStorage Options

Power Specification

Power Supply
Form Factor
Weight
Temperature
Relative I-||um|d\|'t\é1

| 135,000
| 10 Gbps
| 5.5Gbps
| 3Gbps
| 5Gbps
| 6Gbps
| wso

| 4,000
| 8,000

1*MGT Port (RJ45), 1 *HA Po
(RJI45)

2* SFP+, 8SFP, 18 GE
(including 2 bypass pairs)

| 4G Dongle

N/A

N/A

Yes
8 GB

480GB / 960GB /1.92TB SSD

150W Single AC (default), Dual
(optional)

| Ac 10040 V, 50/60 Hz
I Rackmount, 1U

| 13.21b (6 kg)

| 32-104°F (040°C)

| 10-95% norcondensing

1* Console Port, 2 * USB3.0 Po

SG6000-A36006IN
20 Gbps

4.5 Million

135,000
10 Gbps
5.5 Gbps

3Gbps

5 Gbps
6 Gbps

1/100

8,000

10,000

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 4
HA Port (RJ45)

2* SFP+, 8SFP, 18 GE
(including 2 bypass pairs)

| 4G Dongle

N/A

I

N/A

| Yes

| sGB

| 48068/ 960GB /1.92T8 SSD
150W Single AC (default), Dud
AC (optional)

AC 10240 V, 50/60 Hz
Rackmount, 1U

32-104°F (040°C)

I
I
I 13.2 Ib (6 kg)
I

10-95% norcondensing

Rackmount

SG6000-A3615IN SG6000-A3700GIN

20 Gbps | 20/30Gbps |
4.5 Million | 7 mitlion |
135,000 | 140,000 |
11 Gbps | 11 Gbps |
6.5 Gbps | 6.5Gbps |
3 Gbps | 31Gbps |
6.5 Gbps | 6.5Gbps |
6 Gbps | 6Gbps |
1/100 | 17250 |
8,000 | 10,000 I
10,000 | 20,000 I

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 4
HA Port (RJ45)

8 * SFP, 8 * GE (including 2
bypass pairs)

4G Dongle I

2

|IOGA-F4SFP4N, IOCA-F8SFP-
IN, IOGA-F8GEIN, IOGA-4SFP-
IN, I0GA-2QSFPN, I0GA-
2MM-BEIN, I0GA-2SMBEIN
Yes I
8 GB I
480GB / 960GB / 1.92TB SSD |
150W Single AC
(default), Dual AC
(optional)
AC 10240 V, 50/60 Hz I
Rackmount, 1U I
13.71b (6.2 kg) I
I

32-104°F (040°C)
10-95% norcondensing

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1
HA Port (RJ45)
2* SFP+, 8SFP, 18 GE
(including 2 bypass pairs)

4G Dongle

1
IOGA-ASFP4N, IOGA-2QSFP-+

IN,IOCGA-2MM-BEIN, IOGA-
2SMBEIN

Yes I
8 GB I
480GB / 960GB / 1.92TB SSD|

AC (optional)

AC 10240 V, 50/60 Hz
Rackmount, 1U
13.41b (6.1 kg)
32-104°F (B40°C)

150W Single AC (default), Du*
I
I
I
I
10-95% norcondensing |

Hillstone

SG6000-A3800IN
20/30Gbps
8 Million

310,000
16 Gbps
12 Gbps

6 Gbps

12 Gbps
12 Gbps

1/250

10,000
20,000
1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1
HA Port (RJ45)
2* SFP+, 8SFP, 16 GE
(including 2 bypass pairs)

4G Dongle

1

IOGA-ASFPN, IOCA-2QSFP+
IN, I0OCA-2MM-BEIN, 10CA-
2SMBEIN

Yes
8 GB

480GB/ 960GB /1.92TB SSD

| 550W, DualAC (default), Dual

(optional), hot swappablepower

AC 10er40 V, 50/60 Hz
Rackmount, 1U

151b (6.8 kg)

32-104°F (G40°C)
10-95% norcondensing

N ETWORK S

7

SG6000-A3815IN
20Gbps
8 Million

310,000
14 Gbps
13 Gbps

6.5 Gbps

11 Gbps
12 Gbps

1/250

10,000
20,000
1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1
HA Port (RJ45)
8 * SFP, 8 * GE (including 2
bypass pairs)

4G Dongle

2

IOCA-F4SFP-N, IOCA-~
8SFP-N, IOCA-F8GEIN, IOCA-
ASFP4N, IOCA-2QSFPHN, 10
A-2MM-BEIN, IOCA-2SMBEIN
Yes

8 GB

480GB / 960GB /1.92TB SSD

550w, Dual AC
(default), Dual DC
(optional)

AC 10€r40 V, 50/60 Hz
Rackmount, 1U

19.8Ib (8.98 kg)
32-104°F (040°C)
10.95% norcondensing_
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A3000 / A3600 / A3700 / A3800 Front Panel Hillstone

N ETWORK S

Power supply LED

SSD expansion slot

Power button Fan LED CLR button Management port Air inlet

A3000 R ol s i By v
A3600 ‘ ::.
A3700 o o ol
A3000 e S e T SO | RSt :
Power LED SSD LED USB ports : | |
Alarm LED Console port HA port GE ports SFRorts SFP-ports
Status LED

HA Status LED
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A3000 / A3600 / A3700 / A3800 Rear Panel Hillstone

N ETWORK S

A3000  |Ie

) ®
| G Sevecece ole e ececete

; VR R S (o % = J=(E ) 4 0. 0_0_0

A3600 | wiiiitiin | @®x2e8e®0 98, “i 1900 % L7 B¢ 9922 %

. < B —=2
V0%0%0% 5% 0% . 3% 0% Y% %%

Grounding screw

Fan tray
—py
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00 Ea® a0t 008 2 B ® o Dyl = &
90962620 %0% 0200 % - 0% 0% 22
i ooooooowao"oo»@aoo 5
Grounding screw

General expansion slot Fan tray Power socket

A3800

Grounding screw Hot swappable fan

trays

Hot swappable power
supply modules

Hillstone Networks All Rights Reserved.

General expansion slot Removable fan tray

[ Power socket]
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A3615/ A3815 Front Panel Hillstone

N ETWORK S

RJ45 ports SFP ports

Power supply O LED

FAN LED Console port

Power LED
|

Power Button

SSDLED USB ports

Status LED
HALED Management Expansion Slot (front panel)

Alarm LED port
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A3615 Rear Panel Hillstorie

N ETWORK S

Grounding screw

Expansion Slot Fan tray Power socket

(back panel)
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A3815 Rear Panel Hillstorie

N ETWORK S

Grounding screw

Expansion Slot Removable fan tray Power socket
(back panel) Hot swappable fan Hot swappable power supply
trays modules
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The Hillstone A-Series NGFW: Specifications Hillstone

N E TWOR K S

SG6000-A5100IN

SG6000-A5155IN

SG6000-A5200IN

SG6000-A5555IN

SG6000-AS60GIN

SG6000-AS80CGIN

Firewall Throughput
(without/with expansion
module)

Maximum Concurrent
Sessions

New Sessions/s

IPS Throughput

NGFW Throughput
ThreatProtection
Throughput

AV Throughput

IPsec VPN Throughput
Virtual Systems
(Default/Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed I/O Ports

Wi-Fi/ 4G Dongle
Available Slots for
Expansion Modules
Expansion Module Option
Twin-mode HA
LocalStorage

ExpansiorStorage Options,
Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidity

25/50 Gbps

9 Million

| 480,000
| 20/30 Gbps
| 20Gbps

12Gbps

| 15 Gbps
| 15 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 *
USB3.0 Ports, 2 * HA Ports
(SFP+), 1 * MGT Port (RJ4

6* SFP+, 16 SFP, 8 GE
(including 2 bypass pairs)

4G Dongle

1

IOGA-4SFP4N, I0CA-
2QSFP-HN, IOGA-2MM-BEIN
IOGA-2SMBEIN
| Yes
| 64cB
480GB/960GB / 1.92TB
SSD
550W, Dual AC (default),
Dual DGoptional)
AC 10€240 V, 50/60 Hz

25/50 Gbps

9 Million

| 490,000
| 2/30Gbps
| 20Gbps

12Gbps

| 15Gbps
| 18 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 USB3.
MGT Port (RJ45)

2* QSFP+, 16SFP+, 8 GE
(including4 bypass pairs)

4G Dongle

1

IOGA-4SFP4N, I0OCA-
2QSFP-HN, IOGA-2MM-BEIN
IOCGA-2SMBEIN

| Yes
| 64GB

480GB/960GB / 1.92TB {§

550w, Dual AC (default),
Dual DC (optional)
AC 10€240 V, 50/60 Hz

DC-36~72 V
Rackmount, 1U

18.71b (8.5 kg)
32-104°F (640°C)
10-95% noncondensing

DC-36~72 V
Rackmount1U

18.71b (8.5 kg)
32-104°F (640°C)
10-95% noncondensing

32/65 Gbps

15 Million

600,000
25/35 Gbps
25Gbps

14Gbps

20 Gbps
25 Gbps

1/250
10,000

| 20,000

1* Console Port, 2 USB3.0/ 1 * Console Port, 2 USB3.0
Ports, 1 * HA port (SFP), 1 *|Ports, 28 HA Ports (SFP+)*1Ports, 1 * HA port (SFP), 1 *

MGT Port (RJ45)

6* SFP+, 16 SFP, 8 GE
(including 2 bypass pairs)

4G Dongle

1

IOGA-4SFP4N, I0OCA-
2QSFP-HN, IOGA-2MM-BEIN
IOGA-2SMBEIN

| Yes

64 GB
480GB/960GB / 1.92TB

550w, Dual AC (default),
Dual DC (optional)
AC 10240 V, 50/60 Hz
DC-36~72 V
Rackmount, 1U
18.71b (8.5 kg)
32-104°F (640°C)
10-95% noncondensing

Rackmount
SG6000-A5255IN SG6000-A5500IN

32/65Gbps 40/80 Gbps
15 Million 18 Million

| 650,000 700,000

| 27/40 Gbps 35/45 Gbps

| 25 Gops 30Gbps
15 Ghps 17Gbps

| 25 Gbps 30 Gbps

| 25 Gbps 30 Gbps
1/250 1/250

| 10,000 10,000

[ 20,000 20,000

MGT Port (RJ45)

2* QSFP+, 16SFP+, 8 GE
(including4 bypass pairs)

4G Dongle

1

IOGA-4SFP4N, I0GA-2QSFP-
IN, IOGA-2MM-BEIN, IOGA-
2SMBEIN

Yes
| 64GB

480GB/960GB / 1.92TB S

550W, Dual AC (default), Du
DC (optional)
AC 10€r40 V, 50/60 Hz
DC-36~72V
Rackmount1U
18.71b (8.5 kg)
32-104°F (040°C)

10-95% noncondensing

1* Console Port, 2 USB3.0
Ports, 2 HA Ports (SFP+)¥1
MGT Port (RJ45)

6* SFP+, 16 SFP, 8 GE
(including 2 bypass pairs)

4G Dongle

1

IOGA-4SFP4N, IOCA-2QSFP-H

IN, IOGA-2MM-BEIN, 10GA-
2SMBEIN

Yes

64 GB

480GB/ 960GB / 1.92TB S§

550w, Dual AC (default), Du
DC (optional)

AC 106240 V, 50/60 Hz

DC-36~72V

Rackmount, 1U

18.7Ib (8.5 kg)

32-104°F (B40°C)

10-95% noncondensing

40/80 Gbps

18 Million

| 700,000
| 35/50 Gbps
| 30 Gbps

17 Ghps

| 29 Gbps
| 30 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 USB3.0
Ports, 1 * HA port (SFP), 1 *
MGT Port (RJ45)

2* QSFP+, 16SFP+, 8 GE
(including4 bypass pairs)

4G Dongle

1

IOGA-4SFP4N, I0GA-
2QSFP-N, I0CGA-2MM-BEIN,
IOGA-2SMBEIN

Yes
| 64GB

DC (optional)
AC 10€240 V, 50/60 Hz
DC-36~72V
Rackmount1U
18.7I1b (8.5 kg)
32-104°F (B40°C)
10-95% noncondensing

D480GB / 960GB / 1.92TB §
550W, Dual AC (default), DU

60/85 Gbps

25 Million

900,000
45/65 Gbps
40 Gbps

25 Gbps

35 Gbps
40 Gbps

1/500
10,000
20,000

1* Console Port, 2 USB3.0
Ports, 1* HA Port (SFP) *IMGT
Port (RJ45)

2* QSFP+, 16SFP+, 8 GE
(including4 bypass pairs)

4G Dongle

1

|IOCGA-4SFP4N, IOCGA-2QSFP-N
I0CGA-2MM-BEIN, I0OGA-2SM
BEIN

Yes

64 GB

480GB/960GB / 1.92TB SS

550w, Dual AC (default), Dual
DC(optional)
AC 10€240 V, 50/60 Hz

DC-36~72V
Rackmount, 1U

18.71b (8.5 kg)
32-104°F (640°C)
10-95% noncondensing

| 20,000

D 480GB/960GB / 1.92TB SS

80/95 Ghps

30 Million

1,000,000
50 Gbps
50 Gbps

25Gbps

35 Gbps
45 Gbps

1/500
10,000

1* Console Port, 2 USB3.0
Ports, 1* HA Port (SFP),*1
MGT Port (RJ45)

2* QSFP+, 16SFP+, 8 GE
(including 4bypass pairs)

4G Dongle

1

IOGA-4SFP4N, IOCGA-2QSFP-+
IN, IOGA-2MM-BEIN, 10GA-
2SMBEIN

Yes

64 GB

550w, Dual AC (default), Dual
DC (optional)
AC 10€240 V, 50/60 Hz
DC-36~72 V
Rackmount, 1U
18.7Ib (8.5 kg)
32-104°F (B40°C)
10-95% noncondensing
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A5100 / A5200 / A5500 Front Panel Hillstone

N ETWORK S

Power LED Power

Alarm LED  supply LED
SSD expansion slot PPy USB ports A inlet
‘ Fan LED rine

VA A A A AT A A A AV A A A A A A YA A A A Y A Y A A A A a A A a A A A A A Ta A A A L s 'A'A'AL
v v v v v v v v v v v - v v ¢ v

A HAD vHAT |
o

A5100 ,
AS200 e e o
A5500 Ll e el TR | [
= \
\ \HA LED Console port
Power button Status LED Management port
SSD LED HA ports

GE ports
SFPports

CLR button
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A5100/ A5200 / A5500 Rear Panel Hillstone

N ETWORK S

A5100 e '3'38:8:8:'
AZ500 =| jlassi;

| _ Hot swappable fan Hot swappable power
General expansion slot Removable fan tray trays Power socket supply modules

Grounding screw
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A5155 / A5255 / A5555 / A5600 / A5800 Front

Panel

A5155
A5255
A5555
A5600
A5800

SSD expansion slot

Power LED Power
Alarm LED  supply LED

/ / Fan LED
fistane

i
‘ @ PWR @AM @ PSO @FAN

PL‘ osh owa erst ey~ * R
=

Power button Status LED
SSD LED

USB ports

=ty sy

-

| .
Console pk GE ports

Management port

‘V‘V‘ VA' 4
¥ onro<oV

HA port

CLR button
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Hillstone

N ETWORK S

Air inlet

AY
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| QSFP+ports
SFPports
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A5155 / A5255 / A5555 / A5600 / A5800 Rear Hillstone
Panel

N ETWORK S

A5155
A5255
AS555
A5600
A5800
Grounding screw Hot swappable fan Power socket Hot swappable power supply
General expansion slot Removable fan tray trays modules
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The Hillstone A-Series NGFW: Specifications

Firewall Throughput (without/with expansion modulke
Maximum Concurrent Sessions
New Sessions/s

IPS Throughput

NGFW Throughput
ThreatProtection Throughput
AV Throughput

IPsec VPN Throughput

Virtual Systems (Default/Max)
SSL VPN User Number

IPsec Tunnel Number

Management Ports

Fixed I/O Ports

Wi-Fi/ 4G Dongle

Available Slots for Expansion Modules

Expansion Module Option

Twinrmode HA
LocalStorage
ExpansiorStorage Options

Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidity

Hillstone

N E TWOR K S

Rackmount
SG600GA680CIN SG6000GA7600IN
| 200Gbps | 2807320 Gbps
| 35 Million | 42 million
| 900,000 | 900,000
| 80Gbps | 80Gbps
| 80Gbps | 80 Gbps
| 30 Gbps | 30 Gbps
| 45 Gbps | 45 Gbps
| 45Gbps | 45Gbps
| 1/500 | 1/500
| 10,000 | 10,000
| 20,000 | 20,000

1* Console Port, 2 USB3.0 Ports,

1* MGT Port (RJ45),*IHA port (SFP)
4* QSFP28 (or2QSFP+, 2QSFP28)
12* SFP+

8* SFP+/SFP

N/A
1

IOCA-4SFP-N, IOCA-2QSFP4N, IOCA-2MM-BEIN, IOCA-2SMBEIN

Yes

64 GB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual DC (optional)
AC 10€r40 V, 50/60 Hz

DC-36~72 V

Rackmount, 1U

20.31b (9.2 kg)

32-104°F (640°C)

10-95% norcondensing

1* Console Port, 2 USB3.0 Ports,

1* MGT Port (RJ45),*IHA port (SFP)
4* QSFP28 (or2QSFP+, 2QSFP28)
12* SFP+

8* SFP+/SFP

N/A
1

IOCA-4SFP-N, IOCGA-2QSFP-N, IOCA-2MM-BEIN, IOCA-2SMBEIN

Yes

64 GB

480GB /960GB / 1.92TB SSD

550W, Dual AC (default), Dual DC (optional)
AC 10€r40 V, 50/60 Hz

DC-36~72V

Rackmount, 1U

20.3Ib (9.2 kg)

32-104°F (640°C)

10-95% norcondensing
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A6800 / A7600 Front Panel Hillstorie

N ETWORK S

Power LED Power
Alarm LED  supply LED

SSD expansion slot
Fan LED usB pOftS Air inlet

VAVAYA'
v

AGS00 !
A7600 |

‘ orwr FaM @FH OF =
, O O\STA a& @rs1 @ssp O “R\ e
l\ N\ \\ N\ \

|

|

T |
HA LED onsole port SFPISFRsorts S,:plf,orts QSFP28/QSFP+
Power button Status LED Management ports
SSD LED port HA port
CLR button
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A6800 / A7600 Rear Panel Hillstorie

N ETWORK S

A6800
A7600 — —{ o g,
I o] ®7oes

Hot swappable ‘ Hot swappable power

Grounding screw
Removable fantray  fan trays Power socket  Supply modules

General expansion slot
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N ETWORK S

Expansion Modules Hillstone

|IOC-A-ASFP+-IN |IOC-A-2MM-BE-IN |IOC-A-2SM-BE-IN I0C-A-2QSFP+-IN

4 D W ) v 5 P - ) ¥ | P
5 0 2 | i £

+ - &. @) ®) ) @
10C-A-4SFP+ 2MM-BE

oRK C-A-2QSFP+

I ‘llJl.llﬂ

VA VAIVA VA| INK® ©® ACT INK @ OACT
PWR @

-
SYS @ SYS@
4SFP-expansionmodule for rear panel Multi-mode bypassexpansionmodule for Slnglemode bypassexpansmnmodule for 2QSFP+ expansion module for rear
(adaptiveto SFAModule) rear panel rear panel panel

|IOC-A-F-8GE-IN |IOC-A-F-4SFP+-IN

4SFP+ expansianodule for front panel :
e» Se——————
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Expansion SSD: Images Hillstone

N ETWORK S

480 GB /960 GB/1.92TB SSD
ForA2000,A2600,A2700, A2715, A2800, A2815, A3083600,A3615, A3700, A3800, A3815, A5100, A5155, A52(
A5255, A5500, A5555, A5600, A5800, A6800, A7600

256 GB SSD
ForA1000,A1100
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Hillstone Network Detection and
Response ( NDR) Solution

»< N Integrative Cybersecurity
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Hillstone

N ETWOR K S

Todayos I ntranet Security Real

Hillstone NDR Value Proposition

| Agenda

‘ Hillstone NDR Product Portfolio

Deployment Scenarios & Case Studies
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Hillstone
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Todayos | ntranet S
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Internal Network Breaches Occur at an Alarming Hillstone

Rate

Zero-Days
malware ;’\ ‘APTS Traditional S|g[1ature defenses can only
# / stopo | dmateuro att acks

New, sophisticated attacks
breach every network.

in 60% of cases,
attackers are able to compromise an

organization within minutes . ©
i Verizon 2015 DBIR

Insider Theft

BYOD
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Threat Spreads Easily in Flat Internal Hillstone

Networks é

Internal Network @

Threat Actors

O

fé regardless of their motivation, should adversaries gain a foothold on your internal network, they can pivot through and access anything

on your internal network. This is a primary reason modern breaches are so devastating in terms of the amount of data lost and the dwell
time spent on an organization's network before being discovered. As a result, lateral movement detection/prevention has become an area

of consi derabl e focusbo

-Source: Gartner (September 2016)
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Interrupts Critical Servers and Business Hillstore

Continuity

A Phishing occurs A c&cC A Fake internal A Host loses A Results in

when staff surf A Hacker email and oe]plife] server, firewall
the internet completely attachment A Launches break-down
controls the propagates DDoS from
host damage inside Ultimately,
internally network and
More hosts are business are
compromised down
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