WIRELESS
RADIO

Connectivité sans fil
haute performance

HAFS

Distributeur a valeur ajoutée
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........ o ) SECURITE IT
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et sécurisés
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TECHNOLOGIQUE B
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SECURISEES ET PERFORMANTES  |:%

EXPERTISE
Des solutions adaptées
a chaqgue environnement

VIRTUALISATION
o ) CLOUD
Des solutions Cloud
flexibles et évolutives

4 ‘ CYBERSECURITY
e ) \ ) Protéger vos données

Distributeur a valeur ajoutée SENO SVERMIRS

CONFIANCE =
@ Un partenaire fiable Des solutions IT innovantes pour VIDEO
_ & vos cOtés . ¥ . unmonde connecté et sécurisé e N PN ) PROTECTION
bz \ Solutions de vidéosurveillance
M PERFORMANCE intelligentes
[l Des infrastructures =
ol sécurisées et évolutives
e i : ; HCI STOCKAGE
SUPPORT | ~ ' | | SAUVEGARDE
@ Un accompagnement . \ Stockage, sauvegarde
technique de qualité ! et haute disponibilité
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Introducing the Hillstone Future-Ready
A-Series Next Generation Firewall

> N Integrative Cybersecurity

fi ’ Visionary. Accessible.

Hillstone Networks All Rights Reserved.
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What’s the New Reality for NGFW?
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What's the New Reality for NGFW? Hillstone

Performance becomes a Devices have to be more Policy overload
bottleneck compact creates risk and complexity

Storage space limits analytical Security landscape is constantly
capability changing dramatically

4 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone

N ETWOR K S

A Future-Ready NGFW

5 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



A Future-Ready NGFW
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The Hillstone A-Series: An Overview Hillstone

Product Highlights

© Product name:
SG-6000-A-Series NGFW

© Built on a new generation of firewall hardware
architecture.

—— © Excellent application security protection performance,
e high-density ports, large-capacity local and optional
I - g:m:mmg expansion storage, at a better TCO.

© Based on Hillstone innovative operating system,
StoneOS.

© Hilistone’s evolution in Al will continue to provide robust
advanced threat detection in the future.

7 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



A Future-Ready NGFW - Extraordinary Performance Hillstone
Based on Advanced Hardware Architecture
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Advanced NGFW Hardware Architecture Hillstone

N ETWORK S

ﬁ“ -83 ﬂ % T

Powerful computing Friendly software ecology SSL decryption hardware Hillstone proprietary hardware High-density interfaces,

foundation guarantees highfor third-party integration acceleration capability: acceleration engine: and front and rear-end
performance alleviates CPU intensive tasks significantly improves packet air ventilation in
from servers fast forwarding capability by compact design

offloading traffic from CPU

Note: the SSL decryption hardware acceleration capability will be available via software upgrade in phase 2. A200(W)-IN series do NOT support hardware acceleration; the Hillstone proprietary hardware acceleration engine is only available for A6800-IN and A7600-IN.

9 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Outstanding Hardware Design Hillstore

SSL Decryption Hardware

Acceleration Compact Design Front and Rear-end Air Ventilation

10 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




Hillstone Proprietary Hardware Acceleration Hillstane

Engine

High Throughput Fast Packet
Forwarding
« Enable high-end models to * Free up CPU by offloading
cover the throughput IPv4/1Pv6 traffic, to process
requirements of high-traffic comprehensive security
scenarios services

CPU Offload

Ultra-low latency in packet
forwarding within a few
microseconds, fully meet the
needs of latency-sensitive
scenarios

11 | Integrative Cybersecurity
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Hillstone

N ETWORK S

High Firewall Throughput
« High firewall throughput up to 280 Gbps

© Meet the high-traffic needs in scenarios like data centers

High Application-Layer Performance
« High IPS throughput up to 70 Gbps with 2QSFP+ module

H ig h I ig hts & Va I u es « High level of concurrent sessions up to 42 Million

© Meet real-world network security needs

High Performance

Powerful Fast-forward Capability

« Ultra-low latency in packet forwarding within a few
microseconds

© Meet the requirements of latency-sensitive scenarios

12 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




A Future-Ready NGFW - Excellent Expansion

Capability
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Platform

Excellent Access Capability with Advanced Interface

Interface
Highlights

Large amount of fixed, high-speed 1/O ports (high-density
up to 4 QSFP28)

A2715-IN/A2815-IN/A3615-IN/A3700-IN/A3800-IN/A3815-
IN/A5K-IN/A6800-IN/A7600-IN models support expansion

Native bypass pairs in A1100-IN/A2K-IN/A3K-IN/ASK-IN
rackmount models

O O O O

All rackmount models provide two USB3.0 interfaces

A200-IN A200W-IN A1000-IN

A1100-IN  A2000-IN A2600-IN A2700-IN A2715-IN A2800-IN A2815-IN

Benefits

©
©

NGFW can also act as a switch and router; fast data rate support

Throughput increase by adding expansion module :
A3700-IN/A3800-IN: 20 Gbps -> 30 Gbps, A5100-IN/A5155-IN: 25 Gbps
-> 50 Gbps, A5200-IN/A5255-IN: 32 Gbps -> 65 Gbps, A5500-IN/A5555-
IN: 40 Gbps -> 80 Gbps, A5600: 60 Gbps -> 85 Gbps, A5800-IN: 80 Gbps
-> 95 Gbps, A7600: 280 Gbps -> 320 Gbps

Bypass capability ensures business continuity

4G access capability

©

A3000-IN A3600-IN  A3615-IN A3700-IN A3800-IN A3815-IN A5100-IN A5155-IN

O © O

V)

A5200-IN

Hillstone

N ETWORK S

Cost Savings

Increased Performance

High Availability

Future Ready

A5255-IN  A5500-IN A5555-IN A5600-IN AS5800-IN A6800-IN

A7600-IN

2 * . 2* 2w * * *
g * g * 8*SFP 8 10GE(SFP+) 1OGI§(SFP+) 10GE(SFP+) 10GE(SFP+) 6 * SFP+, 16 2% QSFP+ 6 * SFP+, 16 2% QSFP+ 6 * SFP+, 16 2 * QSFP+, 2 * QSFP+, ?LS SSSE::' 4 (OCI):SZFEZB 4 (::SZFEZS
. . R 8 * GE(R45) 2 * SFP+ '© 2*SFP+ 8*SFP,8* 8*GE(SFP) 8*SFP,8* 8*GE(SFP) 8* GE(SFP) 8*SFP,8* *SFP,8* ' *SFP,8* ' *SFP,8* 16*SFP+, 16* SFP+, AL . .
Fixed1/O 5*GE,1* 5*GE, 1 o GE(RJ45) GE(RJ45) e * GE (2 I . 8 * GE(SFP) * PN 16 * SFP+, 8 16 * SFP+, 8 o o 8 QSFP+,2 QSFP+,2
" 4* GE (1 bypass 8 * SFP 8 * SFP  GE (2 bypass 16 " GE (2bypass 16 16 GE (2 bypass GE (2 . GE (2 . GE (2 8*GE(4 8*GE(4
Ports SFP SFP (1 bypass h (1bypass | , bypass . . 16 * GE(RJ45) : : . GE (4 . GE (4 ) GE(RJ45)  QSFP28) QSFP28)
: pair) : 8* GE R 8 * GE pairs) GE(RJ45) pairs) GE(RJ45)  GE(RJ45) pairs) bypass pairs ., bypass pairs ., bypass pairs  bypass bypass
pair) pair) pairs) (2 bypass (2 bypass (2bypassi (2lbypass ) bypass pairs) ) bypass pairs) ) i irs) (4 bypass 12 * SFP+ 12 * SFP+
v pair) e b pairs PaIFS) " pairs) 8% SFP+/SFP 8 * SFP+/SFP
pair) pair) pair)
Wi-Fi/ IEEES02.11 4G
4G 4G Dongle a/b/g/n/ac, 4G Dongle Dongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4G Dongle 4G Dongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle 4GDongle N/A N/A
Dongle 4G Dongle g
Expansio . . . . - . - 1 . 1 . . 2 1 1 2 1 1 1 1 1 1 1 1 1 1
n Slots
I0C-A-F- 10C-A-F-
4SFP+-IN 4SFP+-IN
I0C-A-F- 10C-A-F-
8SFP+-IN 8SFP+-IN
X I0C-A-F- (OCA-F-ASFP+- |0C-A-F-8GE- 'Olﬁ'ﬁgéipf" 'OIE"AIS‘CS_ZP_*’ I0C-A-F-8GE- 10C-A-4SFP+- |OC-A-4SFP+- I0C-A-4SFP+- |0C-A-4SFP+- |0C-A-4SFP+- 4;‘25;’1;\‘ 4;?:;% 4;?;:;’3;\‘ 10C-A-4SFP+-IN, 10 C-A-4SFP+-IN,
Expansio 4SFP+-IN N IN 20SFP AN, 2QSFP-IN IN IN,IOC-A- N, 10C-A-  IN,I0C-A-  IN,10C-A- IN, I0C-A- OCA 0CA. 0CA.  |0CA-2QSFP+ 10C-A-205FP+
n I0C-A-F- 1O CA-F-8SFP+- . 10C-A-4SFP+- IOC-A-ZI\—/H\/;- IOC-A-ZI\-/IMl- IOC-A-4SFP+-  2QSFP+-IN,  2QSFP+-IN,  2QSFP+-IN,  2QSFP+-IN,  2QSFP+IN, ZQSFP-+-IN ZQSFP-+-IN ZQSFP-+-IN IN, 10C-A- IN, 10C-A-
Module 8SFP+-IN N IN BEIN BEIN IN IOCA-2MM-  I0CA-2MM- 10C-A-2MM-  10C-A-2MM-  10C-A2MM- 70 Dm0 DT 2MM-BEIN,  2MM-BE-IN,
Option I0C-A-F- IOCA-F-8GE-IN I0C-A- IOCAISM-  10CA2SM IOCA-  BEIN,I0C-A- BEIN,I0C-A- BE-IN,I0C-A- BEIN,I0C-A- BEIN, I0C-A- o 7 7 o s o e o T 10C-A-2SM-BE- I0C-A-25M-BE-
8GE-IN TR 2QSFP+IN l;E-IN : l:‘-iE-IN " 2QSFP+IN  2SM-BE-IN  2SM-BEJIN  2SM-BE-IN  2SM-BE-IN  2SM-BE-IN Z;M'BEI'N' Z;M‘BEI;\I-A Z;M‘BEI-N IN IN
10C-A-2MM- ) . 10C-A-2MM- - - e
BE-IN BE-IN
10C-A-25M- 10C-A-25M-
BE-IN BE-IN
1x 2x 2% 2x 2 x
B 1 x USB2. 2 B3.0 2 B3. 2 B3.0 2 B3. 2 B3. 2 B3. 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3.0 2 B3. 2 B3.
us USB2.0 uUsB2.0 USB3.0 x USB3.0 2 x USB3.0 USB3.0 USB3O  USB3.0 x USB3.0 2 x USB3.0 x USB3.0 x USB3.0 x USB3.0 2 x USB3.0 x USB3.0 x USB3.0 2xUSB3.0 x USB3.0 2x USB3.0 x USB3.0 2xUSB3.0 2 x USB3.0 2x USB3.0 2 xUSB3.0 2 x USB3.0 x USB3.0

14 | Integrative Cybersecurity
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Better Analytics and Visibility with Increased

Hillstone

N ETWOR K S

eMMC Hard Drive
(4/8/64GB) (8/64GB) &= (256GB to 1.92TB)

Standard Standard Optional
» Store configuration files, signature databases, images, etc. » eMMC stores:
» Store network/event/configuration logs, reports configuration files, signature databases, images, etc.
? Cloud Sandbox logs or threat logs should be sent to HSM, > Hard drive stores:
HSA or CloudView for longer term storage Network/eventiconfiguration/

% The storage size of each module is specified by the

system and cannot be configured
> , including IPS threat packet capture

> The is specified by the system by default,
and it

Platform A200-IN A200W-IN A1000-IN A1100-IN A2000-IN A2600-IN A2700-IN A2715-IN A2800-IN A2815-IN A3000-IN A3600-IN A3615-IN A3700-IN A3800-IN A3815-IN A5100-IN A5155-IN A5200-IN A5255-IN A5500-IN A5555-IN A5600-IN A5800-IN A6800-IN A7600-IN

;:‘.)::ge 8GB 8GB 8GB 8GB 8GB 8GB 8GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB

480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/ 480GB/

960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/ 960GB/
192TB  192TB  192TB  192TB  192TB  192TB

SSD SSD SSD SSD

Exs'li?:me 256 GB 256 GB
e ssD ssD  192TB  192TB 192TB  192TB  192TB 192TB 192TB 192TB 192TB  192TB 192TB 192TB 192TB 192TB 192TB  192TB

Opti
s SSD ) SSD SSD SSD SSD ) SSD SSD SSD SSD ) SSD SSD SSD SSD ) SSD

Hillstone Networks All Rights Reserved.

15 | Integrative Cybersecurity




A Future-Ready NGFW - Advanced Threat Protection
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Advanced Threat Protection for Known and
Unknown Malware
blocks vulnerability exploitation

Hillstone
blocks risky IPs from accessing servers

T W OR K §
controls user access to specified websites

filters viruses in files of different types and
over different protocols

responds to known
viruses
classifies and prevents potential spam

Pre-breach

= &

responds to blocks the control channel
and catches intranet bots
Breach

Post-breach
Intrusion IP URL
Prevention Reputation

Anti-Spam Anti-Virus Cloud Botnet C2
Filtering Sandbox Prevention
Application Control
17 | Integrative Cybersecurity
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Anti-Spam for Real-time
Spam Classification and
Prevention

Global Spam Collection (Partner)

]

Cloud-Based Spam Database

Email Checksum Query } ‘ Spam Classification

& 2 4

18 | Integrative Cybersecurity

Hillston

T WO R K §

Key Features

>

® Supported Spam classification: Confirmed Spam,
Suspected Spam, Bulk Spam, Valid Bulk

>

® Works on both SMTP(S) and POP3(S) email protocols

» Inbound and outbound detection

» Whitelisting permits emails from trusted domains

» Support multiple languages, formats, or content of the

message

Hillstone Networks All Rights Reserved.



Cloud _Sandbox for Ma_licious File Hillstone
Detection and Prevention v

T WOR K S

Static Analysis/ Behavior
Pre-Processing Analysis Intelligence

URL whitelist, file signature © Android/Linux simulation

verification

Identify malicious files

© Analysis of behaviors including
file process, registry action,
network activities

Generate threat logs and
reports

Cloud-based suspicious
samples

Share threat intelligence

MD5 query for file behavior; © Evasion detection

verification and report

Block threats

Malicious
Files

Signature

Reporting Update

NGFW

19 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Complete Botnet C&C Prevention Hillstone

N ETWORK S

. can
e W omn
. (- o

C&C Server Hacker

C2 Address DGA Domain
Database Detection

20 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



ML-based

Intelligent Treat
Detection and
Protection

‘ Hillstone

Encrypted Traffic Detection

* Leverage ML technology to analyze and detect encrypted
traffic without decryption

Improve the efficiency and accuracy of abnormal
encrypted traffic detection

o

ML-based

DGA Detection QeCtlon

* Auto-configuration for

DoS/DDoS
Defense

e Build, train, and real-time flood protection
update the detection model threshold via ML-based

« Better defend against baseline establishment
unknown threats with * Accurate and effective
higher effectiveness DDoS protection with

automated configuratigh

21 | Integrative Cybersecurity




A Future-Ready NGFW - Smart Policy Operation
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Smart Policy Operation Hillstone

N ETWORK S

Efficient policy management based on business requirements

* Radius Dynamic Authorization Combining a set of individualized policies into one unified

* Automatically issue user policy via CoA message

policy
'-ifeCVcIe Ensures consistent policy enforcement on all firewall security feature:
Management with extreme scalability

* Discover redundant or conflict FW/NAT policies for deletion

* Provide detailed insights and remediation advices ) . /
Generate and refine granular policies based on traffic

patterns
Adjust policies by observing hit counts and hit trends 03
Easy Rapid Launch of New Dynamic Policy Increased Efficiency
Deployment Services Adjustment & Reduced Overhead

23 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.




A Future-Ready NGFW - Multiple Deployment
Scenarios

—@—
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Multiple
Deployment
Scenarios
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Zero Trust Network Access (ZTNA) Solution Hillstone

W\ Cxs
Agent- based ZTNA & %,,
Never Always @
Trust Verify g) Devices @
o SO R
Ny m—— Data Networks
> N~ ) === N
Hillstone L&
Any request A-Series Apps
from anywhere Authentication NGFW 000 —
on any device based on identity 29& o o
and context Users Workload
Highlights

Zero Trust

f

© Identity-Based, Least-Privileged Secure Access € Centralized and Efficient Management

)

© Context-Aware, Adaptive Access Control € Award-Winning Enterprise-Grade Security Foundation

25 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



NGFW Fits into Hillstone Solutions Hillstone

The integration of NGFW and other Hillstone security products enables multiple Hillstone solutions

SD-WAN solution XDR solution

_______________________________________

1
{
I
V Threat hantlng plugin

\

1

1

1

1

1

1

1

1

1

1

'\ I
‘ y :
|Soxroe X
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1
\
Illll Hillstone threat
intelligence center

Intelligence sharing

Branch 1 Branch 2 Alert notification/policy disposal
(NGFW) (NePWVH) v v &8s ineligencecenter | --------- >
- 4 \ _/ Security logsttraffic metadata

- = e = e e e e e e e e e e e e e e e ——

e e

————————————————————————————————————————————————————————————————————————————————

0 Promote joint protection against new types of attacks
through integration with iSource and deployment in
XDR solution

© Efficient centralized management for multiple NGFW
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Enable Multiple Use Cases with High

Performance

-

Powerful network security
capabilities to defend against
more advanced threats

Expedited execution of
various security services with
strong CPU power

27 | Integrative Cybersecurity

@

High throughput to handle
massive volumes of traffic
in data center

Twin-mode HA maintains
high reliability of data
center communication

é;e

High security performance
of built-in NGFW brings
faster, lower-cost and
secure local internet
connections at remote
location

Hillstone

N ETWOR K S

Remote Access with
ZTNA

Context and identity-
aware, and least-
privileged secure access
control guarantee the
security and effectiveness
for the remote access

Hillstone Networks All Rights Reserved.



Fast, Effective, Efficient Future-Ready Security Hillstone
Protection with Hillstone A-Series NGFW

N ETWORK S

Leading application layer performance meets \ Future
) EFFECTIVE i
real network security needs Protect against known and unknown threats Ready

RDI

Security operations made easy k N High-density ports ensure excellent access
EFFICIENT FUTURE capability

Large storage options allow for deeper

A-Series

analytics and better visibility

@

EXTENSION

Security
Enables multiple Hillstone solutions and deployments That Works
scenarios with high performance

Better TCO

28 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone Networks is Your Trusted Security Partner Hillstone

T WOR K S

Figure 1: Magic Quadrant for Network Firewalls

Gartner

@ Fortinet
Cisco. [ ] [ ] [
— ol A Visionary in the Gartner
Huawei Juniper. ® [
e Magic Quadrant for
Amazon Web Servicessonicwa" ° [

HIC@ @ Barracuda

Sophos. Hillstone Networks

@ Sangfor Technologies

—>

Forcepoint @

Consecutive in Gartner Magic Quadrant

for Network Firewalls

Years

ABILITY TO EXECUTE

COMPLETENESS OF VISION —_— As of September 2022 © Gartner, Inc

Source: Gartner (December 2022)
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The Product Introduction
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A-Series Product Positioning !'!"!%é'—"!l‘i

280G

3ndysnouay] |jlemauaiy

o ————

SMB/ Branch office Midsize/ Large Organizations Large Enterprises/ Service Providers
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The Hillstone A-Series NGFW: Specifications

Desktop

SG-6000-A200-IN

S$SG-6000-A200W-IN

SG-6000-A1000-IN

Hillstone

N E TWOR K S

SG-6000-A1100-IN

Firewall Throughput
Maximum Concurrent Sessions
New Sessions/s

IPS Throughput

NGFW Throughput

Threat Protection Throughput
AV Throughput

IPsec VPN Throughput

Virtual Systems (Default/Max)
SSL VPN User Number

IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle

Available Slots for Expansion Modules

Expansion Module Option

Twin-mode HA
Local Storage
Expansion Storage Options

Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidity

1 Gbps
450,000
14,000
610 Mbps
400 Mbps
200 Mbps
550 Mbps
590 Mbps
N/A

128
2,000

1 * Console Port, 1 * USB 2.0 Port
1*SFP,5* GE

4G Dongle

N/A

N/A

N/A
4GB
N/A
24W, Single AC (default)

AC 100-240V, 50/60 Hz

Desktop

2.21b (0.6 kg)

32-104°F (0-40°C)
10-95% non-condensing

1 Gbps
450,000
14,000
610 Mbps
400 Mbps
200 Mbps
550 Mbps
590 Mbps
N/A

128
2,000

1 * Console Port, 1 x USB 2.0 Port
1*SFP,5*GE
IEEE802.11a/b/g/n/ac, 4G Dongle
N/A

N/A

N/A
4GB
N/A
24W, Single AC (default)

AC 100-240V, 50/60 Hz

Desktop

2.21b (0.6 kg)

32-104°F (0-40°C)
10-95% non-condensing

4 Gbps
450,000
48,000

3 Gbps
1.5 Gbps
800 Mbps
1.8 Gbps
2.5 Gbps
N/A

128
2,000

1 * Console Port, 2 * USB3.0 Ports
4 * GE
4G Dongle

NA

NA

NA
8GB
256 GB SSD

36W, Single AC

AC 100-240V, 50/60 Hz

Desktop

3.11b(1.4kg)

32-104°F (0-40°C)
10-95% non-condensing

5 Gbps

450,000

48,000

2.8 Gbps

1.7 Gbps

800 Mbps

1.8 Gbps

2.7 Gbps

N/A

128

2,000

1 * Console Port, 2 * USB3.0 Ports, 1
* MGT Port (RJ45)

8 * GE (including 1 bypass pair)
4G Dongle

NA

NA

NA
8GB
256 GB SSD

65W, Single AC

AC 100-240V, 50/60 Hz

Desktop

3.11b (1.4 kg)

32-104°F (0-40°C)
10-95% non-condensing

32 | Integrative Cybersecurity
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A200 Front and Rear Panel Hillstone

N ETWORK S

Hillstone

$G-6000 4200

Power LED Status LED

USB port Console port SFP GE ports

DC POWER

CLR
12V DC= 2.0A
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A200W Front and Rear Panel Hillstone

T WOR K S

USB port Console port SFP

GE ports

Hillstone

SG-6000

Power Status WLAN
LED LED LED
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A1000 Front and Rear Panel Hillstone

N ETWORK S

Hillstone

T STA /\/\T 0/t .l €03 0%

Power LED GE ports LED
Status LED SSD LED
Alarm LED
DC power

Grounding screw  interface Power button  CLR button Console port USB ports GE ports . Security keyhole

F —_ —— - - - o )

12V DC=3.0A
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A1100 Front and Rear Panel Hillstorie

N ETWORK S

Hillstone

AM @®e00 @c02 @04 @ el

; STA$ r e0/1 . 03 ®e05 @e07 @SSD

B e b e R N e R S O

Power LED GE ports LED
Status LED Alarm LED SSD LED
Manager'nent port LED
I?C power Management port .
Grounding screw  interface  power button CLR button USB ports Console port GE ports  Security keyhole
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The Hillstone A-Series NGFW: Specifications

Firewall Throughput
Maximum Concurrent Sessions

New Sessions/s
IPS Throughput
NGFW Throughput

Threat Protection Throughput

AV Throughput
IPsec VPN Throughput

Virtual Systems (Default/ Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle
Available Slots for Expansion
Modules

Expansion Module Option

Twin-mode HA
Local Storage

Expansion Storage Options

Power Specification

Power Supply
Form Factor
Weight
Temperature
Relative Humidi

SG-6000-A2000-IN
| 5 Gbps

1.5 Million

| 48,000
| 3Gbps
| 1.7 Gbps

1 Gbps

| 2 Gbps
| 3 Gbps

1/5
| 1,000
| 4,000

1 * Console Port, 2 * USB3.0 Ports, 1
* MGT Port (RI45)

8 * GE (including 1 bypass pair)

| 4G Dongle
N/A

N/A

| N/A
| sGB

480GB / 960GB / 1.92TB SSD
60W, Single AC (default), Dual AC
(optional)

| Ac 100-240 v, 50/60 Hz
| Rackmount, 1U
|
|

8.61b (3.9kg)
32-104°F (0-40°C)
10-95% non-condensin,

SG-6000-A2600-IN
5 Gbps

1.85 Million

120,000
3.5 Gbps
3 Gbps

2.5 Gbps

3 Gbps
3 Gbps

1/5
2,000
6,000

1 * Console Port, 2 * USB3.0 Ports, 1
* MGT Port (RI45)

8 * GE (including 1 bypass pair)

4G Dongle
N/A

N/A

N/A
8GB

480GB / 960GB / 1.92TB SSD

60W, Single AC (default), Dual AC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

8.61b (3.9 kg)

32-104°F (0-40°C)

10-95% non-condensing

Rackmount
SG-6000-A2700-IN SG-6000-A2715-IN
| 10 Gbps | 10 Gbps
2.2 Million 2.2 Million
| 130,000 | 130,000
| 8 Gbps |9 Gbps
| 5 Gbps | 6Gbps
3 Gbps 3 Gbps
| 5 Gbps | 6 Gbps
| 5Gbps | 5.2 Gbps
1/5 1/5
| 4,000 | 4,000
| 6,000 | 6,000

1 * Console Port, 2 * USB3.0 Ports,
1* MGTPort (RJ45)

2 * SFP+

8 * SFP

8 * GE

| 4G Dongle

N/A

N/A

| n/A
| sGB

480GB / 960GB / 1.92TB SSD

60W, Single AC (default), Dual AC
(optional)

I AC 100-240 V, 50/60 Hz

| Rackmount, 1U

| 9bl(4.1kg)

| o°cra0°C

10-95% non-condensing

1 * Console Port, 2 * USB3.0
Ports, 1 * HA Port (RJ45), 1 * MGT
Port (RJ45)

8 * SFP
8 * GE (including 2 bypass pairs)

| 4G Dongle

1
|0C-A-F-4SFP+-IN
10C-A-F-8SFP+-IN
10C-A-F-8GE-IN

| Yes

| sGB

480GB / 960GB / 1.92TB SSD

60W, Single AC (default), Dual AC
(optional)
I AC 100-240 V, 50/60 Hz
| Rackmount, 1U
| 10.01b (4.55 kg)
| oecra0°C
10-95% non-condensin
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SG-6000-A2800-IN
| 16 Gbps

2.4 Million

| 130,000
| 10 Gbps
| 6.5Gbps

3 Gbps

| 6.5Gbps
| 6 Gbps

1/5
| 4,000
| 6,000

1 * Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45)

2 * SFP+

8 * SFP

8 * GE

| 4G Dongle

N/A

N/A

| N/A
| sGB

480GB / 960GB / 1.92TB SSD

(optional)

I AC 100-240 V, 50/60 Hz
| Rackmount, 1U

| 9bl(4.1kg)

| oeca0°c

10-95% non-condensin,

Hillstone

60W, Single AC (default), Dual AC

SG-6000-A2815-IN
| 16 Gbps

2.4 Million

| 130,000
| 9 Gbps
| 6.5Gbps

2.8 Gbps

| 6.5Gbps
| 5.3 Gbps

1/5

| 4,000
| 6,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HA Port (RJ45), 1 *
MGTPort (RJ45)

8 * SFP

8 * GE (including 2 bypass
pairs)

4G Dongle

1

I0C-A-F-4SFP+-IN
I0C-A-F-8SFP+-IN
I0C-A-F-8GE-IN

| Yes

| sGB

480GB / 960GB / 1.92TB SSD

150W, Single AC (default),
Dual AC (optional)
I AC 100-240 V, 50/60 Hz
| Rackmount, 1U
| 10.01b (4.55 kg)
| oeca0°c
10-95% non-condensing

© 2023 Hillstone Networks | All rights reserved.




A2000/ A2600 Front Panel Hillstore
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A2000 / A2600 Rear Panel
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Power socket
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A2700 / A2800 Front Panel Hillstone

N ETWORK S
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A2700 / A2800 Rear Panel Hillstone
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Power socket Power socket

41 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



A2715/ A2815 Front Panel Hillstone

N ETWORK S

Power supply O LED RJ45 ports SFP ports

FAN LED Console port

Power LED
|

Power Button

SSDLED USB ports

Status LED
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A2715/ A2815 Rear Panel Hillstorie
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The Hillstone A-Series NGFW: Specifications

Hillstone

N ETWORK S

Firewall Throughput
Maximum Concurrent Sessions

New Sessions/s
IPS Throughput
NGFW Throughput

Threat Protection Throughput

AV Throughput
IPsec VPN Throughput

Virtual Systems (Default/ Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle
Available Slots for Expansion
Modules

Expansion Module Option

Twin-mode HA
Local Storage

Expansion Storage Options

Power Specification

Power Supply
Form Factor
Weight
Temperature
Relative Humidi

S$SG-6000-A3000-IN
20 Gbps

3 Million

135,000

10 Gbps

5.5 Gbps

3 Gbps

5 Gbps

6 Gbps

1/50

4,000

8,000

1 * Console Port, 2 * USB3.0 Ports,
1* MGT Port (RI45), 1 * HA Port
(RJ45)

2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)

4G Dongle

N/A

N/A

Yes
8GB

480GB / 960GB / 1.92TB SSD

150W, Single AC (default), Dual AC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.2Ib (6 kg)

32-104°F (0-40°C)
10-95% non-condensin

S$SG-6000-A3600-IN

20 Gbps

4.5 Million

135,000

10 Gbps

5.5 Gbps

3 Gbps

5 Gbps

6 Gbps

1/100

8,000

10,000

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)

2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)
4G Dongle

N/A

N/A

Yes
8GB

480GB/ 960GB / 1.92TB SSD

150W, Single AC (default), Dual
AC (optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.21b (6 kg)

32-104°F (0-40°C)
10-95% non-condensing

Rackmount
SG-6000-A3615-IN SG-6000-A3700-IN
20 Gbps | 20/30Gbps
4.5 Million | 7 Million
135,000 | 140,000
11 Gbps | 11 Gbps
6.5 Gbps | 6.5Gbps
3 Gbps | 3.1 Gbps
6.5 Gbps | 6.5Gbps
6 Gbps | 6 Gbps
1/100 | 1/250
8,000 | 10,000
10,000 | 20,000

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)

8 * SFP, 8 * GE (including 2
bypass pairs)

4G Dongle

2

10C-A-F-4SFP+-IN, I0C-A-F-8SFP+-
IN, 10C-A-F-8GE-IN, IOC-A-4SFP+-
IN, I0C-A-2QSFP+-IN, IOC-A-
2MM-BE-IN, I0C-A-2SM-BE-IN
Yes

8 GB

480GB / 960GB / 1.92TB SSD

150W, Single AC
(default), Dual AC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.71b (6.2 kg)
32-104°F (0-40°C)
10-95% non-condensing

1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)
2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)

4G Dongle

1

I0C-A-4SFP+-IN, I0C-A-2QSFP+-
IN, I0C-A-2MM-BE-IN, I0C-A-
2SM-BE-IN

Yes
8 GB

480GB / 960GB / 1.92TB SSD

150W, Single AC (default), Dual
AC (optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

13.41b (6.1 kg)
32-104°F (0-40°C)
10-95% non-condensin

SG-6000-A3800-IN
20/30 Gbps
8 Million

20 000
1 * Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)
2 * SFP+, 8 * SFP, 16 * GE
(including 2 bypass pairs)

4G Dongle |

1
IOC-A-4SFP+-IN, I0C-A-2QSFP+-

IN, I0C-A-2MM-BE-IN, IOC-A-
2SM-BE-IN

<

€S

480GB/ 960GB /1.92TB SSD

OO

550W, Dual AC (default), Dual DC
(optional), hot swappable power

AC 100-240 V, 50/60 Hz I
Rackmount, 1U |
151b (6.8 kg) |
32-104°F (0-40°C) |
10-95% non-condensin,

SG-6000-A3815-IN
20 Gbps
8 Million

310,000
14 Gbps
13 Gbps

6.5 Gbps

11 Gbps
12 Gbps

1/250

10,000
20,000
1* Console Port, 2 * USB3.0
Ports, 1 * MGT Port (RJ45), 1 *
HA Port (RJ45)
8 * SFP, 8 * GE (including 2
bypass pairs)

4G Dongle

2

|0C-A-F-4SFP+-IN, |IOC-A-F-
8SFP+-IN, I0OC-A-F-8GE-IN, IOC-A-
4SFP+-IN, I0C-A-2QSFP+-IN, 10C-
A-2MM-BE-IN, I0C-A-2SM-BE-IN
Yes

8GB

480GB / 960GB / 1.92TB SSD

550W, Dual AC
(default), Dual DC
(optional)

AC 100-240 V, 50/60 Hz
Rackmount, 1U

19.81b (8.98 kg)
32-104°F (0-40°C)
10-95% non-condensin




A3000/ A3600/A3700/ A3800 Front Panel
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Alarm LED

~

SSD LED

Console port

USB ports

HA port

GE ports

SFP ports SFP+ ports
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A3000/ A3600/A3700/ A3800 Rear Panel Hillstone
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Hot swappable power
supply modules
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A3615/ A3815 Front Panel Hillstore
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A3615 Rear Panel Hillstorie
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A3815 Rear Panel Hillstorie
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The Hillstone A-Series NGFW: Specifications Hillstore

N E TWOR K S

S$G-6000-A5100-IN

S$G-6000-A5155-IN

SG-6000-A5200-IN

Ra
SG-6000-A5255-IN

mount
SG-6000-A5500-IN

Firewall Throughput
(without/with expansion
module)

Maximum Concurrent
Sessions

New Sessions/s

IPS Throughput
NGFW Throughput
Threat Protection
Throughput

AV Throughput

IPsec VPN Throughput
Virtual Systems
(Default/Max)

SSL VPN User Number
IPsec Tunnel Number

Management Ports

Fixed 1/0O Ports

Wi-Fi/ 4G Dongle
Available Slots for
Expansion Modules
Expansion Module Option
Twin-mode HA

Local Storage

Expansion Storage Options
Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidit
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25/50 Gbps

9 Million

| 480,000
| 20/30 Gbps
| 20 Gbps

12 Gbps

|15 Gbps
| 15 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 *
USB3.0 Ports, 2 * HA Ports
(SFP+), 1 * MGT Port (RJ45)

6 * SFP+, 16 * SFP, 8 * GE
(including 2 bypass pairs)

4G Dongle

1
I0C-A-4SFP+-IN, IOC-A-

I0C-A-2SM-BE-IN

Yes
| 6acB
480GB / 960GB / 1.92TB
SSD
550W, Dual AC (default),
Dual DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
| Rackmount, 1U
| 1871b(8.5ke)
| 32-104°F (0-40°C)
10-95% non-condensin

2QSFP+-IN, 10C-A-2MM-BE-IN

25/50 Gbps

9 Million

| 490,000
| 21/30 Gbps
| 20 Gbps

12 Gbps

| 15 Gbps
| 18 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HAport (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1
I0C-A-4SFP+-IN, IOC-A-

|0C-A-2SM-BE-IN
Yes
| 64cB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default),
Dual DC (optional)

AC 100-240V, 50/60 Hz
DC-36~-72V

| Rackmount, 1U

| 18.71b (8.5 ke)

| 32-104°F (0-40°C)
10-95% non-condensin

2QSFP+-IN, 10C-A-2MM-BE-IN,

1 * Console Port, 2 * USB3.0
Ports, 2 * HA Ports (SFP+), 1 *
MGT Port (RJ45)

6 * SFP+, 16 * SFP, 8 * GE
(including 2 bypass pairs)

4G Dongle

1

|0C-A-4SFP+-IN, I0C-A-
2QSFP+IN, I0C-A-2MM-BE-IN
|0C-A-25M-BE-IN

Yes
| 64cB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default),
Dual DC (optional)

AC 100-240V, 50/60 Hz
DC-36~-72V

| Rackmount, 1U

| 18.71b(8.5kg)

| 32-104°F (0-40°C)
10-95% non-condensin

32/65 Gbps 32/65 Gbps
15 Million 15 Million

| 600,000 | 650,000

| 25/35 Gbps | 27/40 Gbps

| 25 Gbps | 25 Gbps
14 Gbps 15 Gbps

| 20 Gbps | 25 Gbps

| 25 Gbps | 25 Gbps
1/250 1/250

| 10,000 | 10,000

| 20,000 | 20,000

1* Console Port, 2 * USB3.0
Ports, 1 * HAport (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

IN, 10C-A-2MM-BE-IN, IOC-A-
2SM-BE-IN

Yes
| 6acB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
| Rackmount, 1U
| 1871b(8.5kg)
| 32-104°F (0-40°C)

10-95% non-condensin

I0C-A-4SFP+-IN, IOC-A-2QSFP+-

40/80 Gbps

18 Million

700,000
35/45 Gbps
30 Gbps

17 Gbps

30 Gbps
30 Gbps

1/250

10,000
20,000

1 * Console Port, 2 * USB3.0
Ports, 2 * HA Ports (SFP+), 1 *
MGT Port (RJ45)

6 * SFP+, 16 * SFP, 8 * GE
(including 2 bypass pairs)

4G Dongle

1

10C-A-4SFP+-IN, |OC-A-2QSFP+-
IN, I0C-A-2MM-BE-IN, I0C-A-
2SM-BE-IN

Yes

64 GB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
Rackmount, 1U
18.7 b (8.5 kg)
32-104°F (0-40°C)

10-95% non-condensing I 10-95% non-condensing

$G-6000-A5555-IN

40/80 Gbps

18 Million

| 700,000
| 35/50 Gbps
| 30 Gbps

17 Gbps

|29 Gbps
| 30 Gbps

1/250

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HAport (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

|0C-A-4SFP+-IN, I0C-A-
2QSFP+IN, I0C-A-2MM-BE-IN,
I0C-A-2SM-BE-IN

Yes
| 6aGB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36™~-72V
| Rackmount, 1U
| 1871b(8.5kg)
| 32-104°F (0-40°C)

S$G-6000-A5600-IN

60/85 Gbps

25 Million

| 900,000
| 45/65 Gbps
| 40 Gbps

25 Gbps

| 35 Gbps
| 40 Gbps

1/500

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

|0C-A-2MM-BE-IN, I0C-A-2SM-
BE-IN

| Yes

| 6acB

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual
DC (optional)
AC 100-240V, 50/60 Hz
DC-36~-72V
| Rackmount, 1U
| 1871b(8.5kg)
| 32-104°F (0-40°C)
| 10-95% non-condensing

Ports, 1 * HA Port (SFP), 1 * MGT

10C-A-4SFP+-IN, I0OC-A-2QSFP+-IN

$G-6000-A5800-IN

80/95 Gbps

30 Million

| 1,000,000
| 50 Gbps
| 50 Gbps

25 Gbps

| 35 Gbps
| 45 Gbps

1/500

| 10,000
| 20,000

1 * Console Port, 2 * USB3.0
Ports, 1 * HA Port (SFP), 1 *
MGT Port (RJ45)

2 * QSFP+, 16 * SFP+, 8 * GE
(including 4 bypass pairs)

4G Dongle

1

|0C-A-4SFP+-IN, |0C-A-2QSFP+-
IN, 10C-A-2MM-BE-IN, IOC-A-
2SM-BE-IN

Yes
| 6aG8

480GB / 960GB / 1.92TB SSD

550W, Dual AC (default), Dual

DC (optional)
AC 100-240V, 50/60 Hz
DC-36~-72V

| Rackmount, 1U

| 1871b(8.5kg)

| 32-104°F (0-40°C)

| 10-95% non-condensing

© 2023 Hillstone Networks | All rights reserved.




A5100 / A5200 / A5500 Front Panel Hillstone

N ETWORK S
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A5100 / A5200 / A5500 Rear Panel Hillstone

T WOR K S
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| Hot swappable fan Hot swappable power
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A5155 / A5255 / A5555 / A5600 / A5800 Front Hillstone
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A5155 [/ A5255 | A5555 / A5600 / A5800 Rear Hillstone
Panel
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General expansion slot Removable fan tray trays modules
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The Hillstone A-Series NGFW: Specifications

Firewall Throughput (without/with expansion module)
Maximum Concurrent Sessions
New Sessions/s

IPS Throughput

NGFW Throughput

Threat Protection Throughput
AV Throughput

IPsec VPN Throughput

Virtual Systems (Default/Max)
SSL VPN User Number

IPsec Tunnel Number

Management Ports

Fixed 1/O Ports

Wi-Fi/ 4G Dongle
Available Slots for Expansion Modules

Expansion Module Option

Twin-mode HA
Local Storage
Expansion Storage Options

Power Specification

Power Supply

Form Factor
Weight
Temperature
Relative Humidity

Hillstone

N E TWOR K S

Rackmount
SG-6000-A6800-IN SG-6000-A7600-IN
| 200 Gbps | 280/320 Gbps
| 35 Million | 42 million
| 900,000 | 900,000
| 80 Gbps | 80 Gbps
| 80 Gbps | 80 Gbps
| 30 Gbps | 30 Gbps
| 45 Gbps | 45 Gbps
| 45 Gbps | 45 Gbps
| 1/500 | 1/500
| 10,000 | 10,000
| 20,000 | 20,000

1 * Console Port, 2 * USB3.0 Ports,

1 * MGT Port (RI45), 1 * HA port (SFP)
4 * QSFP28 (or 2 * QSFP+, 2 * QSFP28)
12 * SFP+

8 * SFP+/SFP

N/A

1

I0C-A-4SFP+-IN, IOC-A-2QSFP+-IN, I0C-A-2MM-BE-IN, I0C-A-2SM-BE-IN

Yes

64 GB

480GB /960GB / 1.92TB SSD

550W, Dual AC (default), Dual DC (optional)
AC 100-240V, 50/60 Hz

DC-36~-72V

Rackmount, 1U

20.31b (9.2 kg)

32-104°F (0-40°C)

10-95% non-condensing

1 * Console Port, 2 * USB3.0 Ports,
1 * MGT Port (RI45), 1 * HA port (SFP)
4 * QSFP28 (or 2 * QSFP+, 2 * QSFP28)

12 * SFP+

8 * SFP+/SFP
N/A
1

IOC-A-4SFP+-IN, IOC-A-2QSFP+-IN, IOC-A-2MM-BE-IN, 10C-A-2SM-BE-IN

Yes

64 GB

480GB /960GB / 1.92TB SSD

550W, Dual AC (default), Dual DC (optional)
AC 100-240V, 50/60 Hz

DC-36~-72V

Rackmount, 1U

20.31b (9.2 kg)

32-104°F (0-40°C)

10-95% non-condensing
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A6800 / A7600 Front Panel Hillstone

N ETWORK S

Power LED
Power

Alarm LED supply LED

SSD expansion slot
Fan LED U38 ports Airinlet

VaVaVaYaVaVaVaY Av Av‘v AY Av‘v AVAVAVAVAVAVAV VAV AV AVAV A VA Va7 A VaVAV,Y AV/AV AV Av‘v AY. Av/Av AVAVAVAVAVAV,V AvAv A
v v v v v v v v v 7 v

© PWR ALM @ PSO .F

,‘(') s a\ @ psi osso

\ HA LED Console port
Power button Status LED Management

SSD LED

° ClR

| |
I
SFP/SFP+ ports SFP+ ports QSFP28/QSFP+

ports
HA port

CLR button
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A6800 / A7600 Rear Panel Hillstone

N ETWORK S

‘ Hot swappable power

Power socket supply modules

Hot swappable

Grounding screw
Removable fan tray fan trays

General expansion slot
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Expansion Modules Hillstone

I0C-A-2SM-BE-IN |I0OC-A-2QSFP+-N

- | E =

) \

IOC-A4SFP+IN I0C-A-2MM-BE-IN
® omme 8 @ |

10C-A-4SFP+

oRK C-A-2QSFP+

llllll-lll

VA VAIVA VA| INK® ©® ACT INK @ OACT
PWR @

_
DEVICE PWR@
4SFP+ expansion module for rear panel Multi-mode bypass expansion module for Slngle -mode bypass expansion module for 2QSFP+ expansion module for rear
(adaptive to SFP module) rear panel rear panel EE

I0C-A-F-8GE-IN IOC-A-F-4SFP+-IN

4SFP+ expansion module for front panel
SGE (mc":(:';ﬁ,t ?Zf farfn':a';;s,:;’(pans'on 8SFP+ expansion module for front panel
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Expansion SSD: Images Hillstone

N ETWORK S

480 GB / 960 GB / 1.92 TB SSD
For A2000, A2600, A2700, A2715, A2800, A2815, A3000, A3600, A3615, A3700, A3800, A3815, A5100, A5155, A5200,
A5255, A5500, A5555, A5600, A5800, A6800, A7600

256 GB SSD
For A1000, A1100
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Hillstone Network Detection and
Response (NDR) Solution

|

A 2 Integrative Cybersecurity
> < ’ Visionary. Accessible.
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Hillstone

N ETWOR K S

Today’s Intranet Security Reality

Hillstone NDR Value Proposition

Agenda

Hillstone NDR Product Portfolio

Deployment Scenarios & Case Studies
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Today’s Intranet Security Reality
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Internal Network Breaches Occur at an Alarming Hillstone
Rate

Zero-Days
malware ;’\ ‘APTS Tradltlon“al S|gnatu”re defenses can only
# / stop old "amateur” attacks

New, sophisticated attacks
breach every network.

“In 60% of cases,
attackers are able to compromise an

organization within minutes.”
— Verizon 2015 DBIR

Insider Theft

BYOD
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Threat Spreads Easily in Flat Internal Hillstone
Networks...

Internal Network @

Threat Actors

O

“...regardless of their motivation, should adversaries gain a foothold on your internal network, they can pivot through and acces s anything
on your internal network. This is a primary reason modern breaches are so devastating in terms of the amount of data lost and the dwell
time spent on an organization's network before being discovered. As a result, lateral movement detection/prevention has become an area

of considerable focus”
-Source: Gartner (September 2016)
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Interrupts Critical Servers and Business Hillstore

Continuity
==

-»g,a-»‘d -»l‘))

Phishing occurs « C&C « Fake internal Host loses * Resultsin

when staff surf « Hacker email and control server, firewall

the internet completely attachment Launches break-down
controls the propagates DDoS from

host damage inside Ultimately,
internally network and
More hosts are business are
compromised down
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Breaches Sensitive Data Through Compromised Hilstore

Host

i@%-

« Phishing occurs * Inject malware Antivirus Database
when staff surf with fake or software fails to Downloads PE s T

the internet expired antivirus detect malware file breached

software Malware is Hacker through the

signatures executed completely compromised
controls the host

host
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Hillstone NDR Value Proposition
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Hillstone NDR Product BDS Hillstone

Hillstone NDR product BDS detects and responds to
T T 1R Advanced Network Threats

. ABDATD/WEB | | 0Cs ] | AtackcChan | |  AdminActions |
NTA/Decepton | |  Dashboards | [ MITREATT&CK | [ Blackiist/ Whitelist
Threat Correlation Risk/Threat/Traffic Rich Forensics Block with Firewall
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ML-based Analytics for Abnormal Behaviors Hillstore

Learn and Establish Normal Traffic Detect Traffic Trend and Identify Monitor Normal and Abnormal Traffic for
Baseline and Threshold Abnormal Traffic Behaviors each server/host

ML-based behavior analytics for URL, UEBA, threat correlations etc.

Traffic From test1{10.230.1.109) to 10.200.6.10{10.200.6.10) x Traffic From Default_internal_172 to test1(10.230.1.180) x Details X

i Last 14 Days
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Detection: Advanced Threat Detection (ATD) Hillstone

Sample
Parameter 1

T — = S
(=
Sample Malyvare
Parameter 2 Behavior set 2

Machine Clusterin

N _@ Unknown Malware
Detected by ATD

Behavior set 1

Threat Severity

Details

Known malware ; Sam g Malware @ ‘

ple " Severity

Samples Learnlng Parameter 3 MOdeIIng Behavior set 3 Name Ransomare Activity: TeslaCrypt/AlphaCrypt Variant Behavior Botnet connect to external e
onion Proxy Domain Category b
Critical g}

@ Admin Action  Unconfirmed <2 Type Malware - Trojan
\\ _____________ P4 M e / .
Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details ATT&CK® Technigue Details History Threat 5
Application/Protocol DNS/UDP
-
Source Destination
SRR~ &s'S N R — Endpoint Name/IP  192.168.1.37 Endpoint Name/lP  EE8.88.38
Hillstone NDR Port 53608 Port 53
‘ Interface ethemnet0/1 Interface ethernet0/1
Zone tap-bds Zone tap-bds
of Act Log O
. ction og Only
II I '{ ﬁ
[ "I l /_Jf"!
(i i
Known Malware
Unknown Malware Unknown Malware Behavior Identify Malware Information

Malware Behavior Learning Patterns Variants
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Detection: Abnormal Encrypted Traffic Detection Hillstore

Encrypted Traffic
Logging Malicious Verdicts

Extracting Signatures : :
. : D ion Engin
l without Decryption etectio gine Log Details
----------------- | |mm e e e m——y
1 1 1 1 Name Suspected malicious encrypled traffic Source 10
: Parameter 1 : : : Severity Low Destination 10
: 1 1 Al-powe red : Attacker 1C victim 10
u ). =& i 1 Parameter 2 : : Detection 1 Application/Protocal HTTPSTCP Start Time 2023012119 18:15:44
! 1 1 . ! v nay 5
. 1 T . X Englne . Action Log Only End Time 20231219 181544
H I I IStOn e N D R ! I 1 ! Source Interface ethernet/3 Destination ethernet0/3
: ...... : 1 : Interface
1

Leverage Al-powered technology to detect abnormal encrypted traffic without decryption
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Detection: Threat Detection for Encrypted Traffic Hillstone
with SSL Decryption in TAP Mode

SSL Decryption Detection Engines
L3 Systeminformation | Configuration Management / Object Configuration / SSLTraffic Decrypt Config / Config | e - ———————————————
© N Configuration >
® Object Configuration v Config : AntIVIrUS
Traffic e m) i I - Ps
M Irrori ng . - S8 S I B Application Book 5 Protocol Type || HTTPS SMTPS || POPSS IMAPS :
) B soncaue . Botnet C&C
_ Hillstone BDS 8 wsone =N - ! Ew—
Encrypted Traffic AR !
o . P L L.
HTTPS/IMAPS/
POP3S/SMTPS

Comprehensive Threat Detection for Encrypted Traffic with SSL Decryption in TAP Mode
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Detection: WEB Attacks Detection Hillstone

WAF rules
Utilizing OWASP ModSecurity Core Rule Set
(CRS) 3.3

Detect and analyze
""""’ threats for WEB servers

and applications

WEB Attacks Detection
DDoS Attack Injection Attack Cross-site Attack
Abnormal HTTP Special Vulnerability Attack

Information Leakage Malicious Software
lllegal Access to Resources Malicious Network Scanning
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Detection: VXLAN Frame Detection Hillstone

74 | Integrative Cybersecurity

Ransomeware  Intrusion Worm

_ Core Switching
Torjan Horse Botnet

VXLAN Frame N -~ |
e N ——

- N

/,/ \\
e IP Network "~ _

P s - N ~
% VXLAN Tunnel (N

VTEP Server

Detect VXLAN frame with UDP port 4789 as the destination port

Do NOT detect non-VXLAN traffic whose destination port is UDP 4789
Hillstone Networks All Rights Reserved.



Detection: Deception Technology Hillstone

Unauthorized HTTP
access detected by
Deception engine

Details X
1
1
Severity |
Name Unauthorized HTTP access Behavior Botnet connect to external 1
Category
Critical
Admin Action Unconfirmed 2 Type Malware - Trojan :
' Exploit / Attack
Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details ATT&CK® Technique Details History Threat Topology xp OI ac
Application/Protocol DNS/UDP
Source Destination
Endpoint Name/IP 192 168.1.37 Endpoint Name/IP 28888
Port 53608 Port 53
Interface ethernet0/1 Interface ethernet0/1
Zone Deception Zone Deception _
Action Log Only
Start Time 2023/04/21 07:57:08
End T 202310421 075728 Configured HTTP/TCP
Attacks 1 i i 1
Service in Deception zone
Duration 10seconds
Profile predef 1

Simulate services in Deception zone, when a hacker visits these services, the attack will be detected
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Detection: Dual Antivirus Detection Engine Hillstone

EJ Hash-Based Detection ﬁ@‘) Al-Powered Detection

o MD5 file hash-based o File characteristics analysis

° Support all files o Support PE/PDF/Office/ELF files
° Use Case: Known virus detection o Use Case: Unknown/variant viruses
detection
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Detection: Sysmon Endpoint Service Integration Hillstone

Sysmon Architecture

Sysmon (Cmd) = - Sysmon (Service) :
User Mode " 7 .
Kernel Mode
B Microsoft 8 g RSAC anterence?(! ﬁ

77 | Integrative Cybersecurity

~ Sysmon Client - MSI
<555~ Software Agent

Sysmon Server -
Endpoint Log
Collection Server

Endpoint Threat
Process Association
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Detection: Detection Efficacy and Lower False  Hillstone
Positive

Details X
E ty

Name Ransomare Activity: TeslaCrypt/AlphaCrypt Variant Behavior Botnet connect to external i

.onion Proxy Domain Category ’ 4

Critical gl

Admin Action Unconfirmed &2 Type Malware - Trojan

AR !
Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details ATT&CK® Technique Detalils |1 History IThreal Topology
Source Source Zone Source Interface Destination Destination Zone Detected at 3
1 o 192.168.1.37 tap-bds ethernet0/1 E 5588 tap-bds 2023/04/21 07:57:28

Threat Correlation Analytics

\----------—’

Intrusion
Prevention

Abnormal .
Virus Scanning Attack Defense Behavior Advgr;ct::sti'(l;:reat Botnet Detection %ee(t;zcr:)ttilg:
Detection
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Visibility: Indicator of Compromises (I0Cs) Hillstane
Threats

Threat detection engines detect threat events | Threat correlation analysis

Advanced

Intrusion Attacks

.« Ransomware Spread
Abnormal E

Unknown Threat
Fan)
Intrusion Attacks
P /\ N

. e i\?i Botnet Attack
- Malware A C&C Connection

Threat Event

Malicious Mining

Anti-Spam

Deception Threat Event ,

Abnormal Behavior

Q Internal Scan Attack

£~ Suspicious File
=  Transfer

o = mm Em e = -

Botnet C&(
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o,

ility: Global View of Intranet Threa Hillstone

Risk Assessment System Monitor Log & Report Configuration Management Device NameBDSHSENSOR

Last 14 Days

2005111 15:20:15 to 2022/05/25 152015 Refresh Interval 5 minute: I:I

Server Risk Moniter

Overview of
Critical Servers Trend o sk Semers
and risk level

83
@ Rk

Mo Risk

Endpoint Risk Monitor

OVGFVI ew Of Risk Distribution Trend of Risk Endgoints Top 5 Risk Endpoints A

internal host and = ' e
risk level o
2731
2574
Mo Risk

Threat Monitor
Threat Geographical Distribution GGO-|OCatIOI'I
Threat type, - - - threat
statistic, corr ; e e - -~ distribution and
historical R p top threat
distribution etc.

cac Intzmal attzcks Extemal atacks

a
a

il 123566 £ 1869 (e 925 ww 210 W8 166 Other 307

ositt o515 7 5 o
Hot Events Top § Threat Events A
JAVA Spring core Remole Gode Execution Hadoop Yam RPC Unauthorized Remole Code Execution 2 % Senver Threat
Ajax.NET Professional Deserialize Remote Code Execution Vulner... - Botnet 18 20
o jon V.. e T T e Microsoft MSHTML Remote Code Execution Vul
HOt even tS that Apache Log4j2 Remate Code Execution Vulnerability Microsoft Exchange Remole Code Execution Vu Srutz Fores g ¢ B
. emole Code Execution V.
need attenhon Apache Shen'u JWT Authentication Bypass Vulnerability (CVE-20. a Trejan 1 0
Muiare vCenter Giient Remote Code Execuio
‘Apache Log4i2 Denial Of Service Vulnerabiily Grafana Plugins Arbitrary File Read Vulnerability (CV Allassian Confluence Server Remote C Ransomuare 1 o
PP [ — znnaCry 0

Occurred Not Occurred
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Hillstone

N ETWORK S

ility: Intranet Risk Monitoring Dashboard

Hillstone

Risk Index

1850

Risk Level : Critical

Threat Level

Criticat: 29559
W High: 52657
W Medium: 24214
M Low. 146351

Risk: 47
M NoRisk 81

Risk Endpoint

Risx: 103

Bl NoRsk 1141

81 | Integrative Cybersecurity

Risk Situation Monitor

Threat Geographical Distribution

™ China 2066 BB United States 3522 §§ Singapore 868 [ Japan 448 ) Republic of Korea 325 Other 701

Trend of Risk Servers Top Risk Servers

1 test1(10.230.1.109)

2 1e5t1(10.230.1.49)
1est1(10.230.1.164)
test1(10.230.1.156)

0413 o415 o4anzy 04ne test1(10.230.1.108)

Trend of Risk Endpoints Top Risk Endpoints

10.180.211.61
192.168.82.10

3 90.10.1.10

Server Abnormal Traffic
1.73 GB

Total Tramic

"f-swnog&:, 0

10st1(10.230.1
1es1(10.230 1

2300
1ot (10 osty(ro
230,y

L/
o Moo
“?’0
% %%,
Extranet

7
%, 54 Intranet

No Risk Server

Risk Server

tost1(10.230.1

Number of IOC Threats
215710 19166

Trend of IOC Events
100k

e - y N |

Ok
o o3 bans oy 0419 o221 025

Real-time Threat

Severity Type Detected at +




Visibility: Server Threat Monitoring

Threat

Server

Traffic

o |

Server Detail

ntranet Asset (IP)

Threat Tag

Detection Period

Name

lox 1y
|

192.168.87.10(

Event Highlights

Last 14 Days

Behavior

Boinet connect

Intemal attacks

Intemal altacks

Boinet connex ot

Intemal aftacks

Traffic Monitor

Type

Mahware - Trojan

Mahware - Trojan

Active state

63871

192 166.67.10

192.168.87.10

192 168.87.10

192.168.87.10

192.168.87.10

10.55.99.1

| Export Rer —
Clean up server threal events
Detected at 3 A

202304110 15:29:41

202304110 15:29°38 w

2023/04/10 152936 L

2023/04/10 15.09.44 L

2023/04/10 15:09.42 u

X

|

Detection Period

Name

Bofnet C&C do...

Ransomare Act..

Ransomare At..

Boinet C8C do.

Ransomare Act..

Last 30 Days

Behavior ..

Boinet connect ..

Internal aftacks

Intenal aftacks

Botnet connect .

Intenal aftacks

Threat Tag

Behavior Category Al

Type

Malwre - Trojan
Malvre - Troan
Malwe - Trojan
Mawre - Troan

Malwre - Troan

Sev...

BEEEBEBO

Source

2 1921686710

211688710

211688710

2191668710

2 11668710

Hillstone

N ETWORK S

Destination

1020991

5 1055.991

210591

210591

210591

Clean up server threat events

Detected at 5 Adm...

0230410192941 Unconf.
0230410152938 Unconfl.
0230410152936 Unconfl.
0230410150944 Unconfl.

0230410150942 Unconfl.

Server threat topology for intranet servers: attack direction, severity, relationships

Threat analysis for individual server: 6 types of attack chain
Threat events list

| Integrative Cybersecurity
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Hillstone
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Visibility: Server Traffic Monitoring

Server
Threat Traffic
Server Detail x
Threat Event Highlights Traffic Monitor ‘ -
—— Traffic From 10.231.x.x to test2(10.230.0.207) x
Detection Period  Last 14 Days Abnormal Traffic Type  Abnormal '
Detection Period Last 14 Days Abnormal Traffic Type All
Source Destination Destination P« Service Upstream Traf Downstream T Connections Abnormal Traffic Type
+ 10.231.3.83 10.230.0.207 7680 TCP-A. 0B 0B 165
"\ + 10.231.3.84 10.230.0.207 7680 TCP-A. 1324 KB 865KB hral
,,.—?T) Intefnet + 10.231.2.90 10.230.0.207 7680 TCP-A.. 198 B 180 B 45
- + 10.231.3.103 10.230.0.207 56622 TCP-A. 0B 0B 1
= + 10.231.2.120 10.230.0.207 7680 TCP-A. 1099 KB T721KB 38
+ 10.231.3.123 10.230.0.207 7680 TCP-A.. 17.64 KB 1.6 KB 102
+ 10.231.3.124 10.230.0.207 7680 TCP-A. 0B 0B 51
] + 10.231.2.135 10.230.0.207 7680 TCP-A. 0B 0B 1
+ 10.231.3.137 10.230.0.207 57215 TCP-A.. 0B 0B 1
Q
Q + 10.231.3.141 10.230.0.207 7680 TCP-A. 33.02 KB 2169 KB 119
o + 10.231.2.149 10.230.0.207 57216 TCP-A. 0B 0B 2
+ 10.231.2.157 10.230.0.207 57217 TCP-A.. 0B oB 2
+ 10.231.3.169 10.230.0.207 56665 TCP-A. 0B 0B 1
(]

Server traffic topology for all intranet servers:

Server traffic diagram for individual server: traffic in/out of an individual server
Traffic activity list: all traffic activities between servers
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all traffic relations among all intranet servers
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Visibility: Threat Topology Hillstone

Details X
Severity
Name Ransomare Activity: TeslaCrypt/AlphaCrypt Variant Behavior Botnet connect to external
onion Proxy Domain Category Y
Critical gl
Admin Action  Unconfirmed (2 Type Malware - Trojan
Details X
Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details ATT&CK® Technique Details History Thre

Name

ng

Application/Protocol DNS/UDP

P Admin Action Inconfirmed “9“ ‘
Source Destination & e

Type Suspicious File Operatio
Endpoint Name/IP 192.168.1.37 Endpoint Name/IP %5 8.8.8.8
Port 53608 Port 53 Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details ATT&CK® Technique Details History X
Interface ethemeto/1 Interface ethernet0/1
Detects Last 14 First Detection Time 715 14 44 192 Active state Inactive
Zone tap-bds Zone tap-bds ‘ - v
Time 5/25 18:47 03 Total Destination:
Act Log Onl
eon 0o Ony > Threat Event Highlights | B
Start Time 2023/04/21 07:57:08 >—= —2. S=——=
& 8
End Time 2023/04/21 07:57:28 , SR, P ’ ~ I attack 3 e
| 2 x ) & intem
Attacks 1 % o net conr g —
g X o ‘e
Duration 10seconds o & )
° \ Ld )
Profile predef_1 o L - D MR NAcS
o o e, o transte =
° $:— - @ E
& —
y ‘ % ~a. / ' Detection Period  Last 14 Days avior Category ~ Botnet connect to exter
- L) o o
° < . g Name 2 Jehavio +  Threat Tag Type Sev.. ¢ Source 3 Destination Detected at 3 Adm
1 v J oA
° L - 9. 1 Ral mare Act Botnet connect Malware - Trojan 192.168.1.37 Essss 2023/04/21 07:57:28 nfi
v ) / e
2 Ransomare Act. Botnet connect Malware - Trojan 192.168.1.37 EE8688 2023/04/18 16:15:36 nf

4  Ransomare A Botnet connect Malware - Trojan

2023/04/18 16:14:22

5  Ransomare Act Botnet connect Malware - Trojan 04/

ar18 o

3 Ransomare Act. Botnet connect Malware - Trojan 192.168.1.37 8888 2023/04/18 16:15:26
B3 :

Details of a threat

Threat topology that shows the interactions between assets involved in this threat event
View of the detailed activities of a specific IP in this threat topology
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Visibility: Intranet Application Analys

Application Usage 5 C A Source IP Activity 8Cc %

g " . - R . . "
» Application Usage/Ranking
500 000 .
Appiication Risk Trafiic New Sessions Sowne P Hew Sessiors Destinaion P Hew Sessions ° S /D t' t' I P t ff'
o D ——— soroil [l ©moe — | = . ource/bestination ratmic
RORS n o7 oamee sl 1380 02%) 0z a3 e 1950.05%]
svstos a ppa— s02006%) nzmer ssuatuso 4l nmaored | i e on) k H
o wsevmned o) | e — e || wern B—— - ranking
e o Py s nzmize seuuasf srmes| | s p— | sesxanfl
InactUDP [ 1] 14598 MB(0.76%)] 200.00%) w2012 106 41D 555 I000%) 10230473 105 sswEn s Tow ) ° I nterfa Ce TraﬁIC R an k | n
RS a 16557 MB0.75%] 4639 Kz2 39%) w0182 101 5B052%] ks 1018220195 s reusnst] 000%) g
sacuDs B 1365 mB(0.70%) ses006%)| 1z 2susoes] s | wzors sussx| stanos)
WindowsUpaate a 10617 (0 55%) a16s ki s1fl] 0217 s 20k s reswsn ] B00s%) ° Th reat Geo-|OcatI0n
st a - s nzmis nsusosss] ameasrs| | mssmene e DO, oy
ot other prleery orer i I | o cerssmsm CUESTTIEIE L assesens)
Interface a0 A Destination Regions £ C % SourceRegions 50 @

> ~a.
4 -
>
£ , . [2V]
7 156 ' -
i — = e=n | === ===
A : ) - L wesems ek i L uwessew | cencesw
. ) 8 Chinese Maiand a0t sa1 57 C mmke - Chinese anang 301250 Teaka ]
i e T — i K United States 1329 MBO.0T)| 3601 ks 5] = Venezuela 44,16 KB{0.00%) 240015
1) T - = T — ol Japan 245 MB(0 01%) 201K031%)|  United States 384 KB(0.00%) 50.00%)
150500 100 iii500 182000 B2500 L] 182500 18400 184500 185000 SR 180000 .
B Hong Kong 1.94 MB(0.01%) 302K(0.48%] = singapore 2.02 KB(0.00%) 60.00%)
o Upsream Trafz = Downeieam Trafic — o S e PR, o
Ineface New Sessions = Gemany 56319 KB0.00%) 143K022%) * Japan 1015 B(O.00%) 180.00%)
i France 266,07 KB(0.00%) 638(0.10%)| & Hong Kong 800 B(0.00%) 20.00%)
- Venezuela 141.98 KB(0.00%) 12000.02%)| = Spain 70 B(0.00%) 1(0.00%)
Otver 57688 KB(0.00%) 118 K0.64%] Other 08(0.00%) 11(0.00%)
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Visibility: Centralized Security Management Hillstore

« HSM - Register devices to centralized

Security Management Platform

B &

\
I
I
I
: * CloudView - Monitor multiple devices
I
I
I

' i_‘_ HSM CloudView Third Party status, traffic and threat via cloud with
| Threat Intelligence _
‘o . : , 24/7 access from web or mobile
_ \\\ I Ff-\Zvr—-———"—"="="="="="===7—- - applicati
- o | pplication
~
~

.. | i « Support third-party threat Intelligence
\‘\ ! for detecting malicious files, URL and
~ Ifternet

~
e ,;\_/)/ IP addresses

A
—

3

D FeT

o Nl - {HE

Intranet g - Intranet Intranet g é
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Digital Forensics Analysis: Rich Forensics

Enables Risk Assessment

DDDDDD

Knowledge

Base

nnnnnnnnnnnn
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Restore the
Attack Chain
and Mapping to
MITRE ATT&CK

PCAP
Forensics

Server Detail

Mabvars - Trojae

Hillstone

N ETWORK S

Threat
Analysis

;;;;;;;;;
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Digital Forensics Analysis: MITRE ATT&CK

Framework Mapping

Hillstone

N ETWORK S

Stands for Adversarial Tactics, Techniques, and Common Knowledge, is a globally recognized

framework developed by the MITRE Corporation to classify and describe the potential threat behaviors.

Details X

Severity

Name Ransomare Activity: Possible WannaCry DNS Behavior Internal attacks

Lookup 4 Category %
Critical gl
Admin Action Uncenfirmed 2 Type Malware - Trojan
Threat Analysis Knowledge Base [ MITRE ATT&CK® Tactic Details I ATT&CK® Technique Details History Threat Topology

| ATT&CKID TA0042 TAO043
Name Resource Development
Create Time 2020/09/30 16:11:59

Last Modified Time 2020/09/30 16:31:36
Source ATT&CK

Official Link https://attack.mitre.org/tactics/TAD042

Description The adversary is trying to establish resources they can use to support operations. Resource Development consists of techniques that involve
adversaries creating, purchasing, or compromising/stealing resources that can be used to support targeting. Such resources include infrastructure,
accounts, or capabilities. These resources can be leveraged by the adversary to aid in other phases of the adversary lifecycle, such as using
purchased domains to support Command and Contral, email accounts for phishing as a part of Initial Access, or stealing code signing certificates to
help with Defense Evasion

ATT&CK tactic details of threat events
88 | Integrative Cybersecurity

Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details IATT&CKF Technigue Details [ History Threat Topology

ATT&CKID T1590.002
ATT&CK Version 12

Name Malware

Create Time 2020/10/01 01:33:01
Last Modified Time 2022/01/14 17:14:27
Source ATT&CK

Permission
Requirement

System
Requirement

Network
Requirement

ATT&CK technique details of threat events
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Digital Forensics Analysis: Threat Behavior Hillstone

Details

Details

Name Ransomare Activity: TeslaCrypt/AlphaCrypt Variant
_onion Proxy Domain

Admin Action Unconfirmed €2

Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details
Source = Source Zone = Source Interface s

1 5% 192.168.1.37 tap-bds ethemet0/1

2 5% 192.168.1.37 tap-bds ethemet0/1

3 5% 192.168.1.37 tap-bds ethemet0/1

4 5% 192.168.1.37 tap-bds ethemet0/1

5 &% 192.168.1.37 tap-bds ethemet0/1

6 &% 192.168.1.37 tap-bds ethemet0/1

7 a%m 192.168.1.37 tap-bds ethemet0/1

Displaying 1 -7 of 7

Behavior
Category

Type

Botnet connect to external

Malware - Trojan

X

Severity

ﬂitlca&

ATT&CK® Technique Details hreat Topology

Destination <

EEgss8

B 3888

EEgsss8

B=Egsss

Ezs88

Egz388

E 388

Destination Zone <

tap-bds

tap-bds

tap-bds

tap-bds

tap-bds

tap-bds

tap-bds

Page 1

Detected at 5

2023/04/21 07:57:28

2023/04/18 16:15:36

2023/04/18 16:15:26

2023/04/18 16:14:22

2023/04/15 13:37:18

2023/04/10 15:29:41

2023/04/10 15:09:35
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Information tracking for threat events:

* |P, port scanning

» Brute-force cracking of common
services such as FTP, LDAP, and
MySQL

« Abnormal HTTP access response

e C&C connection
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Response: Mitigate Attacks with Hillstone & Hillstorie

Third-party Security Devices

« Detect and identify threat
« Configure linkage with Hillstone NGFW/NIPS or third-party

NGFW
Add the confirmed attacks to block list

m e T —
Hillstone NDR

I .

Hillst ] « Synchronize block list from Hillstone NDR
iistone Third-party « Block the attacks

NGFW/NIPS NGFW
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Response: Detect and Respond to Threats with  Hillstore
Hillstone XDR

- g
[ —

Response

Data Detection .

Hillstone NDR Collection and Analysis

Under the scenario of integrating with Hillstone XDR:

‘ « NDR uploads data* (threat log/ evidential packets/ metadata/
' netflow) to XDR

* NDR can perform active assets scanning task delivered by XDR,

Hillstone XDR and uploads the results to XDR
[ * Support various types of detection and analysis for advance
threats and attacks, including signature based detection,
‘ correlation analysis, NTA, etc.
» Provide full visibility and automated response to the integrated
s e s security products like NGFWs

Hillstone NGFW

*Note: Threat log, metadata, and netflow can be uploaded to iSouce V2.0R4-R8; Threat log, evidential packets, and netflow
can be uploaded to iSource V2.0R9 or later
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Report: Host Risk Assessment

Server Detail

Intranet Asset (IP)  192.168.87.10(192.168.87.10)
Threat Tag [ Botnet |
Threat Ewvent Highlights Traffic Monitor

Active state

Inactive

N\

Export Report

Endpoint Detail

Endpoint 192.168.1.37
Name/IP

Threat Event Highlights

[test1(10.230.1.165)]

Server Security Assessment Report

Active state

Inactive

92 | Integrative Cybersecurity

Export Report

Hillstone

N ETWORK S

On the risk server or risk endpoint page,
the threat and traffic information matching
the current interface filtering conditions
are exported. A PDF report is generated,
which includes the following information:

» Server/endpoint information

« Security status assessment

* Threat event

« Abnormal traffic

« Analytical and disposal

recommendations
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Third-Party Integration Hillstore

Integration With Kafka as Producer
Apache Kafka

Cluster

a N N

Hillstone NDR . Topic Topic Topic > Consumer

\ S

, 1 [Partiion ] | | [parstion ] ‘

| Producer J > [Parttion | [Parttion | Parition g Consumer
\ | Partition | | Partition | ]

Producer > > Consumer

Forwarding logs via Syslog

[ Hillstone NDR ]

Syslog Protocol _
> Third-Party Systems
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Closed Cycle: Network Detection and Response Hillstone

Suspicious Threat Events Identification

Model Installation, Rule Distribution ‘ .\

Threats and Abnormality Discovery

Forensic Evidence Collection

Machine Learning , Modelling, Sample Analysis

Hillstone

/\ NDR Solution /
Analysis Results, Threat Intelligences, ‘ @ Risk Assessment Indexing and Rating
Cloud Upload /
AN Threat Assertion, Visibility, Mitigation Action
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Hillstone NDR Product Portfolio
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Hillstone NDR Product Portfolio Hillstone

Breach Detection
Throughput

10G

5G

3G

2G

1.5G

1G
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ﬁ 2U,dual AC  1U, dual AC

1-5850-IN (10(;) ~\5860N (1oe)

1U, dual AC

I T,
1U, dual AC (Upto 3G)

_._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._.—-—m=-qmmw ..........................................................................................
-2860-IN (2G)

Virtualized BDS: 1V04-IN

1U, single AC (Up to 1.5G)

B =
1-1850-IN (1G) 1-1870-IN (1G)

>
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I-1850 Hardware Specification

LED Light
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2*USB MGT
Ports

1*RJ45 MGT

Hillstone

N ETWORK S

1 Generic
Expansion Slot

4 Fixed/2 Pairs
GE Ports

7/ Expansion
Modules available
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1-1870 Hardware Specification Hillstone

2*10GE (SFP+)

2°USB MGT 1*MGT Port Ports

[/ -
(L R R S T T T £ i

Hillstone § ° . 73 vibon. bk, | 2 °.

=/ & VAVA VAVA VAVA VAV

F | 1| | _ | ] ‘ -— — — ——
© PWR ® ALM ® PSO ' ‘

(<t A\ ver \ | ! ‘

.(‘)l R @sta @sso
—_— _—

8*GE (RJ45) 8*GE (SFP)

LED L|ght 1*RJ45 MGT Ports Ports

98 | Integrative Cybersecurity Hillstone Networks All Rights Reserved.



1-2860 Hardware Specification

®PWR @AM @ 950' ®FAN '
¢

\ ® STA ® P51 ®5SD,

{
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R

2*USB MGT
Ports

Hillstone

N ETWORK S

8*GE (SFP)
Ports

16*GE (RJ45) 2*10GE (SFP+)
Ports Ports
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1-3860 Hardware Specification Hillstone

2*USB MGT

S 16*GE (SFP)

Ports

AT AT A AT AT A AT AT AV AT AT A AT AT AV AT AT A AT AT A VA AV AVAY AT AVAY AT AVAY AV AVAY AV AVAYAVAVAVAYATAYAYAYAYAYA
=/ O —mY g e Vemm _olen Y umm N Y g
— - — L P — p— v oy

®PWR OAIM @ PS5O Em«
'O esA Pl BSSO  op

8*GE (RJ45) 6*10GE (SFP+)
Ports Ports

LED Light
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1-5850 Hardware Specification Hillstone

2*GE MGT 4 Generic

Zalsisilel] Ports ’ S Expansion Slot A

Ports

\

Hillstone | |

Breach Detection Sys’ a

N

J .
ot ‘\_‘
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1-5860 Hardware Specification Hillstone

2*USB MGT
Ports 16*10GE (SFP+)

Ports

8*GE (RJ45) 2*40GE (QSFP+)
Ports Ports
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NDR Hardware Specification

Model

1-1850-IN

1-1870-IN

1-2860-IN

1-3860-IN

1-5850-IN

Hillstone

N ETWORK S

1-5860-IN

Breach Detection
Throughput

New Sessions/s

Maximum
Concurrent
Sessions

Form Factor

Storage

Management Ports

Fixed 1/O Ports

Available Slots for
Expansion Modules

Expansion Module
Option

1 Gbps

20,700

750,000

1U
1T HDD

2 x USB port
1 x RJ45 port

4 (2 Pairs) GE ports

|0C-S-4SFP-L-IN

1 Gbps

32,000

750,000

1U

1T SSD

2 x USB port
1 x RJ45 port
1x MGT

2x10GE (SFP+)
8 x GE (SFP)
8 x GE (RJ45)

N/A

N/A

2 Gbps

75,000

1,500,000

1u

1T SSD

2 x USB port
1 x RJ45 port
2 x MGT

2x10GE (SFP+)
8 x GE (SFP)
16 x GE (RJ45)

I0C-A-4SFP+-IN

5 Gbps

210,000

3,000,000

1uU

1T SSD

2 x USB port
1 x RJ45 port
3 x MGT

6x10GE (SFP+)
16xGE (SFP)
8xGE (RJ45)

I0C-A-4SFP+-IN

10 Gbps

250,000

6,000,000

2U

1T HDD

2 x USB port
1 x RJ45 port
2 x MGT

N/A

|OC-BDS-8GE-H-IN, IOC-BDS-

8SFP-H-IN,
|OC-BDS-4SFP+-H-IN

10 Gbps

500,000

6,000,000

1uU

2T SSD

2 x USB port
1 x RJ45 port
2 x MGT

8xGE (RJ45)
16x 10GE (SFP+)
2x40GE (QSFP+)

I0C-A-4SFP+-IN
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Virtualized Product Specification & Hillstone
Configuration

Specification and minimum hardware configuration:

IVO8-IN

Model IV04-IN

Up to 3 Gbps

Breach Detection Throughput * Up to 1.5 Gbps

CPU Support 4 Core 8 Core

Memory 8G 16G

Storage 100G 100G
System Requirement KVM / Vmware ESXi version 6.5 or above

Public Cloud Support Alibaba Cloud / Tencent Cloud

* The breach detection throughput data depends on the hardware configuration

Network interface card supported:
All NICs except SR-IOV

KVM \ (only SR-IOV X710 can be supported) \

VMware x N
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Expansion Modules Hillstone

10C-S-4SFP-L-IN 10C-S-4GE-B-IN 10C-BDS-8GE-H-IN 10C-BDS-8SFP-H-IN 10C-BDS-4SFP+-H-IN 10C-A-4SFP+-IN

1/O Ports 4 x SFP Ports 4 x GE Ports 8 x GE Ports 8 x SFP Ports 4 x SFP+ Ports B Sl el

not included
. . 1U (Occupies 1 generic ~ 1U (Occupies 1 generic  1U (Occupies 1 generic  1U (Occupies 1 generic  1U (Occupies 1 generic
Dimension 1U
slot) slot) slot) slot) slot)
Weight 0.22.1b (0.1 kg) 0.331b (0.15 kg) 0.55 Ib (0.25 kg) 0.55 Ib (0.25 kg) 0.44 1b (0.2 kg) 2.09 Ib (0.96 kg)
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Sysmon Configuration Hillstore

Specification Sysmon Server Sysmon Client
CPU core*4 \
Memory 16G 1G
Storage 1T HDD, extendable 40G HDD
Installation Package OVF Mirror MSI Service Program
Software VMware ESXi Windows 7 / Windows Server 2007 or above

* The default configuration supports log storage of 1000 PCs.
* Sysmon server stores up to 90 days of data. Data will be automatically

deleted (cleaned up) after 90 days. When the disk (/data) usage exceeds Two installation methods are available:
* direct installation by user

Others 85%, the system will automatically delete the oldest data. * batch installation via Windows Active Directory domain

* Sysmon Server system has enabled the Log Receiving Service (Logstash) distribution software
and the Query service (Elasticsearch), using ports 5044 and 9200

respectively.

» Sysmon Client - Installed on user's computer; used to record the process creation and termination initiated by the computer, as well as network connection
information; send the information to the Sysmon Server.
» Sysmon Server - Receive and store the process information log sent by the client software for BDS device query and display.
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Deployment Scenarios
& Case Studies
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Hillstone NDR Deployment Scenarios- Hillstone
BDS and NGFW

Scenario A: Access Switch connecting to servers
or server groups

NGFW o Monitor traffic between servers within the same

segment; servers in different segments; server

Aggregation and internet; servers and other hosts.
Switch

Scenario B: Aggregation switch between Access

Access
Switch Switches
) . L L . o Monitor traffic between servers in different
segments; servers and internet; servers and
HH | | B8 | | 03| |CILT °
other hosts; hosts and internet.
— = —] = CECH B CE
Servers Servers Hosts Hosts
1\ J 1\ J | J _ J . . . .
\ Internal Network / Scenario C: Combination of the above scenarios

108| Integrative Cybersecurity Hillstone Networks All Rights Reserved.



Hillstone NDR and XDR Deployment Scenario- Single Hillstane
Node

Internet

Single Node Deployment

 NDR deployed in TAP
mode

____________________  XDR deployment has
""" little impact on the
existing network
environment

« Economic solution

Linux

Windows

Endpoints

Servers

Internal Network
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Hillstone NDR and XDR Deployment Scenario- Cluster Hillstone

Internet

o e e e — o mmm mn e e e e e M M e e R mmm e R Rmm M e e Rmm M e e Mmm M e R Mmm M e R M e e e ey

o
o ——
-

Virtual IP: 10.180.0N0

‘ HA Master
NG eth:10.180.0.

ay
K " Master
W eth0:10.18005

=" MGT:10.180.0.3 a
RN
v\\\ethO/z ’:—’ m

Master

‘tetho:lo.lso.o.s
‘ Master

1

1

I

|

1

1

I

|

1

| 4
| X ronZ P eth:10180.07
I ~

1

I

|

1

1

I

|

XDR (iSource) Cluster

Linux

Windows

Servers Endpoints

e e o Em Em Em o EE EE EE e EE EE EE EE EE EE EE e EE EE EE EE EE Em Em e Em e

\

N Internal Network P

N ETWORK S

Cluster Deployment

NDR deployed in TAP
mode

Cluster up to 5 nodes

XDR deployment has
little impact on the
existing network
environment

Highly scalable
solution
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Case Study 1: Protect Critical Information for Large Hillstone
University

Challenges

* There are significant number of users connecting or accessing the
4 N\ networks from various devices, often compromising the perimeter
security, and generating breaches that could put critical
information at risk.

« The potential cyber attacks could impact business continuity,
halting access to University web properties.

Hillstone Solution

« The customer deployed Hillstone NDR in conjunction with
Hillstone T-Series intelligent next generation firewalls (iNGFW).

* The intelligence security features of Hillstone BDS and INGFW —

ML-based detection of behavior and threats, helped achieve
Customer Profile detection and prevention from the perimeter to the internal
network.

. A large private university with an enrollment of more

_ _ « A critical attack was detected by this solution deployed, which
than 10,000 students, located in South America would have caused an enormous breach in internal services, as
well as compromised data.
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Case Study 2: Secure Critical Assets for A Regional Hillstone

Government in Latam

‘I .\EQ\;\

NS

Customer Profile
. A regional government with administrative, political and ¢

economic autonomy in South America
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Challenges

Organizations constantly conduct operations and procedures
online, managing a massive flow of information as well as money.
There is a great need to protect these information and assets due
to the ever growing wave of cyber-attacks in the world.

The customer needs to minimize the threat to the services it
provides, as well as to guarantee the availability of the
applications used by the personnel.

Hillstone Solution

The customer deployed Hillstone NDR to fully protect their internal
network. It can effectively identify advanced threats that lurk within
an internal network, and affected from BYOD (bring your own
device) of the organization employees.

The deployed solution protected the customer from threats by
detecting the use of devices and access to data that appear
abnormal in their network. And also allowed the customer to adopt
measures to avoid attacks.

Hillstone Networks All Rights Reserved.



Case Study 3: Detect Locky Ransomware for a  Hillstone
Pharmaceutical Company

Customer Profile:

. A large Pharmaceutical Company has 2000+ employees in

5 countries

113| Integrative Cybersecurity

Challenges

The customer deployed viable security solutions including
firewall/IPS/Antivirus solutions, but they couldn’t detect the
ransomware variants in early stage and protect their servers from
being locked.

The customer was also trying to hire security professionals to
disinfect their locked systems. but the process takes days, at a
much higher cost even than the ransom.

Hillstone Solution

Customer deployed Hillstone NDR product in front of servers area,
in Tapping mode by access switch, along with Hillstone NGFW
and IPS in the network exit.

Hillstone NDR product leverage its layered detection engines
(ABD/ATD/IPS/AV) to detect and identify the Locky ransomware
and other advanced attack and alarm the IT team to take promptly
actions to block these blocks.
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Case Study 4:

Hillstone

N ETWORK S

Protect Critical Servers for a Large University

Challenges

" D 0 D |
éé é — ———
Campus Network Phe -
- '
_ ”
NDR D
L SEENEEE T

CACECH

Operation Management

Data Center Servers

Customer Profile

. A top university with 25,000 students accessing the

campus network and resource
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Can’t identify and detect the compromised internal host
No dedicate solution for critical servers in the data center

The current NGFW and IPS couldn’t detect advanced unknown
threat

Hillstone Solution

Hillstone’s NDR solution is designed to detect internal threats and
sophisticated attacks that bypass traditional perimeter defense.

By focusing on high-risk assets and providing granular control,
Hillstone ensures that the most valuable data is protected against
both external and internal threats.

Hillstone’s NDR solution offers continuous monitoring, detection
of threats, and the ability to respond to security incidents
effectively.
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