
BUNDLE PACK SMB ADVANCED
PROMO POUR SMALL MEDIUM BUSINESS
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Côte d’Ivoire : sales-ci@hafs-networks.com
+2250789825649 | 0759058582

France: sales@hafs-networks.com
+33(0)651108749 | (0)974985296
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Hillstone A-Series Next-Generation Firewall

1 Gbps 1 Gbps 4 Gbps 5 Gbps 5 Gbps 5 Gbps

400 Mbps 400 Mbps 1.5 Gbps 1.7 Gbps 2 Gbps 3 Gbps

200 Mbps 200 Mbps 800 Mbps 800 Mbps 1 Gbps 2.5 Gbps

450,000 450,000 450,000 450,000 1.5 Million 1.85 Million

14,000 14,000 48,000 48,000 48,000 120,000

610 Mbps 610 Mbps 3 Gbps 2.8 Gbps 3 Gbps 3.5 Gbps

550 Mbps 550 Mbps 1.8 Gbps 1.8 Gbps 2 Gbps 3 Gbps

0.59 Gbps 0.59 Gbps 2.5 Gbps 2.7 Gbps 3 Gbps 3 Gbps

15 Mbps 15 Mbps 250 Mbps 250 Mbps 250 Mbps 750 Mbps

N/A N/A N/A N/A 1/5 1/5

4000 4000 4,000 4,000 8,000 12,000

8/128 8/128 8/128 8/128 8/1,000 8/2,000

2,000 2,000 2,000 2,000 4,000 6,000

1 × Console 
Port, 1 x USB 
2.0 Port

1 × Console 
Port, 1 x USB 
2.0 Port

1 × Console Port,
2 × USB3.0 Ports

1 × Console Port,
2 × USB3.0 Ports,
1 × MGT Port (RJ45)

1 × Console Port,
2 × USB3.0 Ports,
1 × MGT Port (RJ45)

1 × Console Port,
2 × USB3.0 Ports,
1 × MGT Port (RJ45)

1×SFP, 5×GE 1×SFP, 5×GE 4 × GE
8 × GE (including 1 
bypass pair)

8 × GE (including 1 
bypass pair)

8 × GE (including 1 
bypass pair)

4G Dongle Wifi (IEEE802.11a/b/ 
g/n/ac), 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle

N/A N/A N/A N/A N/A N/A

N/A N/A N/A N/A N/A N/A

N/A N/A N/A N/A N/A N/A

4 GB 4 GB 8 GB 8 GB 8 GB 8 GB

N/A N/A 256 GB SSD 256 GB SSD
480GB / 960GB /
1.92TB SSD

480GB / 960GB /
1.92TB SSD

24W, Single AC (default) 24W, Single AC (default) 36W, Single AC 65W, Single AC
60W, Single AC 
(default), Dual AC 
(optional)

60W, Single AC 
(default), Dual AC 
(optional)

AC 100-240 V 50/60 Hz AC 100-240 V 50/60 Hz AC 100-240 V 50/60 Hz AC 100-240 V 50/60 Hz AC 100-240 V 50/60 Hz AC 100-240 V 50/60 Hz

Desktop Desktop Desktop Desktop Rackmount, 1U Rackmount, 1U

× × 180 × 110 × 28 180 × 110 × 28 270 × 160 × 44 270 × 160 × 44 436 × 320 × 44 436 × 320 × 44

× × 7.1 × 4.3 × 1.1 7.1 × 4.3 × 1.1 10.6 × 6.3 × 1.7 10.6 × 6.3 × 1.7 17.2 × 12.6 × 1.7 17.2 × 12.6 × 1.7

2.2 lb (0.6 kg) 2.2 lb (0.6 kg) 3.1 lb (1.4 kg) 3.1 lb (1.4 kg) 8.6 lb (3.9 kg) 8.6 lb (3.9 kg)
32-104°F (0-40°C) 32-104°F (0-40°C) 32-104°F (0-40°C) 32-104°F (0-40°C) 32-104°F (0-40°C) 32-104°F (0-40°C)
10-95%
non-condensing

10-95%
non-condensing

10-95%
non-condensing

10-95%
non-condensing

10-95%
non-condensing

10-95%
non-condensing

www.HillstoneNet.com



RG-NBS3100-24GT4SFP-V2 
28-Port Gigabit Layer 2 Cloud Managed 
Non-PoE Switch 
 
 

 

Highlights 
•  28-port gigabit Layer 2 managed non-PoE switch, 4 SFP uplinks  

•  Enterprise-class quality ensures high performance  

•  IP Camera Recognition, unique value for CCTV network  

•  Multiple security policies protect your network  

•  Lifetime management on Ruijie Cloud at anytime anywhere  

Date: 2025.12.9









RG-RAP2260(G) 
Reyee Wi-Fi 6 AX1800 Ceiling Access 
Point 
 
 

 

Highlights 
• Build ultra-fast network with Wi-Fi 6 technology. 

• Client connections over 500, better multi-user experience. 

• Provide higher practical performance for users as well. 

• Easily install extra AP with Reyee Mesh technology. 

• Set up Wi-Fi 6 network in 3 minutes with Ruijie Cloud APP. 

Date: 2025.12.4 













Wiflyx Cloud
Gérez votre réseau depuis 

n'importe où

Wiflyx Cloud

Aucune infrastructure matérielle requise
Réduisez les coûts et la charge IT
Évoluez instantanément selon les besoins
Accédez depuis n'importe où, n'importe quel appareil
Toujours à jour avec les dernières fonctionnalités

Avantages

Wiflyx Cloud apporte la puissance du cloud computing à votre infrastructure 
WiFi. Gérez l'ensemble de votre réseau depuis n'importe où dans le monde via 
une interface web sécurisée. Mises à jour automatiques, évolutivité illimitée et 
aucune exigence matérielle sur site rendent le déploiement et la gestion sans 
effort. Concentrez-vous sur votre entreprise pendant que nous gérons 
l'infrastructure.

Description

Fonctionnalités principales
Console cloud basée sur le web
Mises à jour logicielles automatiques
Évolutivité illimitée
Support multi-locataires
CDN global pour accès rapide
Sauvegardes automatisées et reprise après sinistre
Contrôle d'accès basé sur les rôles
Accès API pour automatisation

Entreprises distribuées
Fournisseurs de services gérés
Réseaux de franchise
Entreprises multi-sites
Startups et PME

Solutions adaptées
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Sangfor Athena EPP 
Datasheet 

The Future of Endpoint Security

Sangfor Athena EPP (formerly Sangfor Endpoint Secure) is a Modern Endpoint Protection Platform (EPP) that combines 

Next-Generation Antivirus (NGAV), Endpoint Detection and Response (EDR), and Endpoint Management into a single, 

unified solution. This all-in-one approach provides comprehensive protection to address today’s complex endpoint 

security challenges.

Predict Defend Detect Respond

One Key Scan 

One Click

Quarantine

Attack Chain

Tracking 

Correlation

Security

Baseline

Security 

Detection

Vulnerability

Detection

Compliance

Tight Integration

Light-

weight
ResponseIntelligent

Continuous 
Detection 

Rapid 
Response 

Endpoint Assets

Visibility

Athena NGFW

Athena NDR

Athena SWG
Engine Zero

3 rd party

Neural-X

Advantages and Characteristics
Ransomware Protection and Recovery

Sangfor Athena EPP Key Capabilities

Protects against all types of ransomware through static and dynamic AI-based detection 

engines.

Detects suspicious ransomware-related processes and blocks them in as little as 3 seconds 
to ensure minimal impact on users’ assets.

Ransomware indicators of compromise are collected from over 12 million devices deployed 

with Athena EPP, allowing it to achieve a detection accuracy rate of 99.83%.

In addition to existing ransomware protections, such as bait files and RDP two-factor 

authentication, Athena EPP provides dynamic file backup and recovery capabilities to fully 

secure and restore your data in case of ransomware encryption.

Make Your Digital & Al Transformation
Simpler and More Secure



SANGFOR TECHNOLOGIES INC.

Ransomware Protection and Recovery

Process

Process
Ransom Note

Bait Files
Process

Trigger

1

Operation

Monitor Behavior

2

3

Evaluate Process 6

Terminate6

Discard7

Backup4

Restore7

Access

3

Encrypt

5Process

Delete

Rename

Process Monitoring

User files

User files

Targeted files

User files

User files

Backup space

Encrypted files

Encrypted files

Encrypted files

Is there 
ransomware 

behavior?

NO

YES

1. Suspicious process makes a trigger on the system

2. Process tries to change or encrypt files 

3. Behavior is monitored by Athena EPP

4. Files are backed up in real time

5. Malicious process encrypts user files

6. Athena EPP determines process is malicious 

and blocks and terminates the process

7. Backed up files are ready to be restored 

immediately

AI-powered Malware Detection Engine

Sangfor Athena EPP Industry Recognitions and Certifications

Unlike traditional antivirus engines, Engine Zero uses AI-driven, signature-less 

detection to identify unknown viruses and variants, including those not 

recorded in antivirus databases.

Sangfor Engine Zero
Sangfor Anti-Malware Engine

Artificial Intelligence Based Non-Signature Engine
Detect Unknown Malware Accurately

Strong Performer in Gartner® Voice of the 

Customer for Endpoint Protection Platforms 

with a 95% "Willingness to Recommend"

Certified Best Windows Antivirus Solution 

and “TOP PRODUCT” Award by AV-Test

Certified Windows Protection by 

Microsoft

Gold OPSWAT Endpoint Security 

Certification for Anti-Malware

Make Your Digital & Al Transformation
Simpler and More Secure

www.sangfor.com
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Malicious File Detection

Botnet Detection

Brute-Force Attack Protection

Coordinated Threat Detection with Athena SecOps

WebShell Detection

Advanced Threat Detection

Suspicious Login Detection

Memory Backdoor Detection

Reverse Shell Detection

Local Privilege Escalation Detection

Remote Command Execution Detection

File Quarantine

Endpoint Isolation

File Remediation

Virus Mitigation

Coordinated Response with Athena NGFW

Coordinated Response with Athena SecOps

Threat Hunting

Domain Isolation

Process Blocking

Script File Upload

USB Control

Unauthorized Outbound Access Detection

Remote Support

Application Blacklist

Software Metering

Software Uninstallation

Ultimate Edition is recommended for device linkage scenario and advanced protection.

Detection

Response

Maintenance

IT Governance

Editions and Features

Feature/Module Essential Edition Ultimate Edition

Vulnerability Scan

Remediation

Security Compliance Check

Asset Inventory

Asset Discovery

TOTP Authentication

Endpoint Behavior Data & Log Collection

Realtime File Monitoring

Ransomware Bait Files

Ransomware Protection

Ransomware Backup Recovery

Ransomware Defense

RDP Secondary Authentication (Anti-Ransomware)

Trusted Processes (Anti-Ransomware)

Key Directory Protection (Anti-Ransomware)

Prevention

Protection

Make Your Digital & Al Transformation
Simpler and More Secure

www.sangfor.com

Côte d’Ivoire : sales-ci@hafs-networks.com
+2250789825649 | 0759058582

France: sales@hafs-networks.com
+33(0)651108749 | (0)974985296���
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