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Business Problems
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Digital Transformation and Hillstone
Cloud Adoptions Brings New Challenges

Security Operation Management SD-WAN Management Secure Access Control

* Security Devices Sprawl Fast Network and Business Evolving Evolving Threat Landscape
* Policy Configuration Complexity No Visibility into Business Traffic Compliance Requirements
* Infrastructure Upgrade Inefficinecy Evolving Network Security Challenges Data Protection

4 | See. Understand. Act. © 2022 Hillstone Networks | All rights reserved.



Lack of Adequate Tools For Centralized Hillstone
Monitoring and Management

Policy configuration Infrastructure upgrade

Security devices sprawl

complexity inefficinecy

Too many security devices lacking Manual configuration of large amounts Repetitive operations of software
effective centralized management of complex security policies and routing upgrades and signature upgrades result
greatly reduces the efficiency of O& M. configuration might lead to mistakes. in operation inefficiency.
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Fast Network and Business Evolving Hillstone

N E T W OR K

Long period to build new network/business in the traditional way

New Branch
Slow to build private

000

network for VPN ApDl Engineering Hardware Hardware Software
requirement. PRl Investigation Shipment Installation Testing
A Q
. © = O
NeYV Busmgss @& E% ©—EP
—— Multi-type services
require fine-grained o o [ ® o
access control,
higher security, and
better user
experience. 30+ Days
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No Visibility into Business Traffic Makes Hillstone

Operation Difficult

Rich services with difficulty to monitor and Large number of sites increases O&M cost

schedule traffic and decreases efficiency

.
Enterprise WAN % HQ/Privat
“““““ 5000+ 100+

-
-
-
Lt S
-
-
-
-
-

Branch . .
chain stores sites

Public/Hybrid Cloud

« High local maintenance cost

« Manually adjusting bandwidth results are untimely and
* No flexible centralized management

error-prone
 Difficulty in troubleshooting
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Rapid Changes In Network Bring New Hillstone
Challenges

A8 ®© B R gL

Cloud Virtualization Containerization BYOD Remote Access loT M2M

Rapid Changes In Network Bring New Challenges
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Integration Of New Technologies And Business Hillstone
Brings New Challenges

Traditional Perimeters The disrupting Perimeter

» Connect first, then authenticate » Out-of-date static FW policies * Cloud Computing
» Firewall based perimeter protection * Resource-intensive endpoint monitoring * Network Virtualization
» Trust anything inside by default * No identity and context awareness * Known VPN vulnerability

Physical

Cloud Partners
Services & &
Perimeters

9 « Extended types of users
& & » > & :\ & ‘ Hybrid architectures

=

| ' M2M

____________________________________

i 1
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* Increased internal devices



The Applications are
out of control!

* Engineering Investigation

’ AN
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1011011000010000C0
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Ahrrn -
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y1110000. $539111101
“222010003 3 10
JO101001001 . “448 00\ 311
101.. YT |
00111011

-

- -

1101000010000001 17
010121101101010710

Advanced Threat/Attacks
Evolving Fast !

0-Day/APT

Unknown Threats

L ' ,
t OC 011100010

Security compromise to
performance!

* High Latency

» Excessive Bandwidth * Threat Evasion «  SPAM/PHISHING/C&C... * Network Down
Consumption
«  Unencrypted Traffic « Locky Ransomware « DoS/DDoS * Excessive Security
Investment

« Data Breach

11 | See. Understand. Act.

* Shutting Down Business
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Hillstone
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Hillstone HSM Value Proposition
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Hillstone HSM Highlights Hillstone

Natively Secure ‘ ‘ Security Operation Management
Zero Trust Network Access ‘ (‘ ‘ ‘ Zero Touch Provisioning
Intelligent Routing ‘ ‘ VPN Overlay Automation
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Security Operation Management Hillstone

o >

NGFW Resource usage »  Global/Individual device policy
monitoring
SNAT policy

NGFW Remote access

| | da, al

Hillstone Security Management
Device Manager

Routing configuration +  Software upgrade

Interface configuration +  Signature database upgrade

14 | See. Understand. Act. © 2022 Hillstone Networks | All rights reserved.



Hillstone

Centralized Configuration and Management EL L

WERHEZSEEFES | @ Device Manager v Device Policy Object Configuration Template: 08M Service:

Domains Q Al @ Initalze Again © Reboot Y it @ ©
Al Groups [ $6-6000(3411400000000115) (T 1090354 - ungrouped 220
ungroupes

SDWAN Device, ZTNA Device:

3 SZ-STONECORE(2307435140001535) (€I 10862552 - ungrouped 2 =0
T oA e A D
[ SZMailstone(2206419120002131) (30 1088222 - ungrouped 2w
W SOAAN Do T D

WARNZLEETE | @ DeviceManager v

« $G6-6000(3411400000000115) @ switchMimor G Reboot

Basicinfo  Interface  SD-WAN Interface  Route Management

evice N

= B iame
$6-6000(3411400000000115) [

SN Platform Software Version
3411400000000115 $6-6000-VM02 /ersion 5.5 (S66000-CloudEdge-5 5R10B5-v6)

Running File Address New Connection
$66000-CloudEdge-5.5R1085-6 10.90.3.54

Concurrent Connections Last Modified Unread Warnings

0/250000 - 7

AV signature IS IPS Signature s URL Signature DB °
23230207 30143 20220408

APP Signature o

30230117

- a HemoryUizstion a Totic

15 | See. Understand. Act.

Device Management

» Grouped or Ungrouped

+ Device configuration

» Device resource usage monitoring
* Remote access for FW WebUI/CLI

Configuration Template Management

» Network template configuration

+ System template configuration

O&M Management

* License Management

Signature database updates

* Firmware upgrade

Configuration file management

© 2022 Hillstone Networks | All rights reserved.



Global Policy/Individual Device Policy Hillstone
Management

G Ioba I P OI i cy HSM | (@ Device Manager ~ Device Policy Object Configuration Template 0&M Service

€ Global Policy Device Policy

* Global configuration can be
pushed to all managed devices Global Security Policy

Name Policy Rules Managed Device Status Description Operation

Individual Device Policy HSM | (@) Device Manager ~ Device Policy Object Configuration Template 0&M Service E] @ 8 admin v

Global Policy [ Device Policy

» Private configuration for Domains Q Al Groups
individual device
All Groups
All Groups
ungrouped 5
A Support IPV4 SNAT ruleS Name Policy Numbers SNAT Numbers Operation
SG-6000(3411400000000115) 2 0 E:,'
. : . SZ-STONECORE(2307435140001535) 312 0 @
* SNAT policy configuration | _.
. . . SZMailStone(2206419130002131) 352 5 fa
including add, edit, delete and
. L. . H8 (M) SZ-STONE(5823619215007756) 364 10 @
query for individual device
BJSTONE(2206450172006742) 232 2 @
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Zero Touch Provisioning Hillstone

N E T WOR K $§

USB plug-and-play in device provisioning Reduce time and efforts for deployment
Support device license installation Eliminates the human errors that come with repetitious typing at the CLI.

Auto firmware upgrade during deployment Simplified firmware upgrades
Auto network joining/ establishment Reduce TCO

Preconfigured and custom templates

Device Management f ZTPTe mplate Management 0&M Management

DNS Config

< New Configuration Template

NTP Config [ @)
Name* Description
P NTP Server
Upgrade To Install Device Authorization
NTP Server
Connection Controller Parameters o«
Controller IP/Domain* Register Port*
CloudView Config
10.182.145.191 9091
Data Transmission Port(FTP Port)* Data Transmission Port(HTTPS Port) *
”n 0003 WLAN Config
Log Port*
514 CLI Config
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DAY 0~2 Full Configuration Process Hillstone

» Internet access information of WAN port
* Register to HSM

Issue golden image

Issue the latest device license
Issue VPN network configuration
Issue service-related configuration

Troubleshoot and optimize

* Business change related configuration

18 | See. Understand. Act. © 2022 Hillstone Networks | All rights reserved.



Business Goes Online Faster Hillstone

N E T W OR K

Challenges in opening traditional Fast business workflow orchestration

branch services for branch offices

» Technical Barrier - Need on-site deployment by professional MPLS/ VPN Overlay Direct Internet Access
IT engineers Intranet Services —————— — ——. Faster Cloud Onramp

» Low Efficiency - Distributed devices, complicated

| |
| |
configurations, long operation time | a |
| |
» Risk in Mis-operation — Easy to make mistakes when @

manually configuring

Branch Business Workflow Orchestration

* Apps/ * Internet/ * Security
services Intranet policy/ Internet/
required routing SaasS
policy/ NAT

No on-site Auto network service orchestration Optimized network;

configuration needed Quick business enablement Better user experience;
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Fast and Simplified VPN Overlay Automation Hillstone

Complex Multi-branch VPN Auto-configuration of VPN Network
Network Configuration Branch Networks Can Be Quickly Deployed in Batch
Difficult to Configure Template based VPN Overlay Configuration
* Need to configure lots of parameters » Support hub-spoke (star topology): Single hub and dual hub
* Require related skills » Support spoke-spoke (mesh topology): full mesh and partial
mesh

* VPN resource auto collection

Low Efficiency Multiple Types of WAN Link

» Have to configure each individual branch VPN network » Interface types: Ethernet interface/ Ethernet sub-interface/
Aggregated port

» Line types: Internet/ Dedicated line

Simplified overlay Highly improved Great for massive

deployment and Management O&M efficiency deployment
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Multiple WAN Links and VPN Topologies Hillstone

ADSL/Fiberg@— ADSL/Fiber
internet
Branch HQ
"“;é Branch Branch Branch HQ Branch

Full-Mesh

Hybrid Links with Multiple WAN Access Hub-Spoke

Bra Branch

HQ Branch

Branch Branch Branch Branch Branch Branch

Dual WAN-Dual HUB Partial-Mesh

Single WAN-Dual HUB
21 | See. Understand. Act. © 2022 Hillstone Networks | All rights reserved.



VPN Overlay - Star Network (Hub-Spoke) Hillstone

N E T W OR K

Topology

Custom WAN Interconnections

Star Network Model:

* Devices are connected through the hub .

Define how the spoke device(s) and hub device(s) establish link connections.
device(s)

« Up to 20 models in one star network.

Spoke Device WAN Spoke Device WAN
wan1 wan2 % wan3 wana wan1 wan2 wan3 wand4
Spoke Device WAN
Spoke Device WAN

‘ wan1 | ‘ wanz ‘ ‘ wan3 ‘ ‘ wand ‘ ‘ wan1 | wan? | |wan3 | wan4
-

74

\wam| wan2  wan3  wand \WAN1| iWANz WAN{ wand

Hub-Spoke Al HUB1 WAN
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VPN Overlay - Mesh Network (Spoke-Spoke) Hillstone

N E T W OR K

B Grid View £ Topology View

@ Add Device 2 All Connected €3 Clear Links 2 °

Graphic Topology View

Support list view and topology view of the

Z devices in the network
; - Support editing in both view
“ &
00'-9 y l \\\Q’\

~[13
/)
@

Visual Editing
*  Support edit in gird view and topology
view

 Add new device to establish new
{ttpan_007... B 'T_f =

Bitpen 002.. connections
a » Disconnect specific link between two
Detail Info d .
E3SG-6000134-ghe(110351110000072 sy
y 2 * Reconnect all devices to establish a full
/ A \ E3ddliu(1103520100002621) meSh network
8
GS\
\Qb\\ - (f(, .
N 0 Size of Mesh Network
g .
2 + Upto 20 devices
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VPN Resource Collections Hillstorie

VPN resources used in the configuration will be collected by HSM after a spoken

device Is unassociated with a network.

Hillstone Security Management | (@ SDWAN Manager ~ itor Alarm Networking SD-WAN Policy Object

% VPN

-
Star Network ® New Y fiter @ <
Star Network
. Managed Managed . .
Mesh Network Name Hub Device —— ——— Status Deseri ption Detail Inf Operation
ddd Hub : : All Succeed... View £ W

Address Pool

Dedicated Line Network
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Application-aware Traffic Steering Hillstone

Q % Link1: MPLS Mission-critical/ Real-time apps

ERP CRM ‘

600+ Mobile Apps
300+ SaaS Apps

Link2: Internet Non-real-time apps Private Cloud/ Data Center in HQ

Q / TDM IP/MPLS

- Enable Cloud Adoption and Smooth Transition to SD-WAN

App recognition based

| |
on SDH/PDH | MPLS VPN | SD-WAN
Protocols i / IPsec VPN / OTN ... i (Hybrid WAN, SDN Controller)
Behaviors | l

| |
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Smart Routing Hillstone

Public Cloud
WAN Links ISP /\
\| [ \
an— B P ilw|ww
| m
I
I
Branch | VM Container S
: Internet w0t
offices :
I
I
I
; : - salesforce
Flexible Routing Policies | /!

L A\

Designated Routing : z: SaaS

+ Only one link could be enabled | @ -';" slack

MPLS | Dropbox

Load Routing I

+ Atleast 2 primary link, support ECMP : HQ/ Data Cent
|

Over-Ride Routing I

* One primary link as active and one secondary link as :
|

backup
Custom Routing

* Atleast 1 primary link, and up to 16 links for either l

primary or secondary.
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SD-WAN Centralized Management
- Dashboard Full Screen Mode

88 Device Status

Total Devices

Online Devices

Offline Devices

Inactive Devices/ZTP Devices

0/0

@ 24h Traffic Ranking TOP5 All Connected

All Disconnected

@ Not All Connected
2 4
B Alarm Details
Spoke
Device
Hub
spoke

spoke

0 50K 100K 150K 200K 250K 300K Hub

27 | See. Understand. Act.

Overview

Geographic Location: Brazil

Rule Name

VPN tunnel pack lost rate

VPN tunnel pack lost rate

VPN tunnel pack lost rate

VPN tunnel pack lost rate

VPN tunnel pack lost rate

First Alarmed At

2023-02-06 09:19:00

2023-02-06 09:19:00

2023-02-03 15:59:00

2023-02-03 15:59:00

2023-01-20 15:55:00

Latest Alarming Time

2023-02-06 16:43:00

2023-02-06 16:43:00

2023-02-06 09:16:00

2023-02-06 09:16:00

2023-02-03 15:56:00

Count

223

222

1956

1958

10040

Severity
@ Medium

Medium

Medium

Medium

Medium

& 24h Alarm Statistics

® Medium

@i 24h Alarm Ranking TOP8

spoke

718

Hillstone

N E T WOR K S

Designed for Operation

No login timeout

 Full information as non-full
screen mode

« Connections/ devices status
in map view

 Real time alarm with details

© 2022 Hillstone Networks | All rights reserved.




i Hillstone
SD-WAN Device Management I
N E T WOR K $§
HSM | (@ SD-WANManager ~ Dashboard Monitor Alarm Networking SD-WAN Policy Object Report Device
[& Device Management ZTP Template Management

Domains Q, All More ) Initialize Again (' Reboot ~ @ Add Device Choose Device from Device Manager Y riter @ =

e 5G-6000(3411400000000115) (EHD 1090.3.54 ungrouped 2 G

Device p—
Management

. Grouped or Ungrouped & SZ-STONECORE(2307435140001535) ELLE) 10.88.255.2 - ungrouped A c
» Device configuration
i . B szmailstone(2206419130002131) (BT 1088222 - ungrouped 2 B -

* Choose device from device

manager
° Remote access for FW £8 (M) SZ-STONE(5823619215007756) [) CIED 1087.9.51 . 2B

WebU/CLII

8 (B) SZ-STONE(5823649205007960) EL) (D 1087.9.52 - 74

ZTP Tem plate BJSTONE(2206450172006742) EIIE . 10511 - ungrouped 2 B -
Management : : . _

» Template configuration

3 P re-co nﬁ g ured te m pl ates fo r HSM | @ SD-WAN Manager ~ Dashboard Monitor  Alam  Networking SD-WAN Policy Object  Report Device
different p|atfo rm and versions Device Management £33 ZTP Template Management
nfiguration Template [ Platform Preconfiguration @ New
Name Description Created By Created At Operation
dddddd yiding 2022/12/05 18:00:33 2 m
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Deep SD-WAN Network Visibility Hillstone

N E T WOR K S

Link/ User/ Application List View Dedicated Line Status Map View

was

B4 WAN Link Monitor Tunnel Link Monitor User Monitor Application Monitor

WAN Link Monitor List

Upstream Downstream

Device Name WAN Name Line Type Access Method ~ Operator Status Rate(bps) Rate(bps) Applications Delay(ms) Jitter(ms) LossRate(%)
WAN1 Dedicated Line  Static IP Other Active 0 0 0
vfw-132(0010055646750792) WAN2 Internet Static IP China Unicom Active 0 o] 0
WAN3 Internet Static IP China Telecom Inactive 0 0 0
WAN Link Monitor @ Tunnel Link Monitor User Monitor Application Monitor
Tunnel Link Monitor List Y Fitier <
Upsti D it
Tunnel Interface(tunnelName) srcDevice/WAN dstDevice/WAN Status RS;EE;:; R:::(]bspr:)am Delay(ms) Jitter(ms) LossRate(%) Applications
tunnel1(ike_0010087211378758_..  vfw-142/WAN1 vfw-131(0010087211378758)/WANT  Active 0 o] 0 0 0 0
WAN Link Monitor Tunnel Link Monitor £ User Monitor Application Monitor .
o, -
User Monitor Overview Quantity Overview /
Top10 IPs by Average Rate Unitbit/s Users B Select Device @ \—’-’/
D t
10.88.7.10 403 User Device Name Average Rate(bps) Upstream Rate(bps) R(a):;?spr:)am New Sessions Forwarding Rate(pps)
10.88.7.10 vfw-131(00100872113... 403 0 403 18 0
WAN Link Monitor Tunnel Link Monitor User Monitor 8 Application Monitor
Top10 Apps by Average Rate Unitbit/s Application in Device B Select Device
DNS 400 Application Name Device Name Average Rate(bps) New Sessions
DNS vfw-131(0010087211378758) 381 18

« Support monitoring for physical and tunnel « Rich parameters for analysis and * Real time * Full screen support

interface, as well as user and application troubleshooting update « Good for operation and
status * Map view monitoring
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ustom SD-WAN Alarm Rules Hillstorie

Custom Alarm Rules for HW Resources/ System Status/ VPN

SD-WAN Manager v Dashboard Monitor Alarm Networking SD-WAN Policy Object Report bevice [EF @ K SD-WAN Manager ~ Dashboard Monitor Alarm Networking SD-WAN Policy Object Report bevice [ @ &

fit

Alarm Board Alarm Board = Alarm Rule

Resource Status VPN Y Filter o <
. Resource s ® New Y Filter 0 v

VPN
Rule Name Status Trigger Device Severity Notification Type Operation
Rule Name Status Trigger Device Severity Notification Type Operation
CPU Utilization [ @) CPU Utilizationfor1 min(s) is higher than 60%  All Devices ritical Disable Predefined 174
Signature Database Update Successfully All Devices Critica Disable Predefined {2
g P
[ @) Memory Utilizationfor1 min(s) is higher than All Devices ritical Disable Predefined 74
[ o) Port Traffic Beyond Threshholdfor1 min(s) i All Devices Critica Disable Predefined 174
HDD Utilization () HDD Utilizationfor1 min(s) is higher than 10%  All Devices Critica Disable Predefined V4
Device Name [ o) Device Name Modification All Devices Critica Disable Predefined V74
Resource Sl hink Y Filter 0 v Add Interface [ o) Add Interface Specified devices Critica Disable Predefined 174
BSOUrc < US VPM v
S P T o oy T e st Modify Interface [ @) Modify Interface Specified devices Critica Disable Predefined 724
elete Interface olete Interface Specified devices Critical able Predefine 74
VPN Tunnel Traffic.. @D VPN Tunnel Traffic Beyond Threshholdfor1 All Devices ritical Disable Predefined Dol ey © Dlete Intestace Specified device o Disable redefined 2
Add Zone Add Zone Specified devices tic Disable Predefined ?
VPN Tunnel Delay O VPN Tunnel Delayfor1 min(s) is higher than All Devices Disable Predefined ? : c i ' P i = ik 2
4 Delete Zone Delete Zone Specified devices ritica Disable Predefined 74
VPN tunnel pack lo.. @D VPN tunnel pack lost ratefor1 min(s) is high..  All Devices Disable Predefined eone © P ¢ “
Link Down Link Down All Devices Sritica Disable Predefined 2
VPN Tunnel Interrupt @ VPN Tunnel Interrupt exceeds30 s All Devices itical Disable Predefined i © : ‘ %

Predefined and custom alarm rules

For HW resources: For VPN: For system status:

CPU/ Memory/ HDD utilization Delay, packet loss, etc. Add/ delete/ modify device/ interface/ zone, link down, signature
database upgrade status, etc.
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SD-WAN Alarm Dashboard

HSM | @ SD-WAN Manager ~

T Alarm Board Alarm Rule

Alarm Overview in the Last 24 hours

d
o l;nrea 5

Alarm Board

Device
SZMailStone(2206419130002..
BJSTONE(2206450172006742)
SZ-STONE(5823619215007756)
SG-6000(3411400000000115)
SZMailStone(2206419130002..
SZMailStone(2206419130002..

Total: 268

Dashboard

Critical

8
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Alarm Rule

VPN Tunnel Interr...

VPN Tunnel Interr...

Signature Databa...

Signature Databa...

VPN Tunnel Interr...

Signature Databa.

Monitor

Alarm Networking SD-WAN Policy

High Medium

Details

Tunnel MailTOBJSTONEAB has been interrupted

Tunnel CNC_SZMAIL(root) has been interrupted

av signature database upgraded successfully

av signature database upgraded successfully

Tunnel SZMailTOUSA has been interrupted

av signature database upgraded successfully

Report

Low

Latest Alarming
Time

2023-02-13 04:14:31

2023-02-13 04:14:31

2023-02-13 00:47:38

2023-02-12 22:52:10

2023-02-1217:20:41

2023-02-12 13:43:37

Device

First Alarmed At

2023-02-13 04:14:31

2023-02-13 04:14:31

2023-02-13 00:47:38

2023-02-12 22:52:10

2023-01-13 16:33:57

2023-02-12 13:43:37

20 Row

Notification

0

Count

1

1

Operation

@
@
@
@
@
@

14

=)

Hillstone

N E T WOR K $§

»  Designed for operations
»  Support statistics of alarms

»  Support details info of each alarm:
severity, trigger rule, alarm detail, last
alarm time, first alamrm time, count. Etc.

*  Notification over Email or WeCom app

Benefits

*  Quick access to an alarm
* Rich data for analysis and troubleshooting
«  Efficient Operation and management

© 2022 Hillstone Networks | All rights reserved.



Comprehensive SD-WAN Report Hillstone

N E T WOR K $§

Report Overview Report Task

* List all reports » Generate reports periodically (daily/weekly/monthly)
» Provide statistics on operation status of device, traffic and tunnel in the network * On-demand report
» Support export report in PDF

. ) New/Task Configuration X
Overview of Hub Device Hub

Name*

Device Name: Hub CPU/Memory Trend Chart B cru Memary
SN: 1P: Type*
Software Version:SG6000-CloudEdge-5.5R9F3 0% ® baiy Weekly Monthly
L3
@ Average CPU Utilization CPU Utilization Exceeds 90% 0% paily 040000
23% 0 . Report Template*
Average Memory Usage Memory Usage Exceeds 90% 0% SO-WAN Report
24.0% o 2023/02/10 20237021 2023702 2023/02/11 20237021
. 00:00:00 05:57:30 11:55:00 17:52:30 23:50:00 VPN Network *
Average CPU Utilization of Spoke Devices Average Memory Usage of Spoke Devices
SD-WAN Device*
. Average CPU Uil . Average Memor
Device SN [ e Device SN P —— 88 Al A (3 specify o
spoke 362% spake 37.03% Description
T Suggestions
Keep monitoring your SD-WAN gateway and analyze the CPU and memory of network devices. If the CPU utilization or bandwidth usage is high for a
long time, check whether the gateway runs normally at the earliest opportunity. Save Cancel
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Hillstone ZTNA Solution Overview Hillstorie

Centrald

ement Enterprise
Directory/ IDaaS

Endpoint check & user

Policy distribution k authentication

(Multiple gateways)

HA / VSYS
Hillstone
NGFW =

Access requests from endpoints Hillstone Hillstone Authorized user access Apps

Microsoft NGW S NeRW =
indows -‘ , - -
window Port opened and allowed app list

LA Android sent .ZTNSAaiqaete;Zs
ZTNA authentication services
Endpoint Two factors
(upgrade for HA / VsYs authentication
SCVPN client)

Services

Highlights

Identity-Based, Least-Privileged Secure Access Centralized and Efficient Management

Zero Trust

Context-Aware, Adaptive Access Control Award-Winning Enterprise-Grade Security Foundation
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Centralized ZTNA Management

Enterprise Directory/ IDaaS

Centralized Management by HSM

‘ ‘ ‘ T App/ Srvc
Hillstone - Hillstone . Hillstone —|_App/ Srve
NGFW = NGFW = NGFW =
. . | App/Srvc
Secure access in a distributed ZTNA gateways deployment
Integrated Device Centralized ZTNA Policy Comprehensive Security
Management Management Monitoring
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Centralized ZTNA Gateway & Policy Management Hillstone

ZTNA Gateway ZTNA Policy

» Support automatic discovery of ZTNA gateways » ZTNA policy package enforcement
» Support choosing device from device manager * ZTNA individual device policy enforcement
+ Statistics of ZTNA licenses, ZTNA policies, ZTNA authorized access users, device overview

HSM (@ ZTNA Manager ~ Dashboard Monitor ZTNA Palicy Object
s
e 3 56-6000(3411400000000115) Y 10.90.3.54 - =58 2 % B Action
ungroupe
s 0 0 0 ® Allow Deny
[3 $Z-STONECORE(2307435140001535) (D 10882552 - | 2 E B Protection Status
[] [/ 0 a ,.5.) AV @ =] @ Sandbox
Protaction
B SZMailStone(2206419130002131) EEED 10.68.22.2 - 5 2N -]
o o 0 a Options
- . . Schedule
8 (M) SZ-STONE(5823619215007756) [ 10.87.9.51 s 2% G
2008 ] 0 0
18 (B) SZ-STONE(5823649205007960) Em 10.87.9.52 - w58 2 B Log
2008 ] 0 q o a L aa _a a - .
. ‘ ’ Paolicy Denial Session Initiation Session Termination
[ BJSTONE(2206450172006742) [ 10511 - *=o18 IZan-mc)
8 0 0 Q
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ZTNA Monitoring Dashboard Hillstone

B ® & smn-

HSM | @ ZTNAMansger - Dashboard ~ Monitor  ZTNAPolicy ~ Object  Gateway Device

ZTNA Situation Monitor @ 2023/02/1314:26:03 The system has been running ] B days B hours [ [H minutes

Total ZTNA Devices e/ 0 ne Devioe Distibution ZTNA Access Users @D Last2sho ZTNA Authorization More
: P
. — 2 SZ-STONE{582364320500. 0
¢ $56-6000(3411400000000. 0 - - -
a ZTNA Situation Monitor
0 4 BJSTONE(2206450172006. 0
ﬂ — Online/offline device distribution
0 User Access Gat Distribution
Online user access gateway distribution
Online endpoint status distribution
ZTNA authorized access users
= "F]ata\DnlmsEnjpolms Ol Endoains Stes Distauion Endpoint Tag Hits €D ‘'est2to
ZTNA total users
RS 1
. Endpoint tag hits
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Native Security with Hillstone NGFW Hillstone

ORONONONC

Intrusion URL Anti-Virus Cloud Botnet C2
Prevention Reputatlon Filtering Sandbox Prevention

Supported HW Models Supported VM Models
CloudEdge

CloudEdge
h -

= *I T
E :»7— _ q e
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Hillstone

N E T W OR

Hillstone HSM Product Portfolio
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HSM Product Positioning Hillstone

10000

HSM-P3000 vHSM-P
5 3000 ——— rm
& —
(44}
c
(1]
= 500
(7))
Q
o
>
(m] HSM-P100
100
="

: . Large
AT Al Enterprise/Carrier
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HSM Hardware Platform

o

HSM-P100

" ""'
N 1
,

HSM-P3000
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Hillstone
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Supported Devices

Storage

Network Interfaces

RAID
Power Supply

Form Factor

100 3000
wmaar S0
2* GE 6" GE
RAID 0 RAID 5
Single, 250W Dual, 750W
1RU 2RU
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Recommended Hardware Configuration for vHSM-P Hillstane

N ETWOTR K S

Management Capablllty 0/100 0/500 0/1000 0/ 3000
(Default / Maximum)

vCPU Requirement 8 core 16 core 24 core 119 GBI ((FRfpl
Threading)
Memory Requirement 16GB 32GB 64GB 128GB
Port Requirement 2 ports 2 ports 2 ports 2 ports
Hard Disk Requirement 250 GB 250 GB 250 GB 250 GB
(Minimum)
Virtual Environment Vmware Workstation/ ESXi (6.5 or above)/ KVM (virtmanager 1.5.3 or above)/
Requirement AWS/ Huawei Cloud / Alibaba Cloud

* No device management license by default for vHSM platform. Managed device amount can be obtained by purchasing device management licenses.
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HSM SKU

Hillstone

N ETWOTR K S

SG-6000-HSM-P100-IN12/24/36/48/60

SG-6000-HSM-P3000-AD-
IN12/24/36/48/60

SG-6000-vHSM-P-IN12/24/36

STV of Yo qTolile s SGSV-VHSM-IN12SU/24SU/36SU
Service

Renewal SGSV-HSM-P100-IN12U/24U/36U/12R

SGSV-HSM-P3000-AD-
IN12U/24U/36U/12R

SG-6000-HSM-P-DEV-IN

42 | See. Understand. Act.

HSM-P100 Base System w/ HW&SW
warranty

HSM-P3000 Base System w/ HW&SW
warranty

vHSM-P Base system (only platform
license by default)/ software upgrade
service

Incremental software upgrade service for
VHSM-P platform

Incremental platform service for HSM-
P100 (HW & SW maintenance service)

Incremental platform service for HSM-
P3000 (HW & SW maintenance service)

Device management license for each
device (applicable to HSM-P100, HSM-
P3000 and vVHSM-P)

1-5 years

1-3 years

1-3 years

1-3 years for in service
renewal and 1-yr for out
of service renewal

1 device (NGFW)
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How to Order Hillstorie

E]E

|

* 1 HSM-P100 with 1-year warranty
. Support 100 CPE devices Platform SG-6000-HSM-P100-IN12 1

License SG-6000-HSM-P-DEV-IN 100

E]E

|

1 HSM-P3000-AD with 2-year warranty
- Support 500 CPE devices Platform SG-6000-HSM-P3000-AD-IN24 1

License SG-6000-HSM-P-DEV-IN 500

Example 3

* 1 vHSM-P with 1 year upgrade service

+  Support 100 devices management Platform SG-6000-vHSM-P-IN12 1

License SG-6000-HSM-P-DEV-IN 100
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Hillstone

N E T W OR

SD-WAN Deployment Scenarios
& Winning Cases
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Deployment Scenario Hillstone
Large Enterprise and Government Branches

*  Multiple branches country-wise or globally * VPN Overly automation and fast business orchestration

»  Secure connections between headquarter and branches « ZTP for quick and efficient deployment

+ Centralized management and configuration + Centralized management and monitoring with deep visibility
* Flexible traffic steering policy » Native security powered by StoneOS

* Improved user experience for cloud apps

Branch office 1 Public Cloud
/\ Hub (VFW)
N CPE (NGFW) Public Cloud
Hub (VFW) Tunnel for
h department A
/‘/\’\_ Tunnel for
HQ Data Center department B

Core FW

Department B
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Deployment Scenario Hillstone
Financial Service Industry

* Ensure critical apps/ services are guaranteed +  Smart traffic steering for apps/ services

* Improve user experience for multiple apps and services * Link auto failover, aggregation and load balancing for high performance

+  Require high security and high availability and high availability

* Low efficiency in managing a large number of branches * ZTP and Fast business orchestration

*  Centralized management and monitoring

ISP

Branch 1
(wired/ cellular)
CPE (NGFW) HQ Data Center
IPsec tunnel
MPLS VPN
__________ Failover link
VCPE (vFW)\@ Internet
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Deployment Scenario Retail

Hillstone

N E T W OR K

Massive deployment across different regions with different network * VPN Overlay automation reduce the effort and TCO

47 |

condition

Interconnection between branches and HQ, and among branches.

Multiple apps/ services, such as CRM, supply chain management,
payment, etc.

See. Understand. Act.

«  Smart traffic steering for apps/ services
*  Quick deployment and business orchestration

* Centralized management and monitoring

Branch 1

N @- --------------------

CPE (NGFW)

Public Cloud

& [

HQ Data Center

Branch 2

vCPE (VFW)

()

CPE (NGFW) DC NGFw L

To other
branches

To
headquarter

To public
cloud
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Winning Cases: HSM

CABLE
@coior

Cable Color
ISP
Honduras, vHSM

CN Care

creating loT , creating opportunities |

CN Care
Other
China Hong Kong,
SD-WAN, HSM
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N
mMaxis.

Maxis Berhad
ISP
Malaysia, HSM50

» \sCHOO; /0,
N7

77724

Dubai International School
Education
UAE, HSM50

CENACE

Hillstone

N E T WOR K $§

[ ]
GRUFPD Ice @ , fgﬂ] The Secretariat of The Senate
¥/ ChinaMobile
CEENACE Grupo ICE Chin?sl\gobile The Segretan;iat of the
nergy Ener enate
Mexico, HSM50 9y China, HSM50 Government

First Capital Securities
Finance
China, HSM50

Costa Rica, HSM50
Thailand, HSM50

TREs

HuaAnFunds

MINISTRY OF FOREIGH AFFAIRS

Hua'an Fund Management
Finance
China, HSM50

Ministry of Foreign Affaires
Government
Pakistan, HSM50

Royal Thai Embassy
Government
Thailand, vHSM
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Département
Commercial

HAFS

Distributeur a valeur ajoutée WCA

Vous accompagne

sales-ci@hafs-networks.com (+225) 07 69 3213 55 (+225) 07 59 05 85 82

Envoyez-nous un e-mail Contact commercial 1 Contact commercial 2

www.hafs-networks.com @
Visitez notre site web

Distributeur a Valeur Ajoutée de Solutions de Cybersécurité | Réseaux | Wi-Fi | HCI/Sauvegarde

Hillstone | |Synology | | & saneror| (sEcPeINT | | @Axidian | | neowave | | cyperShield
~
1l G~ i
’ e ~VCC ° SEARCHINF@RM “ =
Ruckus | |Ruijie Reyee RAY Wiflyx MOBOTIX | |'=XTRAVIS HAFS
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