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Endpoint Protection Platform A “e

The Future of Endpoint Security

Gartner

Strong Performer in Gartner® Voice of the Customer for Endpoint
Protection Platforms with a 95% “Willingness to Recommend”

NTEST

The Independent

Certification of the Best Windows Antivirus Solution
and "TOP PRODUCT" Award by AV-Test

B® Microsoft

Certificated Windows Protection by Microsoft

OPSWAT.
Gold OPSWAT Endpoint Security Certification for Anti-Malware
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Modern Enterprise Endpoint Security Challenges

Enterprise data holds high value for cybercriminals, making endpoints—such as PCs, servers, and the software
they run—primary targets for cyberattacks, including ransomware encryption, data exfiltration, and credential
theft. As the threat landscape evolves, endpoints often serve as initial access points for attackers who use
sophisticated tactics like Al-generated phishing emails, zero-day exploit chains, and supply chain attacks to
infiltrate systems undetected. This rising threat landscape contributes to the complexity of managing and
securing these endpoints. Additionally, enterprises face strict regulatory requirements, including GDPR, PDPA,
and HIPAA, which add pressure to ensure comprehensive data protection and endpoint security. Consequently,

proactive endpoint protection with advanced threat detection and response is essential.

Why Traditional Endpoint Security Falls Short

1. Outdated Signature-based Detection

In environments facing cyber threats, traditional endpoint security products based on signature-based
detection are often bypassed by unknown malware and sophisticated attacks. Relying on a database of known
signatures, this approach has limited capacity to defend against ransomware attacks and Advanced Persistent

Threats (APTs), which frequently evade detection through obfuscation and fileless execution.

More advanced
attacks

Signature based
Engine is not working

2. Inefficient and Costly Manual Operations and Maintenance

In traditional endpoint security, manual operation is often necessary due to limited detection and investigation
capabilities. Security teams must manually review alerts, investigate incidents, and adjust policies to keep up
with evolving threats. Reliance on manual processes often results in delayed response times, higher operational
costs, and an increased risk of overlooking critical threats. Additionally, the lack of centralized management

hinders consistent protection across endpoints, adding to operational burdens.
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3. High Resource Consumption

As the number of malware signatures grows, maintaining extensive antivirus databases raises storage and
computing demands on endpoint devices. This increased resource utilization can seriously impact user
efficiency by slowing endpoint performance and increasing server load, resulting in significant operational costs

to the organization.
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Sangfor Athena EPP:
The Future of Endpoint Security

Sangfor Athena EPP (previously known as Sangfor Endpoint Secure) is a Modern Endpoint Protection Platform
(EPP) that combines Next-Generation Antivirus (NGAV), Endpoint Detection and Response (EDR), and Endpoint
Management into a single, unified solution. This all-in-one approach provides comprehensive protection to

address today’s complex endpoint security challenges.
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How Athena EPP Addresses Modern Endpoint Security

Challenges

Advanced Threat Detection and Response
Sangfor Athena EPP uses advanced technologies like Al, ransomware honeypots, and behavioral analysis to
detect unknown and sophisticated threats accurately. It is equipped with dedicated defenses to target specific
threats such as ransomware, RDP brute-force attacks, and phishing, ensuring precise threat identification and
rapid mitigation. Through its EDR capabilities, Athena EPP leverages anomaly-based detection to identify
suspicious activities associated with advanced attacks that evade signature-based antivirus.

Sangfor Athena EPP — a Modern EPP Solution
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To stay ahead of the latest threats, Athena EPP integrates with the Sangfor Neural-X threat intelligence and
analytics platform, which collects threat intelligence feeds from extensive sources. This constant stream of

updated intelligence ensures that Athena EPP remains prepared to handle any emerging threats.

Additionally, its response capabilities are fast and automatic—blocking ransomware within as little as three
seconds to minimize damage. Athena EPP also enhances investigation by uncovering the root cause of
incidents and identifying other affected assets, facilitating comprehensive eradication and strengthening the
system’s defense. By integrating with Sangfor’'s network security solutions, Athena EPP enables threat
correlation to enhance detection accuracy and enables a coordinated response across both endpoints and the

network.

Simplified Operations and Maintenance

Beyond threat detection and response, Athena EPP streamlines operations and maintenance (O&M) through
comprehensive endpoint management capabilities. Organizations can proactively scan endpoints for
misconfigurations and vulnerabilities—gaps that attackers could exploit. Addressing these risks early helps

prevent potential breaches, reinforcing overall endpoint security and supporting regulatory compliance.

Architecture of Athena EPP

Sangfor Athena EPP

Prevention - Endpoint Assets Management - Vulnerability & Patch management - Security Base-line Check
Defend - Ransomware - Brute Force Attack - Backdoor - Botnet
Detection - Malicious File - Vulnerability = - Web Shell
Respond - Testification - Threat Position - File Quarantine « Host Isolation - Correlation
£
o
s Agent Web Console
]
o

Centralized policy management ensures consistent protection across all endpoints, while remote
troubleshooting capabilities enable security teams to resolve issues without physical access to devices. These
features help reduce operational complexity, enhance security efficiency, and ensure that endpoint security

remains resilient and adaptable.



@ > Sangfor
s SANGFOR .\@ g

4 Athena EPP

Application Scenarios
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Risk Scenario:

Enterprise endpoints are widely deployed across multiple office networks. Attacks from unknown malware and
ransomware can significantly impact business-critical applications, compromising the security of the

organization’s data and business operations. The risks are high due to:

GOR Insufficient capabilities and resources to detect and respond to advanced and
0) unknown threats, thus unable to provide a proactive defense.

Reliance on manual security operations processes is inadequate for addressing
fast-moving and complex threats, thereby exposing organizations to a wider attack

surface.

Why Sangfor Athena EPP is Effective:

1. With Al and Neural-X threat intelligence, our static and behavior analysis detection capabilities provide
comprehensive threat defense capable of detecting and preventing known and unknown malware, including
APTs and ransomware.

2. Attack surface reduction capabilities complement malware detection and prevention. Athena EPP offers
vulnerability detection and patch management to help organizations strengthen their security posture and avoid

security breaches on vulnerable operating systems and applications.
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Risk Scenario:

Server

While most organizations have deployed network security solutions like firewalls, intrusion prevention systems,

and other border gateway devices, their lack of integration with endpoint security results in ineffective detection

and response.

Due to the lack of data correlation across devices, advanced threats may go

s ; . . . .
a4 undetected. Without shared threat intelligence, these devices cannot provide a
cohesive defense, potentially allowing sophisticated attacks to evade detection.

Even if a network device detects a threat, the lack of integration between the network

endpoints, remaining unaddressed.

) r‘—] and endpoint solutions results in incomplete visibility to fully assess the impact and
L’Q eradicate the threat. This allows threats to re-enter through other network points or
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Why Sangfor Athena EPP is Effective:
1. Athena EPP integrates seamlessly with Sangfor Neural-X, Athena NGFW, Athena NDR, Athena XDR, and
Athena SWG, creating a comprehensive defense across the cloud, network, and endpoint. Threat information is

shared across the integrated solutions in real time.

2. Response is fast and efficient through integration synergy. Threats detected on Athena NGFW or Athena
NDR can be responded to directly through Athena EPP without the need to operate multiple consoles.

3. No dependencies on third-party solutions. Integrating Sangfor’s network and endpoint solutions does not

involve complicated configurations and eliminates compatibility issues due to third-party reliance.

Advantages and Characteristics

Ransomware Protection and Recovery

Sangfor Athena EPP Key Capabilities

Protects against all types of ransomware through static and dynamic Al-based detection
engines.

Detects suspicious ransomware-related processes and blocks them
to ensure minimal impact on users’ assets.

Ransomware indicators of compromise are collected from over 12 million devices
deployed with Athena EPP, allowing it to achieve a detection accuracy rate of 99.83%.

In addition to existing ransomware protections, such as honeypot and RDP two-factor
authentication, Athena EPP provides ransomware recovery capabilities. These include file

@ recovery and recovery via Windows Volume Shadow Copy Service (VSS) snapshot backup
to fully secure and restore your data in case of ransomware encryption.
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28 Windows A U Files will be deleted if the backup repository does not have enough space. Please restore important files promptly.
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File Recovery Enable password authentication for “encrypted file restoration® C:\Users\Administrator\Downloads\deskto... 2828 To Be Rest..  2023-09-22 18:28:14 Copy
Password : C:\Users\Administrator\Downloads\edr_ins.. 20.0M8B To Be Rest... 2023-09-22 18:28:14 Copy
Backup Repos... Single File Size Uimit: | 50 MB | P C:\Users\Administrator\Downloads\aes _ins. 14.6M8B To Be Rest. 2023-09-22 18:28:13 Copy
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C:\Users\Administrator\Desktop\text\1302... 9388 To Be Rest... 2023-09-22 18:227:19 Copy
Enable snapshot-based ransomware recovery ® B  C:\Users\Administrator\Desktop\text\1302. 6498 To Be Rest... 2023-09-22 18:227:19 Copy
Backup Reposit... Max Ratio of Total Backup Size to Disk Space 50 % 27 -
. .
Al-powered Malware Detection Engine
Unlike traditional antivirus engines, Engine Zero has adopted
artificial intelligence (Al) featureless technology, enabling
effective identification of unknown viruses and variants, including
those unlisted in the antivirus database. Sangfor Engine Zero

Sangfor Anti-Malware Engine
Official performance testing conducted by AV-TEST awarded Artificial Intelligence Based Non-Signature Engine
Sangfor Athena EPP a perfect 6 for Protection, Performance, and Detect Unknown Malware Accurately

Usability, earning it the AV-TEST "TOP PRODUCT" award.
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Complete Antivirus Protection for Business PCs Antivirus Solution for Business Efficiency

Industry
average

August
2023

July
2023

CAT

6.0/6.0

Protection against 0-day malware attacks, inclusive of
web and e-mail threats (Real-World Testing)

306 samples used

Detection of widespread and prevalent malware
discovered in the last 4 weeks (the AV-TEST reference set)
18,589 samples used

Protection Score

Figure 1. Sangfor Athena EPP Protect test results for Protection
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Figure 2. Sangfor Athena EPP Protect test
results for Performance
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Sangfor Athena EPP Certifications and International Awards

Athena EPP achieved a 95% “Willingness to Recommend” rating in Gartner Voice of the Customer (VoC) for Endpoint
Protection Platforms (June 2024). This is higher than the average across 17 other vendors highlighted in the report. This

rating reflects the robust performance of Athena EPP and the excellent user experience we deliver.

Athena EPP was also awarded Top Product by AV-Test (December 2023). In the Windows antivirus software evaluation,

we achieved a perfect score of 6 across the three categories of Protection, Performance, and Usability.

Sangfor Athena EPP has achieved the Gold OPSWAT Endpoint Security Certification for Anti-Malware (for Windows). The
Gold certification badge is awarded to security solutions that achieve access control compatibility, ensuring seamless
integration with over 100 leading endpoint security products that leverage the OPSWAT Endpoint Security Framework.
Athena EPP’s achievement of this certification demonstrates its compliance with OPSWAT's rigorous standards and its

commitment to delivering an effective endpoint security solution.

Edition and Features

Gartner

NTEST

‘The Independent I:Security nsttute

OPSWAT.

_ Feature/Module Essential Edition | Ultimate Edition
(] (]

Vulnerability Scan

Remediation

Security Compliance Check
Prevention Asset Inventory

Asset Discovery

TOTP Authentication

Q0 000

Endpoint Behavior Data & Log Collection

Realtime File Monitoring
Ransomware Bait Files
Ransomware Protection

Protection Ransomware Backup Recovery

Q0000

Ransomware Defense
RDP Secondary Authentication (Anti-Ransomware)
Trusted Processes (Anti-Ransomware)

Key Directory Protection (Anti-Ransomware)

Q00 Q0000|0000 0 0
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Edition and Features

_ Feature/Module Essential Edition | Ultimate Edition
(] (V]

Malicious File Detection
Botnet Detection ‘ (]
Brute-Force Attack Protection [}
Coordinated Threat Detection with Athena SecOps ‘
WebShell Detection
Detection Advanced Threat Detection
Suspicious Login Detection o
Memory Backdoor Detection
Reverse Shell Detection
Local Privilege Escalation Detection

Remote Command Execution Detection

File Quarantine

Endpoint Isolation

File Remediation

Virus Mitigation

Coordinated Response with Athena NGFW

AR <IN IN <]

Response

Coordinated Response with Athena SecOps
Threat Hunting
Domain Isolation

Process Blocking

Script File Upload

USB Control

Maintenan
aintenance Unauthorized Outbound Access Detection

Q00000

Remote Support

Application Blacklist
IT Governance Software Metering

QO 0000000V V 000000V V0O

Software Uninstallation

Ultimate Edition is recommended for device linkage scenario and advanced protection.
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