Distributeur a valeur ajoutée de solutions IT
Cybersécurité | Réseaux | Wi-Fi | Stockage

—
L
o

Wireless

Réseaux & Virtualisation

e

CyberSecurity

'./l

Protection

Sécurité IT
Distributeur a valeur ajoutée

Stockage
Sauvegarde

Une solution pour chague environnement



6 SANGFOR | @ SANGFOR HCI

Sangfor Hyper-Converged
Infrastructure

The Best Building Block for Your Future-Proof IT

B www.sangfor.com || Sangfor Technologies



| Digital Transformation in All Industries @ SANGFOR

Government

. E-Government v Smart City
Education @y ® / Service Govemment
v MOOC
v Intelligent Campus

v E-Backpack FSI
v' E-Money
B ® v P2P Loan
B | v E-Payment
- ’
T
T | eee
. O
Medical |
v Remote Diagnosis ;=== ,
v Mobile Health Care ; PR R — i
® @ | v 020
Transportation Manufacturing v Precision Marketing
v Car Networking v" Industry 4.0
v Pilotless Automobile v loT

v" Car Sharing
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| Cloud Enables Digitalization @ ST

» 74% of organizations consider digital fransformation a top priority, with cloud computing being a key component
of these initiatives.

» The pandemic has accelerated digital transformation initiatives by an average of é years for 97% of companies,
with cloud technologies playing a pivotal role in this acceleration.

As-Is Efficiency & To-Be Innovation
People ) *re
Online loT
Process S
Dm-

Agile Al/ML

B www.sangfor.com Sangfor Technologies




| Generative Al Is The Key Driver For Cloud Spending @ SANGFOR

@ O!enAl

QY deepseeie
|

$2.29 Trillion

S$587.7 billion

2023 2032

Data Source: Gartner & IDC

B www.sangfor.com Sangfor Technologies




| Cloud Adoptions Challenges

@ SANGFOR

Security

Managing cloud spend
Govemance

Lack of resources/expertise
Compliance

Responsibility balancing
Cloud migration

Managing mulfi-cloud

% of enterprise respondents

m 2024

Source: Flexera 2024 State of the Cloud Report

B www.sangfor.com
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SANGFOR

| Sangfor Offerings: Transform Your Cloud Journey

Lightweight Consultancy (FREE)

HCI SDDC (FREE) Sangfor Cloud Platform(SCP) SCP (mcﬁgfgzﬁ;’g‘s)”‘v‘”e Sangfor Cloud Center (SCC)
| oSC (Active-Active) | Managed Backup/ DR
| CDP | Services
aDR/ hDR (Active/Standby DR) | | aDR/ hDR | BaaS/ DRaas
*Cyber-Guardians SOC Services Managed Security Services
aSEC (vSecurity) aSEC SECaas
aNET (vNetwork) aNET KubeMgr Container
aSAN (vStorage) aSAN Nano Cloud aaS
asV (vCompute) asv (ROBO appliance) (Shared/
Dedicated)
aServer/ 3rd-Party aServer/ 3rd-Party
aDesktop (VDI) Ent Dist Storage (EDS) SD-WAN SkyOps

Remarks: Cloud Evolution & Cloud Stacks design variance by actual business case. *Cyber-Guardians SOC Services only available in Malaysia now. Cloud Evolution

Page 8 ||
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| Sangfor Cloud Solution Overview

» Simplified, Secured and Value Optimized.

Manufacturing Government Education

FSI

Coo>
Hybrid Cloud

A 4

- - Cloud Management Platform

asVv Compute aSAN Storage

Infrastructure
aSEC Security (VNF) SKE
Physical Core @ ®---—-—-—-- .@
Site
PDC DRC

aNET Network

Container aStor EDS
ROBO

Support

Engineering

Consultancy

SANGFOR

+ Powered by NG-CDI

* Homogeneous Hybrid Cloud

Simplified Operation & Maintenance

Visualized topology

Minimize talent investment

* Infegrated DP & DR

« All'layer security protection

B www.sangfor.com
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| Based on 3rd Gen HCI with Full Convergence @ SANGFOR

25 =

Compute Storage Networking Security

2nd Gen HCI

3rd Gen HCI

Sangfor HCI offers a one-stop software-defined infrastructure that enables customers to smoothly
transition to a unified cloud that is ultra-simplified, highly performing, comprehensively secured and
extremely resilient.

] www.sangfor.com Sangfor Technologies Page 10 |



| The Cloud Infrastructure That Can Support Any App @ SANGFOR

B www.sangfor.com Sangfor Technologies




| Sangfor HCI Solution Framework SANGEOR

- - . (] i _ (]
m= == Datacenter consolidation ] ) Data protection & DR
O— i
[;E] Enterprise application 3 ////// / Enterprise cloud
Operation center Reliability center Security center Reporting center
IT automation DR HA design Micro segment Process control Health check Logs
Multi tenants Visualization & advisor Visualization & advisor Policy compliance
o SV """ I R i [ NEr """ Vol S EC """ Voo G PU """ TN \
' . Lo b a Lo Do :
i y - A ° . . .1 VMware |
i {C} L P @ P U L 3 - '\ vSphere !
Il HCI /" \ N S External
o = AlE E . storage
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| Key Business Requirements for IT Infrastructure

Simplified

Stable

Secvure

@ SANGFOR

High
Performance

B www.sangfor.com
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| Sangfor HCl is Consolidating 3-tier IT

SangiadiiskatiDe DC

ra ([ | r3a r
(NS J
N

ENR 2 .
Q5 20 Switch/Router
AN AN

Sw= == =4E&E=7
il :ol_:ol N __:ol :ol'.__ _ol Server
F ol = o | ol == ° oF== o
I\/\onogemen\‘r--l ------ I-_ I | | | | |
) 4 ) 4
FC o FC o FC
| |
| | |
o — —
= = —— L
o o —

B www.sangfor.com

asSV aSAN aNet
AN
Compute Storage Network

@ SANGFOR

aSEC

Security

Sangfor Technologies




Data Center at Your Fingertip SANGFOR

"::‘ Sangfor Technologies Inc.-Hy = Sangfor Technologies Inc.-Hyp X _5-’- Sangfor Technologies Inc.-Hyr X __5 Sangfor Technologies Inc.-H:

&« C @ %, https://200.200.5.98,

% SANGFOR HCI Home Compute  Networking  Storage Nodes System

Hyper-converged Infrastructure Piatiorm

Summary - Network Devices

&y Edges
@ Switches
g Routers
& rocs

&5 NGAF Appliances
& IAM Appliances

é SSL VPN Appliances

© stopped

redhat

Alarms

Failed

Not Applied

Applying

www.sangfor.com Sangfor Technologies




| Easy Scale-out

SANGFOR

HCI Servers

o

@laga|alalala|ja|a

=
=
=
=
=
=
=
=
=
=
=
=

DO

@

Cabinet

&) Pre-investment 3-5 years in advance
® Data migration for expansion
() Performance bottle neck

t.

o

.

-

G =

ala|a

alala|a

TR
e

Cabinet

.

e

-

,
BT | | T
g

)

=i Je=r) e el e

alajala

=8 =
=es 8 =
= e =
=8 =
=8 =
=es 8 =
= e =
=8 =
=8 =
=es 8 =
= e =

&

Cabinet

5

(L) Start with only 2 nodes

@ Expansion without down time

(L) No capacity limitation

B www.sangfor.com
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| Specific Design for Critical Apps @ N ICEOn

6 steps to launch Oracle RAC cluster

W\

MysqL’

mongoDB . | @
. g SQL Server PoslgrasoL

B www.sangfor.com Sangfor Technologies




| Built-in VMware Management & Backup

~—
—_——
—_
~—
-~
~~ao
~_——
-~

lnHe! |

liHe! |

w [0 |

o
mn

VMware environment Sangfor HCI

@ Built-in VMware lifecycle management

@ Bi-directional migratfion

@ Built-in backup from VMware to Sangfor & instant recovery
@ VMware vSphere 7.0 Support

@ SANGFOR

B www.sangfor.com Sangfor Technologies




GPU Resource Visualization SANGFOR

Summary Snapshot Backup/CDP Permissions Alarms
¢ Reftesh Console > [ shutDown [ Suspend Take snapshot Backup [£ Eait More v

Status

Throughput ¥ | CPU | Memory | 1O Spesd ¥ Last Hour | Last24 Hours

Summary Network Accessible Storage Graphics Card Virtual Network Device

nVIDIA
Graphics Card1 NVIDIA Tesla P40

=i Graphics Card: (1 GPU, 24 GBE)

GPU1: Automated GPU Usage: 0% | Temperature: 37°C

Visualized management for GPU, demonstrating GPU ufilization in real-time

Dynamic display of current GPU’s resource assignment to optimize distribution and utilization

www.sangfor.com Sangfor Technologies



Easy Database Management

Data Protection

Monitoring

Jr saL Server

S & s

One-Primary-One-Replica One-Primary-Two-Replicas

©P Postgresql

SANGFOR

You can create new database instances as well as
manage existing databases with Sangfor DMP.

e ~ - F L

ORACLE SQL Server PostgreSQL

11gR2 / 12cR2 / 19¢c . . 2012 /2016 /2019

<> <> <> <> <> = <> <
- - -~ - -
S 8FY 8 8y |8 ‘s S N8
Single RAC Single 1master Single AlwaysOn Single 1master
host host 1slave host (2 nodes host Islave
Tmaster /3 nodes)
2slaves

www.sangfor.com
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| Unified Plafform for Both VM and Container

Cloud-native

MES

E-com.

Internet

Traditional

Oracle

MySQL

OA

@ SANGFOR

Kubernetes Cluster

Kubernetes Cluster

£
=5

Easy to Use

OOO

__HighlyReliable

L

Unified-Mgmt.

T e ey o B e = & o [ v e s = T B e o B HE & Ty ey —— Wy We HE
i L h o S S i
o e e s e s e B e TEn e e e e

B www.sangfor.com
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| More Simplified in Management

HCI + VDI

Bills  Work Orders L% 0

SC P U nlfled mOnOge menf BS D Wse s SanufurDeshiopswowe rshe 11T Sanoforc 1 [EETIORI> yeL-vin —Nam 11-ubuiLu-des

Coveskertocket Ld RomoryMh Mans

unCpw FouerState

073288542264 4896 [T 15ip.103.200.8)
8376016010664 4996 [TServer<zon. 1
BYLN LIS M6 Hooyun<i. U3 .26, 13
ERP oA 2745918281514 2848 Linlin-redhat?
\ / 41RARRITSAZA  2ACR winAnURPCIA_TAZ 2AA_AY
- - N 1 5225252791170 2840 windows?<10.180.200.7>
171969216296 8192 SCHP(16.103 .260.5
_a 4630136827460 16384 11111
I IZRETIAZATY 2A4R Genens?

H 1

4 1

E 1

H 1

» '

2 1

1 1

E 1

» '

4 5274949358176 2048 Cenlus7<HCIE. 7, 0515 [T1&10.103.200.6> 2

4 139449764516 2848 HEIE, P.B73 1o E<18.162.206.6) 2

. : Bt :
VDC BUSIneSS VMS z 1372372916978 4@9% Manage1Q 1
2 72629A3359A48 2048 aClundS B4R Y TFoE0061 1

] 8170969550270 16704 cdewfcenlecuc 1

L 2141247021 16381 dddd 1

z 2401975207990 2948 debian?.BCuheezyl 1

1 ARIZTI4AZIRZ 4A96 11=uhin Aru 1

4 PPGL627E0 400 2040 Lew with docker{208.0> 1

1 6519934900521 3872 shave—scvver—it H-FIE3E% 7 1

H CI C |US Ter 1 12575EEA1899 1 1824 teot 1
1 ZIAIAAZRARITZ | A24 TRerARIS 1

1 25390M6A912 1824 Lest2 1

2 G5277REGA6790 2048 toat? 2

E ELLURRTA byt Bt tectd H

H 1080828109368 2848 TeseS 2

2 6052825431218 4896 wuhw 1

4 69721 EB596540 J872 updote_vm_tesh 1

PS D \Weens\SanqfoxDe skroppoverche 111l if sanntove 11 (EERRN1>
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| Unified Management for Physical, AWS and HCI

Server

amazon
webservices”

Server

@ SANGFOR

Unified mgmt. for hybrid

cloud and multi-cloud:

« Consistent  laaS  user
experience  between
physical, private cloud

and public cloud.

see and manage its
own cloud resource,
simplified  O&M  with
guaranteed isolation

B www.sangfor.com
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S'I'q b I e @ SANGFOR
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| Multi Copies & Built-in Backup @ SANCEOR

A A A @ A A A

} = ‘W ] = =o” y - =o"\
Mulfi Coples J
@ Single point of failure @ Inherent multi copies design
@ Additional backup software required @ Built-in backup feature with RPO=1 hour

B www.sangfor.com Sangfor Technologies




| CDP: Data Time Machine @ SANGFOR

10 Mirror

@ Built-in advanced data back up
(L) RPO=0.RTO<5 Min

B www.sangfor.com Sangfor Technologies



| DRS 2.0: Proactively Intelligent SANGFOR

« Dynamic Resource Scheduling (DRS) is a DRS 2.0

- | ..
Peformance & Reliability Scoring Parameters (Partial)
A S [rom | e ]
scheduling cluster resources. By monitoring the * High reliability
. Af B CPU actual / ted |
resource usage of each host, DRS promptly Minimal impact cru S odcaloores
* No performance degradation

migrates VMs to avoid resource hotspots or Actual RAM usage, swap partifion size,
° o o o CEgty., CEstorm, UE emor
uneven loads, ensuring business continuity.

Performance Network Packetloss /error rate
score s
calculated Nel(elelS] Replica location, disk usage
every 10 mins
RAID RAID card reset/backplane and SAS

cable alert

DRS 1.0: Load balancing of hosts is paramount

Health )
| | | | | Peffomance score s HDD bad sectors/ireparable sectors, SSD
Triggered on Does not take Does not Host score’is caleulated Disk life
thresholds; VM workload ider th scoring calculated every 30 :
resho ?' . weorkioads O every 10 mins mins Disk overheat, failure dlert

no forecasting info account performance

or and reliability
recommendations impact after
scheduling

Usage over 70% } Live migration } Low-load

Load gap over 30% Running location host

Triggered m

/\7| s XD
olll =

== oo

CPU/RAM Execution 0 Intelligent Live Miarati
over threshold Migrate ntelligent Live Migration

B www.sangfor.com Sangfor Technologies




| HA 2.0: Proactive Reliability

> HA (High Availability) is an effective solution for ensuring business
confinuity in virtualized clusters. It aims to minimize the impact on
business operations when system software or hardware failures occur.

v
I |
v
v

SANGFOR

Bottom-line function to ensure business continuity

It primarily focuses on
handling failures
when they arise and is
unable to address
potential risks.

Server power

outage

* Motherboard
component
failure

» Storage

service failure

Business

!

network failure

when failure occurs

Only considers data

and resources.

However, failure
could occur due o
extreme scenarios.

SRR e

Lack of monitoring
and assurance of HA
conditions.

* Kills the * Replica
process on available
the source « Sufficient CPU
end resources
* VMrestarts on + Remaining
anew host configurable
memory is
greater than
the VM

Low CPU microcode
version

More comprehensive detection dimensions
More proactive response actions

More intelligent scheduling methods
More visualized operation and maintenance records

Host is atrisk of failure

Infelligent live
migration

Persistent CPU overheating

Host is atrisk of failure

Intelligent ive
migration

Memory ECC enors

Available me mory
resource decrease

Infelligent live
migration

OS disk ifespan ends

Mayleadto hostgoing
oftline

Infelligent live
migration

Only 1 power module
remaining

May lead to host going

offline

Inteligent live
migration

Proactively handles suboptimal
health states through detection
instead of passively migrating when

failures occur

o

Intelligently predicts and
reallocates host resources based on
resource demands instead of
experiencing direct HA failures

Intelligent Live Migration

B www.sangfor.com
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Neitwork Sub-Health Detection & Auto-Remediation

11
e 7Y
Normal
. —

t4

D e

Packet
loss

Packet

loss /

Latency formula: RTT = 14 - 11 - (13 - 12)

The probe generates mulfiple Host
Master virtual MAC address packets, oS
which are distibuted to each
member port through a HASH
load-balancing policy to
detectnetwork latency and
packet loss between links.
API NIC NIC
Controller Agent Detector
B g < Detector Agent
API Alarm info ;
Alarm & Port Isolation
Initiator Responder
Port Port

Host Probing Mechanism:
In the cluster, hosts are aranged in a ring topology where
each host probes up to 5 adjacent hosts. The diagram
illustrates the probing links between hosts A, B, and C.

SANGFOR

Link aggregation provides protection against scenarios where port failures or
optical module unavailability directly cause single-link failures by
automatically switching to redundant links. However, it does not address
network performance anomalies caused by opfical aftenuation - such as
latency or infermittent connectivity - and continues to use the degraded link
for packet fransmission, ultimately resulting in service slowdowns. These issues
are particularly challenging to diagnose, requiring significant troubleshooting
fime and resulting in prolonged business impact. Sangfor's network sub-
health detection technology addresses this by generating multiple virtual
MAC address packets that are distributed across member ports via a HASH
load-balancing algorithm. This method proactively measures inter-network
latency and packet loss to rapidly idenftify problematic links.

The detection process works as follows: The initiating HCI physical nefwork
port sends probe requests, which are received and responded fto by the
destination HCI host. If the initiating port receives the corresponding response
packet, the probe is considered successful with no packet loss. Failure to
receive a response is recorded as packet loss. When port latency or packet
loss exceeds predefined thresholds, the system evaluates whether
remediation conditions are met and executes appropriate actions when
thresholds are breached.

Remove faulty port from the

aggregation group Shut down the faulty port

Storage Ports

For active/standby aggregation:
Shut down the port
Other aggregation modes or
standalone non-aggregated
ports: No action taken

Remove faulty port from the
aggregation group

Non-Storage
Ports

B www.sangfor.com
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Storage Sub-Health Detection & Reliability Enhancements

In storage virtualization, a new service 1/O latency awareness module has
been infroduced. This module determines disk sub-health status by
analyzing 1/O latency combined with disk defection results. When
identifying slow I/O replicas, it forcibly returns results to prevent service
slowdown while silently handling the affected replica. Subsequent I/Os are
configured by default to avoid reading from this replica. However, before
Disk 1 is micro-isolated, replica A can still be read if another replica B
becomes abnormal. Compared to current industry practices that only
detect disks, this mechanism offers three key advantages: timelier slow
1/O processing, smaller impact scope, and more accurate identification.

T IO request

HostOS
aSAN

~I

-
-
-
-’

o
2 E =

a/b represents two replicas of the same data

The system actively collects storage I/O latency statistics for every path
of each LUN at the kernel layer (reference diagram location @—1)),
enabling high-accuracy identificafion of storage performance degradation.

Automated Sub-health Path Handling For idenfified sub-healthy
external storage paths, the system executes:

+ Alerling - Immediate noftification of path anomalies

+ Intelligent Isolation - Enforces two critical safeguards:
1. Never exceeds 50% isolation of available paths
2. Always maintains at least one active path

This dual-protection mechanism ensures minimal business impact during
remediation.

I 4
HostOS @ l | @
Linux kernel
A A A A
Multipath A Sub-health path

[NeYlelilela!

B www.sangfor.com
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Disk Bad Sector Prediction And Repair (with aSAN) @ SANGFOR

SMART data Training
\. 2 o Prediction Repair
ngzm?:’e et : T",-‘ .

. /nformv"on collecting module Result output: Disk A will be Data is repaired
A bad sector will | scannedin priority } once the bad
occur on disk A in the daily sectoris
in 7 days scanning fask confirmed

Scan triggering module Predictor

B— —

> The time it takes to discover bad sector is reduced from weeks to 1 day, minimizing

data loss risk.

www.sangfor.com Sangfor Technologies




| Sangfor Disaster Recovery Management (DRM)

a

SANGFOR

Heterogeneous DR (hDR) aDR SC

x86 x86 x86 x86 x86 x86

e

- Active-Passive

City A

B www.sangfor.com Sangfor Technologies




| Sangfor Active-Passive Disaster Recovery @ N ICEOn

VM VM VM VM VM VM VM VM VM VM
> Integrated and easy to use
Virtual network Virtual network 9 Y

» Local backup + remote

& 8-8

replication
HCI 220> HCI
Sync data to
[ﬁ] DR site [ﬁ] > Flexible RPOs, min. 1s
EELEE] | o Bk o
s = = = | e s = = = |
Site A Site B

B www.sangfor.com Sangfor Technologies




| Sangfor Active-Active Stretched Cluster @ SANGEOR

Site C

e o e
RTT<=5ms

site A J

-

k Site B y

B www.sangfor.com Sangfor Technologies




| Sangfor heterogeneous DR (hDR)

Prmary DC B Remote DR On-Prem or Cloud DR
CDP hot DR
P
/ DR Appliance
CDP/ data

CDP/ data as-sync from source
clients fo On-prem DR Appliance

DATA

Phy Server

X86 Phy Server

Virtual Machines

Agent-less

Appliance
= -
R

= Replication
On-site DR
Appliance

as-sync from

SANGFOR

source clients
to Off-site DR

. Local+Remote DR

APP

=+ WinspurliDA L

openstack Heterogeneous DR

Agent-based

3£

€

Sangfor
HCIl/Cloud

B www.sangfor.com
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(] (]
Backup Copy to S3-Compatible Object Storage SANGFOR
Features Target Users Competitors Values
1. Improved data protection with backup copied to S3, supporting encrypting backup files.
Backup MSP, CSP: VMware, . . . oo .
copy 10 $3 HCI4SCP+53 Veeam, AWS 2. Reduced cost of off-site backup and archiving, lowering TCO and O&M difficulties.
3. Better data compliance (especially for the European market).

A MySQL database VM needs to be configured on HCI to store metadata. 200GB disk space is required for 100TB of backup data.

Add New Datastore

° Select Node

Local storage () Object storage

a 53-Compatible Storage

@ Wasabi Cloud Storage

o Connect to Database

AWS  smazon cloud Storage

o Basics 0 Select Datastore

Database:

Server:

Port:

Username:

o Select Node

admin

www.sangfor.com
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Backup Ecosystem Integration

@ SANGFOR

Agent-less backup support for Veeam and Veritas.

T 7 _ 7 ~ _ - Backup/
Restore
Fé"'":
|
Agent-less Backup :
%
VMware SANGFOR VMware SANGFOR ;;
— E e 1 B
CESXi ESKI ESXI sV asv asv CESX ESKI ESXi sV asv asv — =

B www.sangfor.com
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Secure

@ SANGFOR

EXN

B www.sangfor.com
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| Sangfor HCI Security Architecture

HTTPS Login

Anfi-blasting

2FA Login

Weak pwd detection

Idle session fimeout

Resource Access Mgmt

IP/MAC Whitelist

Built-in WAF

AD

. Host Protection

Log Audit (LAS) =

Database Audit

Asset Identification
Event Mgmt
Vulnerability Mgmt

Built-in Network Security*

Operation Log

Audit Log Backup

Risky Behavior Alert

Security Event Monitoring

Security Monitoring
Dashboard

SDL

Code Obfuscation

Code Vulnerability
Scanning

Penetration Testing

Dependency Mgmt

B www.sangfor.com
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| Maximized Security, Inside out SANGFOR

(8\ End user

Cyber Command

— Q Platform Security
Lo )
= i f E Virtual border switch ) « Cyber Command
= g A correlated service
b aNet vSwitchl z - E vSwitch2
- . J Network Security
. """"" "“"“.;:::::::::::‘T (~-cocmsssame . e '. e VAF
; HC D R e N W g (GEEE AN Web N
! Functional : -~ : : ~ : : - : ‘ Console « Distributed FW
 Module | |V | vm ;"gg 'Y o (@ s | o2 Do
. I I I I I 3
| Endpoint Security
i « Endpoint Secure
i integration
HCI .
Functional Data Security
HIREE . Encrypfion

— Kernel Security
8 « Built-in WAF
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| Working Together with Cyber Command

SANGFOR

Cyber Command

. Q
A

Internet

& sancror & sancror

NGAF Ly NGAF

------2> Receive threat data

——————— > Send execution command

CC detects security threats through network traffic
analysis, NGAF and ES, and then takes action based

on different threats:

. For scenarios like zombie network, CC works with
distributed firewall to quarantine infected cloud host
automatically

. In  ransomware scenario, CC leverages storage
snapshot APl to take snapshot of the infected VM to
minimize loss

. For mining scenario, CC sends command to power off/
suspend the mining VM to avoid unnecessary resource
consumption

. Manual/automated policy: policy can be issued

manually on CC

B www.sangfor.com
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| Automatic Endpoint Protection

é SANGFOR

« Automatic Agent Installation

S
g » Built-in Endpoint Secure
Capabilities
HTTPS/TCP Cloud
Agent B Security * Low Resource Consumption
VMTools I Center
R  File-level Protection for Linux

Installation

B www.sangfor.com Sangfor Technologies




é"} aSEC 2.0 with Distributed IPS

@ SANGFOR

Unified management

Unified security operation

Distributed IPS

=

VM mlgro’non

_,

e o o | /m——— |
Scale-out perf

{
=
U4NOS-UHON

Policy moves with VM
automatically

> 82

VM-level power
on and off

East-west

-
el
Nl

N,
(=38}

East-west bound and
north-south bound
Traffic protection

<
=]

-Ié

5
al

c’“"
?:‘
'

|.\\
N

Business is secured once it’'s online

* No additional deployment and
configuration is required, 1-click security
policy application.

Adaptive security policy
» The security policy automatically follows
the dynamic state of VMs.

Unified management
+ Unified management for both security
and cloud resource.

Flexible and scalable

*  VM-level control granularity

RSN - scole outwithbusiness

B www.sangfor.com
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é Automated Policy Recommendation for Micro-Segmentation @ SANGFOR

» Sangfor HCI 6.10.0 infelligently recommends policies for micro-

segmentation by visualizing aNI (Network Insight) flows. It relies on the Automatically generates access control policies
between business VMs based on their application

effectiveness of distributed firewalls rather than aSEC's distributed IPS EOSY
access relationships from the last 30 days. This

engine. However, this feature belongs to the aSEC component, so it Configuraiion

. . : helps operations personnel configure access
requires an aSEC license, not aNET. The price of the aSEC license remains 2 N - ) < _
control policies more quickly and easily.

unchanged in this version.

| Network Insight

sorsrosposctonrool - 3 ecammenaed ooy e o | o0 - || A | — After generating the policies, a visual preview of
deployment effects is provided to spot
misconfigurations or omissions. This allows for quick
verification and adjustments to ensure policies
don’t negatively impact the business.

The system continuously monitors business access
patterns and raises alerts for abnormal access. This
PO"CY Alerts helps operations personnel identify and address
any misconfigurations, enabling them to promptly
restore application access.

B www.sangfor.com Sangfor Technologies Page 46 Bl



Disk Data Encryption SANGFOR

symmetric Key Encrypted Key 2 » Readlizihg the encryption of images and
KEY2/DK*
snapshoots based on VM disk encryption.

Reliability Operations Center Applicatiq

> Encryption algorithm: AES-256, SMA4.
» Range: one VM with one encryption module.

» Key: one VM with one key.

www.sangfor.com Sangfor Technologies



Disk Data Erasure

{!‘3 Sangfor Cloud Platform

System System Maintenance

Lagin Policies

Account and Password

Scenario

Ensuring the deleted data s
completely wiped from the disk when
recycling storage resource.

Home Resources Reliability

Cthers

* Wiping disk data thoroughly.

+ Customized overwriting strategy.

+ Supporting specific rate of overwriting
and erasure for different cluster.

Operations Center Applicatiq

Note

Users' business system  will  be
interfered in data erasure process
because of occupancy of Disk I/O
and CPU capacity.

The wiped data cannot be
recovered.

www.sangfor.com
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| Panorama of High Performance Capabilities

SANGFOR

Shared disk Intelligent resource engine Database Best Database performance
CPU optimization based on Al analysis Practices Deployment optimization assistant . .
Cache hit ratio
GPU . .
I/O path NUMA technology Huge bAge Memo KMS memory geliile real-fime
opftimization optimization 9¢ Pag Y coalescing monitoring
Disk sub-health
detection
High performance Low Latency Network Zero Independent Forwarding Network card
S . DPDK : I
network card Optimization Copy Technology Core Design inferrupt binding
Latency real-time
Hard disk analysis
. - Adaptive Cache Replacement Cross-host read
Data tier-ing I/O localization Algorithm cache Clreclia
Switching network perforrrqnce
shIcDJ(r]dfi?\g Adaptive Striping Data multi-copy distribution Data Balancing analysis

B www.sangfor.com Sangfor Technologies




| Full-stack Performance Optimization SANGFOR

1610 3 nodes, 2* NVMe + 6* HDD + Turbo + 25G RDMA

1270 Sangfor B Vendor X
975

445 540
250 .
|

4K rand. read 4K rand. write 4K rand. 7/3
IOPS/k IOPS/k

Network

SR-IOV Low Latency Transmission
» DPDK data processing optimization
* Network forwarding process affinity

Compute Storage

Heavy-load VM Intelligent Scheduling

. D]} Turbo SPDK Kernel Acceleration
* Large-core V'M .CP'.J scheduling RDMA 20% higher network performance
elslilgglrelilely Oracle DB performance optimization >90% bandwidth utilization across hosts
* NUMA resource affinity 50% higher throughput
10% increase in overall DB performance 20% higher IOPS
20% increase in CPU SChedUIing efﬁCienCY 20% higher performqnce than peers o hig

; . : 35% higher write perfformance
10% increase in resource reservation

B www.sangfor.com Sangfor Technologies




" Greatly Reduced IO Latency with SPDK Turbo and RDMA @ SANGFOR

» SPDK (Storage Performance Development Kif) is a toolkit used to build high-
performance storage applications. In the virtualization layer, Sangfor HCI
utilizes SPDK vHost fechnology to run VMs in user space, enabling 10 streams
to bypass the kernel and access hardware directly, thereby reducing the
scheduling performance overhead caused by virtualization traps.

» With Turbo acceleration based on SPDK vHost, average latency for large
block mixed read-write operations is reduced from 4ms to 2ms, improving
throughput efficiency by approximately 50% while increasing small block
IOPS by over 20%.

Huge page sharing

l vhost-user management

VS storage
service

Shortened IO path Reduced bottleneck

Reduced data copy Multi-thread slicing 1O

Wl www.sangfor.com

» RDMA (Remote Direct Memory Access) allows computers to directly
fransfer data to memory without involving the operating system, thus
avoiding the performance overhead of fraditional TCP/IP network
profocol stack in system calls and memory copying. Distributed storage
based on RDMA significantly reduces data fransmission latency between
different nodes and improves storage network efficiency.

» Sangfor HCI infroduces RDMA in virtual storage using the RoCE v2

Sangfor Technologies

protocol. Combining single and dual-sided communication, it boosts write
performance by over 35% and outperforms competitors by 90% in small
block write scenarios.

Single VM, 32 concurrent 4k
random writes

50% Higher Performance
160

100

The NICs and switches must
support RDMA protocol ETCP/IP  RoCEv2

Page 52




6 Fully Optimized Network Performance SANGFOR

Sangfor HCI Network Performance Test

Virtual switch 23Gbps
Single flow
Virtual router 23Gbps
Intro-host
Virtual switch 46Gbps
Multi-flow
Virtual router 42Gbps
Virtual switch 8Gbps
Single flow
s Virtual router 8Gbps
(20Gbps) Virtual switch 19Gbps
Multi-flow
Virtual router 18Gbps

Low-Latency Network Performance

Flsieal 1o VM to Physical VM to VM
Physical
64 Byte 2.30 s 2.33 s 2.32 s
128 Byte 2.34 us 2.37 s 2.35 us

B www.sangfor.com

Sangfor Technologies Page 53 i

Binds vCPUs to VMs to reduce resource
contention and scheduling overhead. Improves
cache hit rates and stabilizes network latency.

Uses SR-IOV acceleratfion and user-space
profocols to avoid the scheduling
overhead caused by the virtualization layer.

Infroduces low-latency network cards and
application-layertechnologies like VMA or onload to
reduce network overhead from the VM OS.

Groups and schedules hypervisor CPU core and cache
resources to minimize network jitter caused by CPU
resource contention between HCl services and VMs.




| New Product Available Since 2023 — aStor EDS SANGFOR

= & B = ¢ o

VM/DB Docker windows File APP App
A cluster supports multiple storage types of
blocks, files, objects, and big data, using over a
R g dozen storage protocol interfaces, making it
DB/VM . Windows Linux N N : : g q ; q
CMP Container File Sharing File Sharing Applications Applications widely compatible with business applications.

TiSCSI T TCinder TCSI T CIFST FTPT T NFS TSC‘) TSWIFI’ T NFS

development model with rapid iferation, which

applications.
All Flash

Resource Pool Hybrid Disks Resource Pool Consolidation means lower cost on scale out

and  replacement  providing minute-level
7 7 7 expansion of capacity to quickly meet changing
ﬂf“}?ﬁ"&* e 1), ?.”".m“ e i»’j ?f"m“ e e ) ?.""».“ e ""n,j ﬂf""}ia‘"ﬁ" e »}j business needs; Quick adaptation of new

oy - A e ' hardware (eg: U.2 NVMe, Optane memory, etc.)

Server Cluster (Scale Out)

B www.sangfor.com Sangfor Technologies




| New Solution Available Since 2023

@ SANGFOR

SAN

Shop i

‘&,umxinni

aStor

HCI + aStor Use Cases

* Large capacity: aStor provides better per GB cost than HCI in large capacity storage

deployment
* Backup: aStor serves as the backup repository for HCI

 New storage protocols (file & object): applications that require file or object storage

can leverage aStor.

Sangfor Technologies

B www.sangfor.com




| The Best Building Block for Your Hybrid Cloud @ SANGFOR

Homogeneous Hybrid Cloud Subsidiary Sub-Department ~ Remote Access Branch (VD) Sangfor MCS$S

v Unified management ‘ v" Managed Private Cloud
Security consistency 8 X Critical Applications
g A

v v
v" Simple and easy start v" Backup & DR Services
v v

4
N ; / >

Cost effective Hybrid Cloud Managed Services

Sangfor Private Cloud Sangfor Managed Cloud Service AWS Services

[ 1

Q)
¢
O

Hi
ig
Q)
=
wn
oy

(
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| Target Use Cases @ SANGFOR
a ’

* Full  convergence of + Intuitive guiding wizard Integrated backup and * Al-in-one private cloud
compute, storage, for Oracle and SQL CDP to meet various data solution with all the
networking and security, Server to  drastically protection requirements beauty from HCI
massive TCO reduction simplify database set-up

and operations All in one without 3@ party « Smooth  evolution to

« Extremely simplified data data protection software hybrid cloud and multi-
center operation + Optimized architecture to simplify management cloud
with "what you draw is to ensure application and cut cost
what you get performance and data + Cloud-nafive  workload

reliability DR orchestration & testing support

B www.sangfor.com Sangfor Technologies




| Sangfor HCI v.s. Traditional 3-tier Infrastructure @ SANGFOR

NSRS S oOls O ol o GOls o o @

Switches

\
HCl Servers N\

\

SAN/NAS

Rigid architecture, not built to scale out « Distributed architecture, built to scale out
Resource silos, multiple vendors’ products and support + Unified resource pool, single vendor solution and
+ Complex O&M with multiple management planes support
+ Requires IT professional + Single-pane-of-glass management with intuitive GUI
+ HighTCO « Only requires IT generalist for O&M
« Low TCO

B www.sangfor.com Sangfor Technologies




| VMware Turbulence Caused by Broadcom Acquisition @ SANGFOR

Perpetual License Cancellation

Office Closure Staff Layoffs

Partner Termination Repackaged Products

Product Sell-offs Uncertain Future

B www.sangfor.com Sangfor Technologies




| Sangfor’s Solutions to VMware Changes @ SANGFOR

More expensive full subscription
(3yrs: x1.5 / Syrs: x2)

Perpetual & subscription licenses at better prices

Subscription model unacceptable to public sector
buyers due to ownership concerns

Uncertainties surrounding the acquisition are causing Strategic market expansion in APAC and EMEA,
panic among buyers regarding contfinuous and ensuring robust local vendor presence and
localized innovation and support ongoing innovation and support

Users of vSphere Enterprise+ are forced to either
downgrade to the Standard version with fewer features
or upgrade to the more expensive vSphere Foundation

Cost-effective, on-demand software subscription
with no upfront investment

B www.sangfor.com Sangfor Technologies



| Sangfor vs VMware

SANGFOR

Architecture RIPIETE, VSA[Eé)Nriéln \;/Crﬁgj/?rzlg vggglize, SR S aSV, aSAN and aNET are integrated
Management Additional installation and license Included
L4-L7 Virtual Firewall Rely on 3@ party v
S.cheduled snapshots » vV
Consistency group snapshots
Linked full clone x v
Backup Rely on 3@ party v
CDP Rely on 3@ party v
WYDIWYG x v
Data Tiering x v
Data Locality x v
vGPU Not supported by standard edition v
Min. cluster size with 3 data copies 5 )

B www.sangfor.com
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| Sangfor vs Nutanix

Architecture

Virtualization, server and storage convergence

SANGFOR

Virtualization, server, storage, network and
security convergence

Network virtualization Partial %
Security virtualization Rely on 3rd party v
Linked full clone * %
Data fiering x %

CDP Rely on 3rd party %
WYDIWYG x y

Hardware platform

SuperMicro, Dell EMC, Lenovo, Cisco, HPE

All mainstream x86 servers

Heterogeneous deployment of

copies

diff. vendors’ hardware 8 \4
Stretched cluster Not support for AHV (Nutanix's own KVM-based hypervisor) %

Min. stretched cluster size 6
Min. cluster size with 3 data 5 3

B www.sangfor.com
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| Business Benefits Brought By Sangfor HCI @ o

® ® =

Up to 70% TCO 50%

Reduction TTM Reduction Higher Performance

B www.sangfor.com Sangfor Technologies




| Licensing Structure @ SANGFOR

) ) Cloud Micro-
HA DRS DRX Virtual storage caching aNI DFW Y segmentation
: . center
Clone Backup Data Locality Router Switch VAF IPS

B www.sangfor.com Sangfor Technologies




| HCI Roadmap SANGFOR

SCC deployment on-premises (CSP scenario) (2024Q3)

» SCC supports deployment on-premises and manages multiple SCP+HCI

+ Operational capabillities: Metering and billing, payment gateway, tenant self-registration, resource
expiration reminder.

+ O&M capabilities: Operations delegation, SkyOps deployment on-premises.

* DR scenario: On-premises DC DR to off-premises managed cloud.

HCI & SCP 6.11.0 pre-release (2024Q4)
+ Unified physical network configuration on HCI & SCP to improve management efficiency.

-
__ W
. a—
- ‘ + The platform administrator can be assigned the same permissions as the super admin.

SANGFOR
CLOUD

SkyOps 3.0 (2024Q4)

+ Database Monitoring and Performance Diagnosis: Supports Oracle standalone and cluster version
monitoring. Indicators include: configuration parameters, TPM/TPS, table space, index structure, and other
100+ indicators. Provides SQL optimization suggestions according to slow database and failure points.

+ VDC Alert Management: Improve the accuracy of VDC alerts, with a false alert rate lower than 20%.

« aStor Monitoring: Supports monitoring of performance trends, capacity, slow disk, etc.

B www.sangfor.com Sangfor Technologies




| Gaining Momentum With Global Expansion @ SANGFOR

South Africa /." "~@. Hong Kong/Taiwan/Macau

4 ~
S

\*Q Malaysia

\

. @ UsA

-

ltaly

|

® Indonesia

1
®
Thailand @

\

Top 3 HCI software provider in China . —
according to IDC for 6 years
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I SCII‘\ngI' Service Advantage @ SANGFOR

° . ‘
G. : » Tailored service plan
202 ) ) E across lifecycle
Awareness E « Technical account
& Consideration ! manager
! + Local warehouse with
® ‘ ‘ E rapid delivery
r \ s N
Security consulting * Migration and + Policy or !
consulting * Managed cloud opfimization :
T services + Incident response :
Security risk _ and fast rec%ve : » Local fechnical team
assessment * Managed security ry - -
. [ » Local certified partner
Solution design D&R + Fast troubleshooting : ;
. + On-site principal and upgrading : It
Best practices for use o or’rp P . Cloud monitoring & ! + Global support center
cases and industries PP fault prediction S E from EMEA fo APAC
. Automated response ! « English or.locgl language
and workflows ! communication
\_ J \ Y, \_ e
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| Signature Case Study - MOHR

w

6 unit uc appliance >500K iops >60% erficiency

» Too many servers to be maintenanced
» One server, one application, resources is not optimized
» Space become limited with foo many legacy servers in occupation

» Electricity cost increases dramatically

B www.sangfor.com Sangfor Technologies




| Case Sharing @ SANGFOR

» Art Serina Piston & DYNA Metal are both factories » Constant and stable supply
under SERI-WATHANA ENTERPRISE. The provide pistons, » Traditional server + SAN architecture lack local
bearings and other component to major automobile redundancy and HA
companies. As joint venture company with Japan, » Suffered flood disaster in the past which caused
many of the customers are Japanese companies. significant product line downtime

Phase 1 2017 Q3

» Art Serina purchased 3* aServer 2000 for data center consolidation

Phase 2 2018 Q4

» Art Serina got additional 2* aServer 2005 for DR

» DYNA Metal deployed aCloud software on existing servers and enabled DR
» Mutual DR between Art Serina site and DYNA Metal site

Simplified, reliable, one-stop and cost-effective

B www.sangfor.com Sangfor Technologies




Customers Who Chose Sangfor HCI SANGFOR

ADITYA BIRLA

TOSHIBA T annn W, 5 AN

syariah

=

CROWNE PLAZA

‘ 1924k

game

AEAGLE HIGH adana -
investa
2 ) THAI NIPPON SEIKI

e Rajawali Nusindo
RNi Group
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| Sangfor HCI Success Customer Videos @ SANGEOR

« Jakarta Eye Center: hitps://www.youtube.com/watchev=RMOKEIKPKeY

« Ramsay Sime Darby Healthcare: hitps://youtu.be/VvOdx1ZGEzA

+ The Medical City South Luzon: https://youtu.be/TblkxQSTgmc

« J&T Express Indonesia: https.//youtu.be/2GF2UbpGyéY

« fastERA (Italy): hitps://youtu.be/Soltf1LVC8c

B www.sangfor.com Sangfor Technologies



https://www.youtube.com/watch?v=RM0KEtKPKeY
https://youtu.be/VvOdx1ZGEzA
https://youtu.be/TblkxQSTqmc
https://youtu.be/2GF9U6pGy6Y
https://youtu.be/SoItf1LVC8c

6 SANGFOR | @ SANGFOR HCI

THANK YOU!

|| Sangfor Technologies
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Distributeur a valeur ajoutée de solutions IT i ~
Cybersécurité | Réseaux | Wi-Fi | Stockage "

HAFS NETWOKS, Aty
Représente et accompagne les éditeurs et les .
constructeurs pour créer de la proximité aupres des .
partenaires et des clients finaux. T | S

Notre objectif : 4 _ 7
Proposer des solutions qui repondent aux besoins. B /@ -
Accompagner, former et développer pour accroitre le ; 2 ) - B
rayonnement sur le marché francais et en Afrique | B @ - . o U
sub-sahérienne. i e

HAFS NETWORKS AFRIQUE | HAFS NETWORKS EUROPE



Portfolio Solutions HAFS

- NEXT GEN_ >
~ FIREWALL - |

. HSM / HSA V. IZTNAC Ol . EDREal NIPS 2
. ont 1 | . ; - 1 Network Intrusion Prevention
: a : Zero-Trust Network Acce.f.s- : .Endpnmt Detection and Respon'se ! System &

nor .M war . B aoc .M xor . MMviepextcenoip [l was/san:

Network detection and fesponse ~ Web application firewall. - | Load balancer application - | e e Data loss preventlon ., |

HCI/VDI - A - SWITCH - Ol .Wiﬁ /Wirel.esé'. | Wifi Pem.atra.t.ior)-_ Vulnerahilﬁt_.y..'-l ‘Web Vulnera.hi_lify-'

< : o : g TES"HE . k. scanner - - : Scanner *°_
. STRONG - [
‘AUTHENTICATION [ - IAM [ MFA. -

Identity e Access Mandagement . 1

~ NETWORK * -
VISIBILITY. -

. Hardware Token Authentic.aﬁon‘

Network Performance H.oni!n'ring'

HAFS NETWORKS AFRIQUE | HAFS NETWORKS EUROPE


https://hafs-networks.com/hillstone-cybersecurity/
https://www.hillstonenet.com/products/network-security-management/hillstone-security-management/
https://www.hillstonenet.com/solutions/hillstone-ztna/
https://www.hillstonenet.com/solutions/secure-sd-wan-for-enterprise/
https://www.sangfor.com/cybersecurity/products/edr-endpoint-security
https://www.hillstonenet.com/products/network-edge-protection/network-intrusion-prevention-system/
https://www.hillstonenet.com/solutions/ndr-nta-server-breach-prevention/
https://www.hillstonenet.com/products/application-protection/waf/
https://www.hillstonenet.com/products/application-protection/application-delivery-controller/
https://www.hillstonenet.com/solutions/hillstone-xdr/
https://searchinform.com/products/searchinform-dlp/
https://www.synology.com/en-global/dsm/solution/what-is-nas/for-business
https://www.sangfor.com/cloud-and-infrastructure/products/hci-hyper-converged-infrastructure
https://reyee.ruijie.com/en-global/products/reyee-switch/
https://reyee.ruijie.com/en-global/products/home-wifi/
https://hafs-networks.com/secpoint/
https://hafs-networks.com/secpoint/
https://hafs-networks.com/secpoint/
https://neowave.fr/en/products/
https://axidian.com/products-and-solutions
https://extravis.co/products

Portfolio Solutions HAFS

Hillstone @ SANGFOR  SECP®INT

N ETWOTR K S

HORNETSECURITY SEARCHI NF@RM

By proofpoint.

NEO\V e AXidian | CyberShieid log)f MOBOTIX

/ ’ Analyze - Automate + Accel te TECHNOLOGV
NETWORKS Y u ate celera u

0~
(l ; =
IRUCI(USW ~XTRAVIS Wiflyx R AY Ruijie | Rey€ec

Site web : www.hafs-networks.com

sales@hafs-networks.com sales-ci@hafs-networks.com

France Cote d'lvoire
+33 (0)6 51 10 87 49 / (0)9 74 98 52 96 +225 07 89 82 56 49 / +225 07 59 05 85 82

HAFS NETWORKS AFRIQUE | HAFS NETWORKS EUROPE


http://www.hafs-networks.com/
http://www.hafs-networks.com/
http://www.hafs-networks.com/
https://www.hillstonenet.com/more/resources/
https://www.sangfor.com/
https://hafs-networks.com/secpoint/
https://www.vadesecure.com/fr/
https://searchinform.com/products/
https://www.synology.com/fr-fr/products?product_line=ds_plus%2Cds_xs
https://cybershield-waf.com/
https://wiflyx.com/
https://www.ray.life/safeguarding-your-enterprise-the-importance-of-cybersecurity-awareness-and-rays-wi-fi-edge-gateway-products/
https://www.ray.life/safeguarding-your-enterprise-the-importance-of-cybersecurity-awareness-and-rays-wi-fi-edge-gateway-products/
https://axidian.com/products-and-solutions
https://extravis.co/products
https://www.ruckusnetworks.com/products/
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