


Hillstone Networks All Rights Reserved.

Integrative Cybersecurity
Visionary. AI-powered. Accessible.
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Business Snapshot

Global Presence Across 60+ Countries

Global Presence Across 60+ Countries

Hillstone Regional Offices Hillstone Customer Territories

2006
Founded by 

NetScreen Veterans

340+
Core Patents 

(authorized/pending)

280K+
Hardware Devices 

Shipped

26,000+ 100+ 60+
Customers Fortune 500 

Customers
Countries

2000+ 30%+ 3
Employees Worldwide Employees

in R&D
R&D Centers in

US & China
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Over a Decade of Continuous Innovation

Over a Decade of Continuous Innovation

2008

-
2009

2010 2013 2014 2015 2016 2017 2018 2019 2021 2022 2023

One of the first 
vendor released 
multicore firewall

CloudHive, one of 
the first solutions to 

support Openstack & 
Vmware

AI-based NDR 
Solution

Secure SD-WAN 
Solution

360G fully distributed 
firewall architecture

CWPP Solution: 
CloudArmour

One of the first 100G 
firewall platform in the 

industry
First vendor to release an

AI-based firewall

CloudEdge, first virtual 
NGFW supporting major 
public clouds and NFV

1T Data Center Firewall
Platform

AI-powered XDR
Solution

ZTNA

Integrative Cyber Security4 | © 2023 Hillstone Networks | All Rights Reserved.

3.5T Data Center Firewall
Platform



A Visionary in the Gartner 
Magic Quadrant for 
Network Firewalls
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Strong Performer in the 2023 Gartner Peer Insights Voice of the Customer for Network Detection and Response

Strong Performer in the 2023 Gartner 
Peer Insights Voice of the Customer for 

Network Detection and Response

4 Consecutive Years of Customers’ Choice in the 
Gartner Peer Insights Voice of the Customer for 

Network Firewalls
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Centralized Security Analytics, Management and Operations

isource HSM/vHSM HSA/vHSA CloudView
Hillstone Security Operation Platform Hillstone Security Management Platform Hillstone Security Audit Platform Cloud Security Monitoring & Analytics

EDGE PROTECTION CLOUD PROTECTION SERVER PROTECTION APPLICATION PROTECTION

A-Series

x-Series
Data Center NGFW

S-Ser ies
Network intrusion

CloudArmour
Cloud Workload Protection Platform

CloudHive

CloudEdge
Virtual NGFW Solution

I-Series
Server Breach

(sBDS)

AX-Ser ies

W-Series

SD-WAN ZTNA Micro-Segmentation CWPP NDR XDR
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A Future-Ready NGFW

A Future-Ready NGFW
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A Future-Ready NGFW

A Future-Ready NGFW

A-Series with Advance Hardware Architecture

Excellent 
Expansion 
Capability

Advanced 
Threat 

Protection

Smart Policy 
Operation

High 
Performance

9  | Integrative Cyber Security © 2023 Hillstone Networks | All Rights Reserved.

Multiple 
Deployment 
Scenarios



The Hillstone A-Series: An Overview

The Hillstone A-Series: An Overview

Product name:
SG-6000-A-Series NGFW

Product Highlights

Built on a new generation of firewall hardware 

architecture.

Excellent application security protection performance, 

high-density ports, large-capacity local and optional 

expansion storage, at a better TCO.

Based on Hillstone innovative operating system, 

StoneOS.

Hillstone’s evolution in AI will continue to provide robust

advanced threat detection in the future.
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A Future-Ready NGFW - Extraordinary Performance Based on Advanced Hardware Architecture

A Future-Ready NGFW - Extraordinary Performance Based on 
Advanced Hardware Architecture

A-Series with Advance Hardware Architecture

Excellent 
Expansion 
Capability

Advanced 
Threat 

Protection

Smart Policy 
Operation

High 
Performance
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Multiple 
Deployment 
Scenarios



Advanced NGFW Hardware Architecture

Advanced NGFW Hardware Architecture

Powerful computing Friendly software ecology 
foundation guarantees high for third-party integration

performance

SSL decryption hardware 
acceleration capability: 

alleviates CPU intensive tasks 
from servers

and front and rear-end 
air ventilation in 
compact design

Note: the SSL decryption hardware acceleration capability wil l be available via software upgrade in phase 2. A200(W)-IN series do NOT support hardware acceleration; the Hi llstone proprietary hardware acceleration engine is only available for A6800-IN and A7600-IN.

Hillstone proprietary hardware  High-density interfaces,
acceleration engine: 

significantly improves packet 
fast forwarding capability by 
offloading traffic from CPU
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High Performance 
Highlights & Values

• High Firewall Throughput
• High firewall throughput up to 280 Gbps

• Meet the high-traffic needs in scenarios like data centers

• High Application-Layer Performance
• High IPS throughput up to 70 Gbps with 2QSFP+ module

• High level of concurrent sessions up to 42 Million

• Meet real-world network security needs

• Powerful Fast-forward Capability
• Ultra-low latency in packet forwarding within a few microseconds

• Meet the requirements of latency-sensitive scenarios



A Future-Ready NGFW - Excellent Expansion Capability

A Future-Ready NGFW - Excellent Expansion 
Capability

A-Series with Advance Hardware Architecture

Excellent 
Expansion 
Capability

Advanced 
Threat 

Protection

Smart Policy 
Operation

High 
Performance
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Interface & Storage

Multiple 
Deployment 
Scenarios



Excellent Access Capability with Advanced

Excellent Access Capability with Advanced
Interface

Platform A200-IN A200W-IN A1000-IN A1100-IN A2000-IN A2600-IN A2700-IN A2715-IN A2800-IN A2815-IN A3000-IN A3600-IN A3615-IN A3700-IN A3800-IN A3815-IN A5100-IN A5155-IN A5200-IN A5255-IN A5500-IN A5555-IN A5600-IN A5800-IN A6800-IN A7600-IN

Fixed I/O

Ports

5 * GE, 1 *

SFP

5 * GE, 1

* SFP
4 * GE

8 *
GE(RJ45)
(1 bypass 

pair)

8 * GE(RJ45)
(1 bypass

pair)

8 *
GE(RJ45)
(1 bypass 

pair)

2 * SFP+
8 * SFP
8 * GE

8 * SFP, 8
* GE (2
bypass
pairs)

2 * SFP+
8 * SFP
8 * GE

8 * SFP, 8 *
GE (2 bypass

pairs)

2 *
10GE(SFP+)
8 * GE(SFP)

16 *

GE(RJ45)

(2 bypass
pair)

2 *
10GE(SFP+)
8 * GE(SFP)

16 * GE(RJ45)
(2 bypass

pair)

8 * SFP, 8 *
GE (2 bypass

pairs)

2 *
10GE(SFP+)
8 * GE(SFP)

16 *

GE(RJ45)

(2 bypass
pair)

2 *
10GE(SFP+)
8 * GE(SFP)

16 *

GE(RJ45)

(2 bypass
pair)

8 * SFP, 8 *
GE (2 bypass

pairs)

6 * SFP+, 16
* SFP, 8 * 

GE（2
bypass pairs
）

2 * QSFP+,
16 * SFP+, 8

* GE (4
bypass pairs)

6 * SFP+, 16
* SFP, 8 * 

GE（2
bypass pairs
）

2 * QSFP+,
16 * SFP+, 8

* GE (4
bypass pairs)

6 * SFP+, 16
* SFP, 8 * 

GE（2
bypass pairs
）

2 * QSFP+,
16 * SFP+,
8 * GE (4
bypass
pairs)

2 * QSFP+,
16 * SFP+,
8 * GE (4
bypass
pairs)

2 * QSFP+,
16 * SFP+,

8 *
GE(RJ45)

(4 bypass

pairs)

4 * QSFP28
(or 2 *

QSFP+, 2 * 
QSFP28) 

12 * SFP+

8 * SFP+/SFP

4 * QSFP28
(or 2 *

QSFP+, 2 * 
QSFP28) 

12 * SFP+

8 * SFP+/SFP

Wi-Fi/ 
4G
Dongle

4G Dongle

IEEE802.11

a/b/g/n/ac, 
4G Dongle

4G Dongle
4G

Dongle
4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle 4G Dongle N/A N/A

Expansio
n Slots - - - - - - - 1 - 1 - - 2 1 1 2 1 1 1 1 1 1 1 1 1 1

Expansio
n

Module
Option

- - - - - - -

IOC-A-F-
4SFP+-IN 
IOC-A-F-
8SFP+-IN 
IOC-A-F-

8GE-IN

-

IOC-A-F-4SFP +-
IN

IOC-A-F-8SFP +-
IN

IOC-A-F-8GE-IN

- -

IOC-A-F-
4SFP+-IN 
IOC-A-F-
8SFP+-IN

IOC-A-F-8GE-
IN

IOC-A-4SFP+-
IN

IOC-A-
2QSFP+-IN 

IOC-A-2MM-
BE-IN

IOC-A-2SM-
BE-IN

IOC-A-4SFP+-
IN, IOC-A-
2QSFP+-IN, 

IOC-A-2MM-
BE-IN

IOC-A-2SM-
BE-IN

IOC-A-4SFP+-
IN, IOC-A-
2QSFP+-IN, 

IOC-A-2MM-
BE-IN

IOC-A-2SM-
BE-IN

IOC-A-F-
4SFP+-IN 
IOC-A-F-
8SFP+-IN

IOC-A-F-8GE-
IN

IOC-A-4SFP+-
IN

IOC-A-
2QSFP+-IN 

IOC-A-2MM-
BE-IN

IOC-A-2SM-
BE-IN

IOC-A-4SFP+-
IN, IOC-A-
2QSFP+-IN, 

IOC-A-2MM-
BE-IN, IOC-A-

2SM-BE-IN

IOC-A-4SFP+-
IN, IOC-A-
2QSFP+-IN, 

IOC-A-2MM-
BE-IN, IOC-A-

2SM-BE-IN

IOC-A-4SFP+-
IN, IOC-A-
2QSFP+-IN, 

IOC-A-2MM-
BE-IN, IOC-A-

2SM-BE-IN

IOC-A-4SFP+-
IN, IOC-A-
2QSFP+-IN, 

IOC-A-2MM-
BE-IN, IOC-A-

2SM-BE-IN

IOC-A-4SFP+-
IN, IOC-A-
2QSFP+-IN, 

IOC-A-2MM-
BE-IN, IOC-A-

2SM-BE-IN

IOC-A-
4SFP+-IN, 

IOC-A-

2QSFP+-IN,
IOC-A-2MM-
BE-IN, IOC-A-

2SM-BE-IN

IOC-A-
4SFP+-IN, 

IOC-A-

2QSFP+-IN,
IOC-A-2MM-
BE-IN, IOC-A-

2SM-BE-IN

IOC-A-
4SFP+-IN, 

IOC-A-

2QSFP+-IN,
IOC-A-2MM-
BE-IN, IOC-

A-2SM-BE-IN

IOC-A-4SFP+-IN, 

IOC-A-2QSFP+-
IN, IOC-A-

2MM-BE-IN, 
IOC-A-2SM-BE-

IN

IOC-A-4SFP+-IN, 

IOC-A-2QSFP+-
IN, IOC-A-

2MM-BE-IN, 
IOC-A-2SM-BE-

IN

USB
1 × 

USB2.0 1 × USB2.0
2 × 

USB3.0 2 × USB3.0 2 × USB3.0
2 × 

USB3.0
2 × 

USB3.0
2 ×

USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0 2 × USB3.0

Interface 

Highlights
Benefits Value

Large amount of fixed, high-speed I/O ports (high-density up 
to 4 QSFP28)

A2715-IN/A2815-IN/A3615-IN/A3700-IN/A3800-IN/A3815-
IN/A5K-IN/A6800-IN/A7600-IN models support expansion

Native bypass pairs in A1100-IN/A2K-IN/A3K-IN/A5K-IN
rackmount models

All rackmount models provide two USB3.0 interfaces

NGFW can also act as a switch and router; fast data rate support

Throughput increase by adding expansion module :
A3700-IN/A3800-IN: 20 Gbps -> 30 Gbps, A5100-IN/A5155-IN: 25 Gbps -> 
50 Gbps, A5200-IN/A5255-IN: 32 Gbps -> 65 Gbps, A5500-IN/A5555-IN: 40 
Gbps -> 80 Gbps, A5600: 60 Gbps -> 85 Gbps, A5800-IN: 80 Gbps -> 95

Gbps, A7600: 280 Gbps -> 320 Gbps

Bypass capability ensures business continuity

4G access capability

Cost Savings

Increased Performance

High Availability

Future Ready
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Better Analytics and Visibility with Increased

Better Analytics and Visibility with Increased
Storage

Longer Log Storing Time Deeper Analytics Richer Reports Better Visibility

Hard Drive 
(256GB to 1.92TB)

eMMC
(4/8/64GB)
Standard

eMMC 
(8/64GB)
Standard Optional

• eMMC stores:

›  configuration files, signature databases, images, etc.

• Hard drive stores:

›  Network/event/configuration/threat/cloud sandbox logs (up to 6 months)

›  More comprehensive reports

• More analytics capability, including IPS threat packet capture

• The storage size of each module is specified by the system by default, 
and it can be configured

Platform A200-IN A200W-IN A1000-IN A1100-IN A2000-IN A2600-IN A2700-IN A2715-IN A2800-IN A2815-IN A3000-IN A3600-IN A3615-IN A3700-IN A3800-IN A3815-IN A5100-IN A5155-IN A5200-IN A5255-IN A5500-IN A5555-IN A5600-IN A5800-IN A6800-IN A7600-IN

Local
Storage

4 GB 4 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 8 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB 64 GB

Expansio 
n Storage 
Options

0 0
256 GB 

SSD
256 GB 

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

480GB /
960GB /
1.92TB 

SSD

• Store configuration files, signature databases, images, etc.

• Store network/event/configuration logs, reports

• Cloud Sandbox logs or threat logs should be sent to HSM,
HSA or CloudView for longer term storage

• The storage size of each module is specified by the 

system and cannot be configured
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A Future-Ready NGFW - Advanced Threat Protection

A Future-Ready NGFW - Advanced Threat Protection

A-Series with Advance Hardware Architecture

Excellent 
Expansion 
Capability

Advanced 
Threat 

Protection

Smart Policy 
Operation

High 
Performance
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Interface & Storage

Multiple 
Deployment 
Scenarios



Advanced Threat Protection for Known and Unknown Malware

Advanced Threat Protection for Known and Unknown Malware

Pre-breach Breach Post-breach

IPS blocks vulnerability exploitation

IP Reputation blocks risky IPs from accessing servers

URL Filtering controls user access to specified websites

Anti-Virus prevents users from visiting malicious sites and phishing sites

Anti-Spam classifies and prevents potential spam

Anti-Virus responds to known

viruses

Cloud Sandbox responds to

unknown viruses

Botnet C&C Prevention 

blocks the control channel 
and catches intranet bots

Intrusion IP URL Anti-Spam Anti-Virus Cloud Botnet C2
Prevention Reputation Filtering Sandbox Prevention
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Anti-Spam for Real-time Spam Classification and Prevention

Anti-Spam for Real-time Spam 
Classification and Prevention

Key Features

Real-time Spam Classification and Prevention

Supported Spam classification: Confirmed Spam, 

Suspected Spam, Bulk Spam, Valid Bulk

Supports encrypted traffic spam detection 

Works on both SMTP and POP3 email protocols 

Inbound and outbound detection

Whitelisting permits emails from trusted domains

Support multiple languages, formats, or content 

of the message

Structure Patterns

Global Spam Collection (Partner)

Cloud-Based Spam Database

Drop Drop

Email Checksum Query Spam Classification

© 2023 Hillstone Networks | All Rights Reserved.



Cloud Sandbox for Malicious File Detection and Prevention

Cloud Sandbox for Malicious File Detection and Prevention

URL whitelist, file signature 

verification

Cloud-based suspicious samples 

MD5 query for file behavior;

verification and report

Windows/Android/MacOS simulation

Analysis of behaviors including file 

process, registry action, network 
activities

Evasion detection

Identify malicious files

Generate threat logs and reports 

Share threat intelligence

Block threats

NGFW

Signature 

Update
Reporting

Malicious 

Files

Static Analysis/ 

Pre-Processing

Behavior 

Analysis

Cloud 

Intelligence
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Complete Botnet CC Prevention

Complete Botnet C&C Prevention

C2 Address 

Database

DNS Sinkhole 

Detection

DNS Tunnel 

Detection

DGA Domain 

Detection

Hillstone NGFWCore Switch

Bot

HackerC&C Server

Internet
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ML-based Intelligent Treat Detection and Protection

ML-based 
Intelligent Treat 
Detection and 
Protection

Encrypted Traffic Detection

DoS/DDoS Defense

• Auto-configuration for 

flood protection 

threshold via ML-based 

baseline establishment

• Accurate and effective 

DDoS protection with 

automated 

configuration

• Build, train, and real-time 

update the detection 
model

• Better defend against 

unknown threats with 

higher effectiveness

DGA

Detection

DoS/DDoS 

Defense

Encrypted Traffic Detection
• Leverage ML technology to analyze and detect

encrypted traffic without decryption

• Improve the efficiency and accuracy of abnormal 

encrypted traffic detection

ML-based 

Detection

DGA Detection



ZTNA: Enabling Precise Enforcement of Nuanced Privileges

ZTNA: Enabling Precise Enforcement of Nuanced Privileges

Endpoint check & user

authentication

Authorized

user access

Enterprise 

Directory/ IDaaS

Apps Services

ServicesApps

ZTNA

Endpoint

Microsoft

windows

Linux

MacOS

iOS

Android

Access requests

from endpoints

Port opened and 

allowed app list 

sent

Policy distribution (Multiple

gateways)

Centralized 
Management 

(HSM)

ZTNA Gateways

Hillstone

NGFW

Hillstone

NGFW

Hillstone

NGFW

HA / VSYS

Identity-Aware, 
Least-Privileged, 
Secure Access

Award-Winning, 

Enterprise-Grade 
Security Foundation

Centralized and 
Efficient 
Management

High Availability of 
Distributed ZTNA 
Gateways

Single Packet
Authorization

Context-Aware 
Adaptive Access 
Control
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Centralized management with zero-touch provisioning at the edge

VPN over multiple links with intelligent routing

Seamless and comprehensive encryption

Award-winning enterprise-grade security foundation

VPN HUB
(NGFW)

VPN HUB
(NGFW)

VPN HUB
(CloudEdge)

Branch n

CPE (NGFW)

Branch 3

CPE (NGFW)

Branch 2

CPE (NGFW)

Branch 1

CPE (NGFW)

HQ SD-WAN Controller (HSM)

Zone BZone A
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Secure SD-WAN for Distributed Enterprises

Secure SD-WAN for Distributed Enterprises



A6800 / A7600 Front Panel

A6800 / A7600 Front Panel

A6800 
A7600

Power button

CLR button

Power LED

Alarm LED

SSD LED

Power 
supply LED

USB ports

Console port

Management 
port

SFP+ ports QSFP28/QSFP+
ports

Fan LED

HA port

HA LED

Status LED

SSD expansion slot

Air inlet

SFP/SFP+ ports
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Hillstone NIPS Value Proposition2
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Hillstone NIPS – A Comprehensive Network Intrusion Prevention System

Hillstone NIPS – A Comprehensive Network Intrusion 
Prevention System

Advanced Threat 02

Protection Throughout 

the Threat Lifecycle

Better Understanding 03

with Rich and Granular

Reporting

High Reliability to Ensure 

Reliable Operation of the

Network

01 Complete Network Threat 

Detection and Defense

06 Easy Deployment with 

Minimum Network 

Interruption

Simplified and Centralized 

Management for Efficient 

Security Operation

05
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04

Hillstone

NIPS

New Hardware Platform



Context-Aware Detection

Context-Aware Detection

Provide multi-dimensional information including 

risk level, known vulnerabilities, large bandwidth 
consumption, file transfer behavior

Risk awarenessApplication awareness

Accurately identify 3000+ network applications, 

hundreds of mobile/cloud applications, including 
applications with SSL encrypted traffic

User awareness

Accurately identify defined and undefined 

users, and analyze user traffic and 
concurrent connections

DDoS attack Malware

28  | Integrative Cyber Security © 2023 Hillstone Networks | All Rights Reserved.

Brute force attack Vulnerability XSS attackBotnet C&C

Nearly 10,000 intrusion rules and tens of millions of virus signature database to detect and prevent different attacks



Hillstone NIPS Portfolio

Hillstone NIPS Portfolio

Small Business/Branch Medium Business Enterprise

N
IP

S Throu
gh

p
ut

1G S600-IN

3G S1200-INS1060-IN

5G
S1560-IN S1900-IN

S2100-IN

9G S2300-IN

21G

45G

50G

S3500-IN

S2700-IN

S5560-IN

New Platform

Old Platform
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S3900-IN(25/40G 2QSFP+

S5500-IN(45/75G 2QSFP+



Power 
switch

LED USB

slot
Console slot

Management 
slot

8 x GE
Grounding 
protection screw

Fan tray Power connector

Front View

Front View Back View

8 x SFP

2 x SFP+
Hard disk 

expansion slot
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Introduction of Hillstone WAF

Introduction of Hillstone WAF
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Hillstone Web Application Firewall Overview

Hillstone Web Application Firewall Overview

One-Stop Web 

Application 

Security

Signature Based plus

Semantic Analysis Detection

Manage OWASP Top 10 Security Risk.

Intelligent self-learning

Help to find unknown attacks.

Web Asset Auto Discovery

Help admin to find and manage their web 

sites.

01.

02.

03.

SSL Offloading

High performance HTTPS protection
04.

Scalable Performance

Expand performance with Hillstone ADC.

IPv6 Proxy, Dual Stack

Security

Fast IPv6 transformation

Multi-dimension Threat

Analysis

Effective website security O&M.

08.

07.

06.

API Protection

Protect the increasingly used API

applications.

05.
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Dual Detection Engine -
Semantics Analysis + Rule Matching

Dual Detection Engine -
Semantics Analysis + Rule Matching

• Regular Expression

• False positive 

Remediation

• Recursive Decoding

• XSS Semantics

Detection

• SQL Injection 

Detection

• Recursive Decoding

Semantic Analysis

OPTION OPTION

01 02

Sematics

Analysis

Rule

Matching

Dual Detection Engine
30% decrease in false 

positive

Rule Matching
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Full-screen Dashborad for Security Posture

Full-screen Dashborad for Security Posture

Web Application Security Monitoring

Threat

Distribution
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Risky Site 

Statistics

Site

Performance

Site Requests 
Statistics

Top Threat

Intelligence

Risky Site 

Ranking

Latest Site 

Threat 
Statistics

Threat Event

Type

New Threat

Intelligence



Hillstone W-Series Web Application Firewall Portfolio

Hillstone W-Series Web Application Firewall 
Portfolio

Small Business/Branch Medium Business Enterprise

W
A

F Throu
gh

p
ut

600M W120S

1G

1.5G

5G

7G

13G

vWAF

New WAF

4G W1520S

W3320S

W5620S

W7320S

W320S

W620S

WV02

WV04

WV08

WV128G

3.5G W1120S
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High performance application layer throughput

1. Multiple models covering extensive scenarios
Hardware HTTP throughput: 600Mbps~13 Gbps

2. Flexible interface expansion options

3. SSL hardware acceleration

High-density interface with 1U form factor

4. High-end model fixed I/O Ports : 2 x QSFP+, 16 x SFP+,

8 x GE(including 4 bypass pair)

WAF Hardware Appliance Feature Highlights

WAF Hardware Appliance Feature Highlights

Interface expansion slot

36  | Integrative Cyber Security © 2023 Hillstone Networks | All Rights Reserved.



Hillstone ADC Value Proposition

Hillstone ADC Value Proposition
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Hillstone Application Delivery Controller

Hillstone 
Application 
Delivery 
Controller

Hillstone ADC

the Advanced Application Delivery Service

Load 

Balancing

Server Load Balancing 

Link Load Balancing

Global Server Load Balancing

Access 

Acceleration

Website Acceleration

Application Acceleration

Business

Transformation

HTTPS Transformation

IPv6 Migration
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Full-Screen Dashboard for SLB

Full-Screen Dashboard for SLB

Server operation

status

SSL status

Compression and cache

Web server status

Basic device

information
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AX120S-IN

AX120S-IN

Power LED USB

slot

Console slot

Management

slot

8 x GE Grounding screw Fan tray Power module

Front View Back View

Hard disk

expansion slot switch
Air inlet
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Integrative Cyber 

Security

Hillstone Breach Detection System (BDS) I-Series

Hillstone Breach Detection System 
(BDS) I-Series



Hillstone NDR Product BDS

Hillstone NDR Product BDS

Hillstone NDR product detects and responds to 

Advanced Network Threats

Dashboards

ABD/ATD/WEB

NTA/Deception

Risk/Threat/TrafficThreat Correlation

IOCs

Threat Detection Deep Visibility
Digital Forensic & 

Incidence Response 
(DFIR)

Effective Mitigation

Attack Chain

MITRE ATT&CK

Rich Forensic

Admin Actions

Blacklist / Whitelist

Block with Firewall

…… … …
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Visibility: Intranet Risk Monitoring Projection

Visibility: Intranet Risk Monitoring Projection
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Introduction of Hillstone iSource

Introduction of Hillstone iSource
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Hillstone XDR Solution Overview

Hillstone XDR Solution Overview

Intelligence Sharing Logs/Metadata Responses

CloudHIve

Security

devices

Management

Platform

HSM

HSA

CloudEdge

CloudHIve

Intelligence

Center

Cloud 

Sandbox

NGFW

NIPS

NGFW

Data 

Center 

NGFW

Endpoints

vWAF

WAF

BDS

iSource
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Complete Data Collection Across The Environment

Complete Data Collection Across The 
Environment

iSource

HSM BDS ADC

NGFW NIPS

NGFW BDS NIPS CloudEdge vWAF CloudHiveLinux Syslog/ Sysmon

• Metadata

• Netflow

• Parsed logs from 3rd party

• Syslogs

• Sysmon

• Vulnerability reports

UsersBranch Office Campus Networks ServersEndpoints Cloud Data Center
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iSource Feature Highlights

iSource Feature Highlights

Complete Data Collection 

& Full Visibility

• Granular data collection

• Full screen dashboard with rich 

security information

01

Investigation

• Threat analysis via SPL language 

based log search

• Threat insight: displays 

interconnectivity between assets to 
pinpoint the source of attack

• Threat hunting

04

AI powered Threat Detection 

& Analysis
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• Abnormal behavior analysis

• Correlation analysis

• Advanced threat detection

• Threat intelligence interaction

03

Open Platform with High 

scalability

• Support 3rd party logs

• Support 3rd part security device 

integration

• Suupport clustering for scalability

06

Asset Discovery and 

Management

• Auto discovery of assets

• Asset-based threat management

02

Automated Orchestration 

and Response

• Playbook driven orchestration

• Auto responses over enforcement 
points(integrated security devices)

05



Full-screen Monitoring Dashboards

Full-screen Monitoring Dashboards

• Multiple Full-screen 

Dashboards

• Rich Data

• Custom Dashboard Title

• Auto Rotation

Security Overview Dashboard
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Full-screen Monitoring Dashboards

Full-screen Monitoring Dashboards

External Attacks Monitoring
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Full-screen Monitoring Dashboards

Full-screen Monitoring Dashboards

Threat Events Monitoring



ISC6305
5K EPS, 3 Gbps

Hillstone iSource Product Portfolio

Hillstone iSource Product Portfolio

iSource is offered as a software package

Throughput

Event Processing

ISC6310
8K EPS, 6 Gbps

ISC 6320
15K EPS, 15 Gbps

These 3 different models offer different performances and require different hardware configuration
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iSource Software Package Format

iSource Software Package Format
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iSource supports installation in the following environments

Environment Version Software Image Format

VMware EXSi EXSi V6.7
VMDK 
OVA

Linux CentOS7 QCOW2

Windows Windows 10 VHD



More Than 26,000 Customers from All Verticals

More Than 26,000 Customers from All Verticals

Finance
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Education

Other

ISPs

Energy

Carrier



Global Technology Certification and Validation

Global Technology Certification and Validation
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