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MONITOR

ANYTHING WITH iilonetx

MonetX is unified monitoring solution uses industry leading

monitoring frameworks technologies to monitor the health and
performance of the entire IT infrastructure across physical,

virtual, and hybrid IT environments
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KEY BENEFITS

All in one Monitoring Solution

Clear & Powerful Analytics

Real time Dashboards

Alerts & Notifications

Open API Integrations

Customized Reports and Dashboards
Flexible Data Retention

Supports Industry leading protocols
‘ Multivendor Support

Bespoke Customization

Topology Mapping with Real-time visibility ®



MULTI-VENDOR & MULTI-DOMAIN INTEGRATIONS
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But that’s not all!

MonetX comes packaged with over 240 official templates for major and hardware vendors.
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VISUALIZATION

Leverage a large selection of highly flexible dashboards and widgets to get a
comprehensive view of your entire monitored infrastructure

Display and track your infrastructure component states on geographical and
network maps. Receive daily, weekly, monthly, or yearly reports and get a
periodic overview of your infrastructure

Topology
Maps

FG-NETS: Interface wan1(WAN): Network traffic
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SNMP \
Utilize a variety of agentless data collection approaches for the / \. §
distributed monitoring of your end-points from servers and network ®
devices to web applications and cloud deployments.
é(/) “}f\ﬂadbus
Java
|
111 1=0
. 1l il=-

P —
|IIIII
——



ALERTING

MonetX comes packaged with over 30 official
integrations for a variety of ITSM, messaging, and
ticketing vendors, so it's easy to get instant
notifications and alerting.
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Analyze - Automate - Accelerate

Anomaly
Detection

Forecasting

Detect
Problem
Root Cause G Event Correlation

Analysis

PROBLEMS |

React
Predict, detect, and react to problems proactively with native InstIntly

forecasting, root cause analysis, correlation, and anomaly
detection features. Send alerts, integrate MonetX with ticketing
systems, or automatically remediate detected problems.

&

Alerts Tracking Auto-recovery




Analyze - Automate

NCM DASHBOARD

« Automatic Backups: Never miss a beat—timely configuration
updates are ensured, keeping your network secure and up-to-
date.

» Effortless Configuration Comparisons: Spot changes instantly
and maintain consistency with an intuitive comparison feature.

* Quick Export: Export configurations directly to your PC with
ease for offline analysis or archiving.

e Remote Command Execution: Send commands via SSH to
one or multiple devices at once, all from the comfort of your
dashboard.




SIMPLIFY NETWORK VISIBILITY
WITH SEAMLESS IP MANAGEMENT

» Advanced solution for network operations

» Gathers detailed IP data from all devices, including Interfaces,
VLANs, Virtual IPs (e.g., HSRP, VRRP)

n

Count per Vendors Top 10 Subnets by % IP Address Used

Gou e ot « Access critical information in one centralized dashboard:
Interface descriptions, VLAN names, Subnets & Statuses

« Remote Command Execution: Send commands via SSH to

TR | one or multiple devices at once, all from the comfort of your
dashboard.
1P Availability Summary Top 10 Open Ports r
o e S , .  Easily track IPs and streamline troubleshooting

192.168.10.2 new device CISCO_NX0S
192.168.10.50 DXB_USE_0341 cisco_los
192.168.0.5 NETS-live CISCO_I0S
192 16802 FG-NETS fortinet
192.168.0.8 NSO-SW1 huawei
192.181.12.12 sasd fortinet

192.168.0.3 sasd fortinet

192.88.12.121 CiSCO_NX0S




lifonetx

USE CASES

Conditional Monitoring: Monitor KPIs for critical IT services
based on infrastructure health and analyze the real-time
impact of device failures.

SLA Monitoring: Define and track service level targets for
availability and performance, ensuring SLA compliance.
Event Correlation: Analyze trends and quickly identify
performance bottlenecks.

Power vs Link Failure Detection: Pinpoint device
unavailability causes (power vs. link) with distinct SLA
reports.

Faster Resolution: Detect performance issues early with
real-time visibility to minimize downtime.

Unified View: Provide a 360-degree view of the network, IT
assets, and applications to anticipate and resolve issues
efficiently.

Analyze « /
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MONETX: ENHANCING

HOSPITALITY IT EFFICIENCY

In the hospitality industry, where guest satisfaction is paramount, a robust IT
infrastructure is essential. MonetX, an advanced monitoring platform, ensures
seamless hotel operations by providing real-time visibility into network health,
applications, and loT devices.

With MonetX, hotels benefit from uninterrupted Wi-Fi, efficient energy
management, and proactive issue resolution. It monitors smart room systems,
security devices, and Property Management Systems (PMS), enhancing guest
comfort and safety.

For hotel chains, MonetX offers centralized monitoring, ensuring consistent
performance across multiple locations. Its proactive maintenance capabilities
detect issues before they disrupt operations, keeping hospitality services
smooth and efficient.
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lifionetx EXTRAVis

Analyze * Autc

SCALABILITY AND g
REDUNDANCY N

» Collect data even during unexpected network outages by
distributing your monitoring across remote locations such as ) o o .
data centers and branch offices all over the globe. 5

« MonetX provides a native host load balancing solution by amf « I o o amf amg %
allowing users to configure proxy groups and balancing Standb Activ Proxy Proxy Proxy —
hosts across proxies within a proxy group. L ’ ) ) . 1 : ) . 1 2

MonetX Server Cluster MonetX Proxy Group MonetX Proxy Group



Remote Location / Distributed
Monitoring Environment

Data Sources
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MonetX web interface
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Provides a robust set of internal permission and MonetX database Optional Vault
compliance mechanisms as well as TLS encryption
support for incoming and outgoing connections. @
Encrypted connections to PSK/Certificate
remove data centers encryption
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WHY MONETX?

Our enterprise IT infrastructure monitoring software can
deploy anywhere and monitor any device, system, or app
in any environment while providing comprehensive data

protection, easy integration, and limitless visualization
options.

Problems Latest Data

Name

Host groups | type here to search

IP

Not classified

Information

Interface

Linux-MonetX _1.0 192.168.10.149:161

usama test switch 192.168.10.14:161

Warning

Average

Availability
SNMP

SNMP

Discovery

Show hosts in maintenance

High

Disaster

Tags
class: os target: linux

class: network target: cisco target: cisco-ios

Analyze «

Any  Enabled | Disabled

And/Or = Or

Contains

Show suppressed problems

Latest data

Problems
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INDUSTRIES

%) HEALTHCARE

The average modern hospital relies on tens of thousands Of
connected devices and manually checking each one For anomalies
simply isn't practical. With MonetX, hospital IT teams receive
potentially life-saving alerts if anything is out of the ordinary.

ﬁ FINANCE

Financial institutions depend on their networks to maintain
connectivity and productivity. MonetX allows banks to proactively
detect and resolve network problems before they turn into major
business disruptions, improving uptime and efficiency.

% EDUCATION

In an age of digital course materials and resources, schools and universities
can't operate without properly functioning IT infrastructures. MonetX has
proven itself to be a simple, cost-effective method of monitoring
geographically distributed campuses and educational sites.

71T GOVERNMENT

Network monitoring is critical for government agencies, as downtime can
bring a halt to vital public services. MonetX keeps watch on your
infrastructure and network utilization, making it easy to stay ahead of any
issues and keep your systems running.

' RETAIL

Retail environments increasingly depend on network-connected
equipment, so they can't get away with monitoring only a subset of their
connected devices. MonetX makes it possible for retailers to easily monitor

every port on every network device.

@ TELECOM

Millions of massive-data devices are currently connected to networks and
generating value for communication service providers. By keeping track of
network health and performance, MonetX can improve customer
experience and drive growth.
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MONETX USE CASES IN
THE HOSPITALITY INDUSTRY

NETWORK & WI-FI MONITORING

| Ensures stable, high-speed internet for guests and staff.
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{#% SMART ROOM & IOT DEVICE MONITORING

Tracks lighting, temperature control, keyless entry, and guest room sensors.

PROPERTY MANAGEMENT SYSTEM (PMS)
INTEGRATION

| Monitors PMS health to prevent disruptions in reservations, check-ins, and
billing.

@ SECURITY & SURVEILLANCE MONITORING

Tracks |IP cameras, access control systems, and alarm systems in real-

time.

ENERGY MANAGEMENT OPTIMIZATION

2@

ﬂnﬂ_lu

Monitors HVAC systems and power consumption to reduce energy
costs.

MULTI-LOCATION HOTEL CHAIN
MONITORING

| Provides a centralized view of IT operations across multiple properties.

2@

ﬂnﬂ_lﬂ

PROACTIVE MAINTENANCE & ISSUE
PREVENTION

| |dentifies and resolves IT issues before they impact operations.
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Automate your monitoring endpoint onboarding and

offboarding workflows, automatically discover, filter, and Configuration
. . . ) import/export /=_\
start monitoring existing resources, and integrate T
. : Data Export e
MonetX with third-party vendors. o O
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Automatic monitoring

endpoint onboarding/

offboarding

System resource hardware
component, sensor,
application, and service

discovery

Automate configuration
changes and export MonetX
data with MonetX API

Stream Metrics and events
to message brokers, data

lakes and AI engines.
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Analyze - Automate - Accelerate

INTEGRATION WITH
S I E M and Reports

SIEM aggregates and analyze activities for entire
company’s infrastructure. It helps organizations in
detecting potential threats & vulnerabilities before
attacker disrupt business. SIEM collects security data
from network devices, servers, domain controllers,
mobile devices.

Android Device
Integration

Easy Adoption and Web and Desktop
Deployment Application
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FEATURES OF MONETX SIEM

Log Analysis and Log P Security and logs data
Management \\/ Analytics

Intrusion & Vulnerability , - . t
Detection \\/ Configuration Assessmen

Custom Dashboard &

/
Reporting 7  Web and Desktop

/ Compliance Reporting (ISO 27001,
\‘/ GDPR, HIPAA, NIST, PCI DSS & NESA)

A

Analy
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ifionetx EXTRAViS

Analyze «

ADVANTAGES OF MONETX SIEM

Improved and Real-time Threat

/ -
Detection 7  Faster Incident Response
Better Intelligence for Threat p Better Coverage and Threat
Hunting \‘/ Visibility

y Improved Incident Response and
7/ Reporting



Log Collection

Log Analysis

Event Correlation

Log Forensics

Security Compliance

Application & Log Monitoring

Object Access Auditing

Threat Intelligence

lifonetx

COMPONENTS OF MONETX SIEM

Analyze « 2

Real Time Alerting
User Activity Monitoring
SOC & C-Level Custom Reports

File Integrity
Monitoring
Log Retention

Advance threat detection & Hunting

Compliance Reporting

Anomaly & Vulnerability Detection



1. Real-time performance/
Monitoring Metrics

« IT Infrastructure

+ Hardware Appliances

+ Network

+ 0S8

+ Applications

= Web Servers

= Database {(SQL & NoSQL)

= 10T Devices

= Native apps

= Dockers K8S and others

2. SIEM

2. Threat Intelligence(TI)
4. Regulation Compliance

5. UPS [/ Power Monitoring

6. Automation Based
Monitoring

7. SLA Monitering

8. Smart Auto Discovery
based on checks

9, Intelligent Alerts

10. Issue Diagnosis and Root
Cause Analysis

11. Live Network Tapology
Diagram

12. Customized Reporting
13. Customized Dashboard
14. Bandwidth Monitoring

15. Service Visibility

16. NCM

17. IPAM

18. Event Correlation

19. Private / Openstack Cloud

20. Public Cloud Monitoring With
Cost Analysis

21. Customized Service Level
Visibility OF Next - Gen
Devices

22. Customized Scripting For
Automation

23. MFA with Google, Microsoft
and Duo Authenticator

24, Customization as per
Requirement

25. Role-based Access Control

26. Condition Based
Natification Triggers

27. CCTV Monitoring

28. Multi-Language

INTEGRATIONS

. Protocols Supported
(SNMP, API & Agents)

w

. SAML /LDAP Authentication

On-prem - Subscription

L

Cloud - Subscription

w

. White Labeling

. On-prem - Subscription

[

Cloud - Subscription

21Tl Sources & MITRE
ATTE&CK Integration

180 27001, PCI-DSS,

HIPAA, GDPR, NIST,
CIS Benchmarking
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Distributeur a valeur ajoutée de solutions IT

Cybersécurité | Réseaux | Wi-Fi | Stockage

HAFS NETWOKS, Fa i

Représente et accompagne les éditeurs et les

constructeurs pour créer de la proximité aupres des e

partenaires et des clients finaux.

Notre objectif :

Proposer des solutions qui repondent aux besoins.
Accompagner, former et développer pour accroitre le
rayonnement sur le marché francais et en Afrique sub-
sahérienne.

HAFS NETWORKS AFRIQUE | HAFS NETWORKS EUROPE

......
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Portfolio Solutions

. NEXT GEN_ .

FIREWALL - -

NDR

Network detection and response

HCL/VDL

STRONG -

“AUTHENTICATION

. Hardware Token Auther.lticg\ﬁqn‘

HAFS NETWORKS AFRIQUE | HAFS NETWORKS EUROPE

* HSM/HSA -

WAF . -

~ Web application firewall v

SWITCH: -

IAM | MFA. - -

Identity er Access Mandagement . ;

ZTNA . -

Zero-Trust Network Access:

ADC

~ Load balancer application -

* Wifi/ Wireless:

NETWORK " .

 VISIBILITY.

Network Performance Monitoring

XDR

Extended Detection e Response

Wifi Penetration-

Testing” -

EDR

Endpoint Detection and Response '

DLP/NEXT GEN.DLP

Data loss prevention . .

" Vulnerability. °
scanner’ -« -

HAFS

NIPS

Network Intrusion Prevention °
System '

NAS/SAN:

Web Vulnerability

Scanner’ " - -



https://hafs-networks.com/hillstone-cybersecurity/
https://www.hillstonenet.com/products/network-security-management/hillstone-security-management/
https://www.hillstonenet.com/solutions/hillstone-ztna/
https://www.hillstonenet.com/solutions/secure-sd-wan-for-enterprise/
https://www.sangfor.com/cybersecurity/products/edr-endpoint-security
https://www.hillstonenet.com/products/network-edge-protection/network-intrusion-prevention-system/
https://www.hillstonenet.com/solutions/ndr-nta-server-breach-prevention/
https://www.hillstonenet.com/products/application-protection/waf/
https://www.hillstonenet.com/products/application-protection/application-delivery-controller/
https://www.hillstonenet.com/solutions/hillstone-xdr/
https://searchinform.com/products/searchinform-dlp/
https://www.synology.com/en-global/dsm/solution/what-is-nas/for-business
https://www.sangfor.com/cloud-and-infrastructure/products/hci-hyper-converged-infrastructure
https://reyee.ruijie.com/en-global/products/reyee-switch/
https://reyee.ruijie.com/en-global/products/home-wifi/
https://hafs-networks.com/secpoint/
https://hafs-networks.com/secpoint/
https://hafs-networks.com/secpoint/
https://neowave.fr/en/products/
https://axidian.com/products-and-solutions
https://extravis.co/products

Portfolio Solutions
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TECHNOLOGY

Site web : www.hafs-networks.com

HAFS NETWORKS AFRIQUE | HAFS NETWORKS EUROPE

HAFS

Distributeur a valeur ajoutée
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R AY Ruijie | Rey€Ec

sales-ci@hafs-networks.com

Cote d’lvoire
+225 07 89 82 56 49 / +225 07 59 05 85 82


http://www.hafs-networks.com/
http://www.hafs-networks.com/
http://www.hafs-networks.com/
https://www.hillstonenet.com/more/resources/
https://www.sangfor.com/
https://hafs-networks.com/secpoint/
https://www.vadesecure.com/fr/
https://searchinform.com/products/
https://www.synology.com/fr-fr/products?product_line=ds_plus%2Cds_xs
https://cybershield-waf.com/
https://wiflyx.com/
https://www.ray.life/safeguarding-your-enterprise-the-importance-of-cybersecurity-awareness-and-rays-wi-fi-edge-gateway-products/
https://www.ray.life/safeguarding-your-enterprise-the-importance-of-cybersecurity-awareness-and-rays-wi-fi-edge-gateway-products/
https://axidian.com/products-and-solutions
https://extravis.co/products
https://www.ruckusnetworks.com/products/
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