
Axidian Privilege

Centralized access management

Assign, suspend, revoke 
permissions and define 
access policies centrally.

Secure remote and third-party access

2FA for enhanced security; 
scheduled access; access upon 
arrival; control of file transfer.

Credential storage

Keep privileged credentials 
in a centralized repository 
and perform regular checks 
of passwords and SSH keys.

Password and SSH key rotation

Set the rotation schedule, 
customize password complexity, 
roll back a password or key to 
restore a target resource.

Built-in single sign-on

Transparent access to 
resources. App-to-app 
password management.

Reduced number of privileged accounts

Discover unmanaged, forgotten, 
and redundant accounts to reduce 
your potential attack surface.

Built-in multi-factor authentication

Password + TOTP in app, 
password + OTP via email, 
push notifications, PKI.

Incident investigation

Text logs, video recording and 
screenshots of privileged 
sessions.

Privileged Access Management Solution 
for Business Continuity and Compliance

The capabilities that stand out are an SSO module that connects to any client application 
plus 2FA which is supported out of the box without any third-party applications needed. 
The base code of Axidian Privilege server is lean and designed for easy integration into 

both legacy and new architecture. Also on the plus side is a thoroughly modern interface 
and UX design which older rivals in the market could take note of.

KuppingerCole Executive View Report

Compliance with local and international regulations

ISO 27001

CITC-CCRF

PCI DSS

SEBI

HIPAA GDPR NCA ECC SAMA

DORA ISA/IEC 62443 And others



Access Protocols:

RDP 
SSH 
HTTP(s)
Telnet 
SFTP 
SCP
PostgreSQL
Any protocol via client 
publication

Supported deployment 
platforms:

Windows Server 2019–2022
Debian 11
Debian 12
Ubuntu 22.04
Ubuntu 24.04
Alt server 10
Alt server 9
Other operating systems 
that meet the requirements

Privileged account search 
and password management

Windows 
Linux
Active Directory
DBMS (MS SQL, PostgreSQL,
MySQL, Oracle, etc.) 
Cisco IOS
Inspur BMC

Supported user directories:

Active Directory 
Open LDAP

Proxy

Remote access 
technologies:

Microsoft RDS 
SSH
RDP Proxy 
PostgreSQL Proxy

Email:

sales-mena@axidian.com

sales-asia@axidian.com

sales-europe@axidian.com

HQ:
Jewellery and Gemplex 
3, JLT, Dubai, UAE

Phone:
+971 4 540-13-68

By choosing Axidian Privilege, your organization gains 
the confidence to protect, manage and monitor 
privileged accounts efficiently, reducing security risks 
and ensuring compliance with industry regulations.

Why choose Axidian Privilege:

Agentless 
architecture

Two transparent 
licensing models

Built-in MFA 
and SSO
at no extra cost

Wide choice of 
authentication 
methods

>> >>
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Customer success cases:

Ministry 

of Latvia

>> Passwords are kept secret from admins

>> 2FA is enforced for privileged accounts

>> Full visibility over the actions of IT 

admins

Nurol ● Finance  ●  100+ employees

● Government  ●  200+ employees

>> Video and text recordings of privileged 
sessions for transparency

>> Passwords are kept secret from 
administrators

>> Granular privileged access policies, 
defining users, accounts, accessible 
resources, and the duration of access
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